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• A systematic literature review on resilience to cascading failures in land transport networks was conducted.

• Bibliometric and content analyses were combined to synthesize research progress and trends.

• The main modelling approaches, evaluation metrics, and recovery strategies were identified and compared.

• Critical research limitations and future directions were summarized.
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a b s t r a c t

Local failures in land transport networks can escalate into systemic paralysis through 

cascading effects, severely reducing accessibility and the efficiency of travel. The land 

transport network encompasses surface passenger and freight transportation systems, 

including road, rail, metro, public transport and land-based multimodal transport net-

works with clearly defined transfer connections. This study focuses on the cascading ef-

fects of interactions between services and traffic propagating within or across these modes 

of land transport. To summarise recent advances in modelling, evaluating and recovering 

from such cascading events, a systematic literature review of peer-reviewed journal arti-

cles was conducted. Using the ScienceDirect, Web of Science and Scopus databases, sup-

plemented by cross-reference verification, 180 qualifying studies published between 2015 

and 2025 were identified. Then, these research findings were systematically organised 

using a “modelling-evaluation-recovery” framework. At the modelling stage, load-capacity 

and coupled map lattice (CML) models account for nearly three-quarters of all reviewed 

studies, with increasing attention to multilayer interdependencies and behavioural feed-

back. At the evaluation stage, resilience is increasingly assessed jointly with vulnerability, 

robustness and reliability, using both topology- and performance-based indicators. At the 

recovery stage, studies propose interventions such as rerouting, mode-shift management,
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critical component prioritisation and resource allocation to accelerate functional restora-

tion. Despite these advances, a gap between research and practice remains. Contributing 

factors include insufficient operational data and calibration, overly simplified behavioural 

and institutional assumptions, and the computational burden of large-scale, high-fidelity 

simulations. This paper examines how these limitations constrain implementation, pro-

posing actionable solutions such as dynamic behavioural modelling, scenario libraries, 

data assimilation and real-world validation methods. This review maps advanced methods 

and metrics and provides guidance on selecting models and designing decision support 

tools for improving the resilience of land transport networks to cascading failures.

1. Introduction

Land transport networks are fundamental components of in-

tegrated transportation systems, playing an indispensable 

role in societal functioning and economic development. 

However, their inherent complexity and high interdepen-

dence render them highly vulnerable to natural disasters, 

emergencies, and human-induced disruptions (Mattsson and 

Jenelius, 2015). In recent years, the increasing frequency of 

extreme weather events and large-scale emergencies has 

underscored the risk that localized disruptions can escalate 

into widespread network failures. For instance, the 2021 

torrential downpours in Zhengzhou, China, caused severe 

road flooding and subway tunnel inundation, leading to bus 

route suspensions and eventual paralysis of the entire urban 

transport system, with significant economic losses. 

Similarly, nationwide strikes in France during 2022 led to 

successive shutdowns of rail and urban bus services. These 

localized disturbances rapidly propagated across commuter 

networks, generating systemic risks and triggering major 

social disruption. Such incidents highlight the urgent need 

to enhance the resilience of land transport systems, 

including their capacity to withstand, adapt to, and recover 

from cascading failures. Existing studies emphasize that the 

propagation of risks is influenced by network topology, 

inter-network coupling mechanisms, node criticality, and 

system redundancy (Nie et al., 2023; Sun et al., 2024). A 

systematic review of this research is therefore essential to 

clarify current progress, identify limitations, and provide 

theoretical foundations for strengthening transport network 

resilience and improving emergency response strategies.

In this review, the term “land transport network” refers to 

the surface mobility system comprising highways, railways, 

subways and public transport networks, as well as land-based 

multimodal transport networks that are connected via 

transfers, shared nodes, interchanges or mode substitutions 

(Zargiannaki et al., 2024). The methodology clearly defines the 

scope, boundaries, and exclusions to ensure consistency in 

model selection and evidence choice.

Cascading failure typically refers to a process in which a 

localized disturbance propagates through interdependent 

networks, ultimately leading to systemic collapse. Its defining 

feature lies in the amplification of a single point of failure 

through network dependencies, producing a chain reaction (Li 

et al., 2018). In land transportation systems, this phenomenon 

is particularly evident. The limited path flexibility of road

networks often prevents effective traffic redistribution 

following node failures, resulting in widespread congestion 

(Cao and Cao, 2020; Wang et al., 2024a; Yin et al., 2021; 

Zhang et al., 2016). Metro systems, constrained by rigid 

scheduling and serial line configurations, are highly 

susceptible to complete shutdowns following power or 

signal failures (Liu et al., 2024a; Ma et al., 2025a; Sun et al., 

2022). Similarly, rail networks rely heavily on marshaling 

yards and dispatch centers, where failures at critical nodes 

can severely disrupt interregional transport capacity (Jiao 

et al., 2020). With the rapid expansion of transportation 

infrastructure, research perspectives have evolved from 

single-network analyses to coupled and multilayer systems. 

Examples include robustness analyses of bus-subway 

networks (Ma et al., 2020a; Sun, 2023) and studies on 

interdependencies among transport networks, power grids, 

and road infrastructure (Bin Wee et al., 2023; Xu et al., 

2023a). These findings indicate that cascading failures in 

land transport networks not only cause severe systemic 

disruptions but also exhibit complex evolutionary patterns 

arising from cross-network propagation and structural 

dependencies.

Despite the diversity of subjects and scenarios, research in 

this field demonstrates strong methodological coherence, 

typically addressing three central questions. First, how do 

localized perturbations propagate through network structures 

and degrade functionality, thereby defining the mechanisms 

of cascading failure (Chen et al., 2025; Ding et al., 2025; Zhang 

et al., 2019a)? Second, how can the evolving states of networks 

during failure processes be effectively quantified and 

assessed, particularly with respect to vulnerability, 

robustness, reliability, and resilience (Wang et al., 2021a; 

Zeng et al., 2025; Zhang and Ng, 2022)? Third, what recovery 

and control measures can most efficiently allocate resources 

and restore functionality during large-scale disruptions (Guo 

et al., 2025a; Song et al., 2025)? These questions are typically 

examined within a “modeling-evaluation-recovery” 
framework. The modeling stage focuses on the load-capacity 

model, CML models, and their enhanced variants to reveal 

the mechanisms of failure propagation and 

interdependence. The evaluation stage applies analytical 

tools such as topological indicators, centrality measures, and 

propagation thresholds to monitor dynamic changes in 

network performance. Finally, the recovery phase involves 

emergency and operational interventions, as well as 

governance measures. These include redirection of routes, 

reconstruction of paths, formulation of policies,
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prioritisation of critical nodes, and optimised allocation of 

resources. Together, these three stages form an integrated 

paradigm combining mechanism analysis, system 

evaluation, and governance intervention, which together 

establish the core research framework for cascading failures 

in land transport networks.

The capacity to recover from cascading failures, or resil-

ience, is crucial for improving the reliability and normal 

operation of land transport systems. Building upon this 

research framework, the present paper systematically re-

views the resilience of land transport networks to cascading 

failures through the lens of the “modeling-evaluation-recov-

ery” process. Specifically, it aims to: (1) comprehensively 

compare dominant modeling approaches, clarify the appli-

cation boundaries of the load-capacity and CML models, and 

review their evolution in simulating cascading dynamics for 

resilience analysis; (2) consolidate resilience evaluation 

methods and metrics, emphasizing pathways for identifying 

critical segments and influencing factors; (3) investigate the 

variety of attack scenario design, failure modes, and recovery 

strategies reported across studies; (4) pinpoint existing 

research limitations and propose future research directions. 

Fundamental research in complex network science estab-

lished structural principles and cascading mechanisms that 

were later adopted in transportation studies. The “small-

world” and “scale-free” network structures proposed by Watts 

and Strogatz (1998) and Barab� asi and Albert (1999) provided 

the theoretical basis for many abstract network models. 

Albert et al. (2000) and Newman (2003) comprehensively 

elucidated the robustness and functional characteristics of 

complex networks in the event of failure or attack. Watts 

(2002) categorised threshold-driven global cascading 

phenomena; Motter and Lai (2002) modelled load 

redistribution cascades; and Boccaletti et al. (2006) 

catalogued core dynamical mechanisms widely used in 

cascade modelling. Buldyrev et al. (2010) further revealed 

how interdependencies can amplify the effects of cascades 

across coupled layers. These landmark studies are cited in 

order to define the recurring mechanisms and terminology 

of transportation cascade failure models rather than to 

extend the systematic sample beyond the review period. 

Recent reviews and comprehensive studies have built 

upon this foundation to summarise transportation network 

resilience from complementary perspectives. These studies 

have covered topics such as the resilience assessment and 

enhancement of integrated urban transportation systems 

(Yang et al., 2025a; Yussif et al., 2025); multi-modal urban 

transportation resilience (Chen et al., 2026); interdependency 

mechanisms (Li et al., 2025c); subway system resilience 

under external disturbances (Bai et al., 2025); road transport 

infrastructure vulnerability and resilience (Bashir et al., 

2025); resilience to natural disasters and uncertainty (Kibar 

et al., 2025); and AI-enabled safety and resilience research 

(He et al., 2025; Liu et al., 2026). While these reviews cover 

various disruption types and resilience concepts, they 

generally treat cascading failures as just one type of 

disruption. This results in a lack of cascade-oriented 

guidance regarding propagation model selection, metric 

integration across degradation and recovery phases, and the

linkage between modelling outputs and operational recovery 

levers.

To address this gap, this study focuses on cascading fail-

ures and makes three contributions. Firstly, it systematically 

integrates mainstream propagation models for highway, rail, 

metro, public transit and multimodal networks, clarifying 

application boundaries and selection criteria. Secondly, it 

clarifies how vulnerability, robustness, reliability and resil-

ience metrics are integrated in actual research, as well as the 

pathways linking these metrics to modelling outputs and re-

covery decisions. Thirdly, it summarises operational, prac-

tice-based bridging pathways, emphasising calibration, 

validation, scenario libraries and reproducible outcomes, in 

order to bridge the gap between modelling and operations. 

Table 1 illustrates the positioning of this review relative to 

recent related research.

The remainder of this paper is organized as follows. Sec-

tion 2 describes the research methodology adopted for the 

literature review. Section 3 examines the principles and 

limitations of mainstream modelling approaches. Sections 4 

and 5 analyze the evaluation methods and recovery 

strategies, respectively. Section 6 discusses research gaps 

and outlines future directions, and Section 7 concludes the 

paper.

2. Methodology of literature review

2.1. Literature search methods and research distribution

To systematically examine the research progress and chal-

lenges associated with cascading failures in land transport 

networks, this study adopted a rigorous literature collection 

and screening procedure. As illustrated in Fig. 1, the research 

process combined database keyword searches, core literature 

tracking, and multi-stage screening. In the preparatory stage, 

both bibliometric analysis and content review methods were 

applied. A set of keywords and their combinations guided 

the search, including “transportation network”, “cascading 

failure”, “failure propagation”, “vulnerability”, “robustness”, 

“reliability”, “resilience”, “identification of critical nodes”, 

“influencing factors”, “attack patterns”, and “recovery 

strategy”. Searches were conducted across three major 

academic databases: ScienceDirect, Web of Science, and 

Scopus.

In this review, land transport networks is defined as sur-

face transport networks that consist of nodes and links. These 

networks are characterised by graph structures that incorpo-

rate operational status and performance metrics. These net-

works include road, rail, metro, public transport and land-

based multimodal transport networks that operate synergis-

tically through transfers, shared nodes or connection points 

and mode substitution. Our focus is on cascading failures 

propagated through functional degradation mechanisms, 

such as traffic redistribution, capacity overload, cascading 

delays and transfer spillover effects, as these mechanisms 

and their corresponding recovery measures are critical to 

transportation operations.
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To avoid ambiguity, exclude non-transport ground infra-

structure networks is explicitly excluded, such as oil and gas 

pipelines, as well as other utility pipeline networks. This is 

because their propagation dynamics and operational control 

mechanisms differ fundamentally from the mobility and 

service delivery characteristics of transportation systems. 

Power grids and communication networks are also excluded 

as primary subjects, as while these systems may exhibit 

coupling with transportation networks, this study focuses on 

cascade propagation within transportation networks rather 

than cross-sectoral infrastructure cascade effects. Further-

more, aviation and maritime networks fall outside the scope 

of this study as they do not constitute land-based

transportation and operate under distinct operational units 

and cascade mechanisms. Finally, unless supply chain and 

logistics networks are explicitly modelled as land transport 

service networks exhibiting operational status and mobility 

performance cascade degradation, networks at the enterprise 

or commodity flow level will not be systematically covered. 

The period from 2015 to 2025 is selected as the scope of our 

research because the literature on transport-oriented 

cascading failures that we identified is highly concentrated 

within this decade. This timeframe also reflects the evolution 

of methodologies, shifting from single-layer analyses focused 

solely on topology, to data-driven, multi-layer modelling and 

operation-aware modelling, with an increasing emphasis on

Table 1 — A comparison of this review with the latest review on transportation resilience research.

Review Research subjects Focus Cascading failure 

addressed

Contribution

Yang et al. (2025b) Urban multimodal 

transportation network

Resilience assessment and 

enhancement frameworks

Treated as one disruption 

type

It clarifies the concept of urban 

integrated transportation 

network resilience and 

explores evaluation metrics, 

assessment methodologies, 

and optimization measures for 

enhancement.

Chen et al. (2026) The multi-modal urban 

transportation network

Modelling, evaluation, and 

optimization of multimodal 

resilience

Partially, via intermodal 

dependencies

Initiates a thorough 

investigation within the 

framework of “network 

modeling resilience evaluation 

resilience optimization”, with 

particular attention to 

emerging modes such as 

shared mobility and urban air 

mobility.

Li et al. (2025c) Interdependent transport 

networks

Cross-system coupling and 

resilience evaluation

Partial, via dependency 

propagation

Provides a thorough 

examination of the literature 

on interdependency and 

resilience in transportation. 

Systems.

Bai et al. (2025) Metro system Indicator design and 

recovery strategies

No Explores methods for 

enhancing metro system 

resilience across structural, 

operational and monitoring 

dimensions.

Bashir et al. (2025) Road network Vulnerability, recovery 

trends, bibliometric 

mapping

No Provides an extensive literature 

review of scientific articles in 

the field of vulnerability and 

resilience of transportation 

road networks.

Kibar et al. (2025) Road network; rail network; 

air network

Resilience definition and 

metrics under natural 

hazards

No Defines “transportation 

systems resilience”; derives the 

necessary resilience 

parameters for different 

transportation systems. 

Liu et al. (2026) Traffic safety AI-enabled prediction and 

recovery decision support

No Integrates fragmented findings 

into a lifecycle perspective 

spanning accident prevention, 

accident prediction, accident 

response and recovery.

This study Land transport network Modelling-evaluation-

recovery integration

Yes A systematic literature review 

on resilience to cascading 

failures in land transport 

networks was conducted.
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behavioural patterns, recovery decisions and validation 

mechanisms. Pioneering research from before 2015 is cited in 

the introduction to establish the conceptual foundations of 

network architecture and cascade mechanisms. To ensure 

transparency and reproducibility, systematic sampling and 

quantitative distribution are confined to the period from 2015 

to 2025. Cross-database verification and comparison against 

recent reviews minimise the risk of omission.

To enhance the completeness of this study and clarify its 

positioning relative to recent reviews, the initial literature 

collection by cross-referencing recent reviews on trans-

portation network resilience systems is validated. Coverage by 

cross-referencing the bibliographies of seminal papers was 

further confirmed. This approach helped to identify domain-

specific studies on cascading propagation, evolution and re-

covery that keyword searches alone might have overlooked. 

The initial retrieval yielded several thousand studies, from 

which 180 journal articles published between 2015 and 2025 

were selected as the primary data source. The collected litera-

ture was analyzed around three interrelated themes, namely 

modeling, evaluation, and recovery, which together form the

mainstream research paradigm for cascading failures. Fig. 2 

presents the distribution of the selected studies by 

publication year and transport network type. Post-2015 

literature focused on data-driven, multi-level and actionable 

cascading modelling, which aligns with the objectives of this 

review. This definition aims to ensure the reproducibility of 

sample statistics. Although foundational studies prior to 2015 

were cited as conceptual references, they were excluded from 

annual distribution statistics and quantitative summaries. 

Since 2018, research interest in cascading failures in land 

transport networks has grown significantly. Metro, public 

transport, and road networks have attracted the most atten-

tion, accounting for 80, 39, and 32 studies, respectively. 

Because modeling, evaluation, and resilience recovery are 

often addressed within the same study, separate statistics for 

each category were not compiled. Table 2 lists the ten journals 

with the highest publication volumes in this field. The 

majority of contributions appear in the domains of 

transportation engineering and system safety. Notably, 

Reliability Engineering & System Safety and Physica A: 

Statistical Mechanics and its Applications ranked first and

Fig. 1 — Primary research approach and steps.
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second, publishing 35 and 30 related papers, respectively. The 

scope of this review is limited to major land transport 

networks including road, rail, metro, and highway systems, 

while excluding analyses of individual lines or vehicles.

2.2. Keyword feature analysis

This study prioritized keyword feature analysis as a key bib-

liometric approach to intuitively identify research hotspots in 

land transport network resilience to cascading failures, as 

indicated by keyword frequency. Keywords extracted from the 

three databases were aggregated to generate the word cloud 

shown in Fig. 3.

Fig. 3 shows that “cascading failure”, “resilience”, and 

“vulnerability” appear with the highest frequencies, 

indicating that these represent the core research themes in 

the field. Keywords such as “transportation network”, 

“robustness”, “deliberate attack”, “random attack”, “recovery 

strategy”, “critical nodes”, “complex systems”, “influencing 

factors” and “failure propagation” also occur frequently,

Fig. 2 — Distribution of relevant studies. (a) Publication year. (b) Transport network type.

Table 2 — Top 10 journals ranked by publication volume in the related field.

Rank Journal title Focus Number of 
papers

1 Reliability engineering & system safety Quantifying the probabilistic risk and resilience of transport 

systems.

35

2 Physica A: Statistical mechanics and its applications The universal dynamics of cascades, as explained by 

complex network theory.

30

3 Transport research Part D: Transport and environment Resilience to climate-induced disruptions and their 

cascading effects.

10

4 Journal of advanced transportation Models of network performance degradation based on 

simulation and algorithms.

10

5 IEEE access Computational frameworks for modelling resilience and 

cascading failures.

7

6 IEEE Transactions on intelligent transport systems Real-time prediction and mitigation of cascading failures. 7

7 Transport research Part C: Emerging Technologies Proactive resilience and adaptive control. 6

8 Transport research Part A: Policy and practice Policy and strategic planning for enhancing network

resilience.

5

9 Sustainable cities and Society Inter-system cascades and sustainability, urban resilience. 5

10 Transportation research record Empirical case studies and applied strategies for

infrastructure resilience.

4

Fig. 3 — Keywords in the three databases.
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reflecting the field's emphasis on various failure types, the 

identification of key components and factors, and recovery 

methods. Furthermore, terms such as “infrastructure 

networks”, “disaster resilience”, and “systemic risk” appear 

with notable frequency, underscoring the interdisciplinary 

and practical orientation of this research domain.

To further explore the semantic associations among key-

words, CiteSpace was employed to perform keyword co-

occurrence and clustering analyses (Cheng et al., 2023; Ji et al., 

2023). The results are visualized in Figs. 4 and 5.

As shown in Fig. 4, the keyword co-occurrence network 

identifies “cascading failure” and “resilience” as the core 

semantic cluster. This pattern reflects research grounded in 

complex network theory to enhance resilience against 

cascading failures. Nodes such as “vulnerability”, 

“robustness”, and “complex networks” extend the network's 
semantic landscape, delineating key relationships and 

research hotspots. In addition, Fig. 5 shows that the 

clustering map anchors #0 cascading failure as the central 

cluster, with #2 complex network and #4 complex network 

theory supporting complex network methodologies, and #3 

reliability indexes and #5 social vulnerability expanding the 

analytical dimensions of research. Core clusters form a 

tightly interconnected network through co-occurrence 

relationships. Further refinement through clustering 

analysis reveals subthemes encompassing theoretical 

foundations, methodological tools, and application scenarios. 

This review also used CiteSpace to analyze the temporal 

evolution of keywords, as illustrated in Figs. 6 and 7. Fig. 6 

shows that “cascading failures” has remained a dominant 

topic from 2015 to 2025. Keywords such as “interdependent 

networks” and “complex networks” gained prominence 

between 2016 and 2018, while “road networks” emerged as a 

focal theme in 2021. More recently, term like “power system 

protection” began to appear in 2024—2025, indicating a shift 

toward cross-infrastructure research.

From a temporal perspective, the theme of cascading fail-

ures has remained a persistent research focus, while related 

subthemes such as robustness and resilience analysis have 

evolved continuously, as illustrated in Fig. 7. Clusters #3 

reliability metrics and #4 complex network theory reflect an

expansion in the scope of evaluation and methodological 

advancements, respectively. Late-emerging clusters such as 

#7 complex systems and #8 multilayer networks 

demonstrate a growing research interest in the deep 

structure and complexity of interdependent transport 

systems.

2.3. Core research institutions and authors

To identify the leading academic contributors and collabora-

tion networks in land transport network resilience to 

cascading failure, CiteSpace was also used to visualize the 

distribution of research institutions and core authors, as 

shown in Fig. 8.

As shown in Fig. 8(a), domestic institutions such as Beijing 

Jiaotong University, Chang'an University, Southeast 

University, and Tongji University are highly prominent, 

reflecting their sustained contributions and strong research 

capacity in this field. Similarly, internationally renowned 

institutions including State University System of Florida, 

Arizona State University, and Georgia Institute of 

Technology also stand out, underscoring extensive global 

academic participation. The dense interconnections among 

these institutions, both domestically and internationally, 

indicate an increasingly collaborative landscape.

Regarding core authors, Fig. 8(b) identifies scholars such as 

Wu Jianjun, Chen Hong, and Wang Jianwei as leading figures 

in domestic research, each of whom has developed 

extensive academic networks that form influential research 

clusters. Internationally, scholars such as Mohamed 

Ezzeldin, Auroop R. Ganguly, and Michael M. Danziger are 

recognized as key contributors. Collaborations between 

domestic and international researchers highlight the 

growing global integration of the research field.

3. Decoding network resilience: modeling 
approaches for cascading failure dynamics

Cascading failure models are fundamental analytical tools for 

examining the vulnerability and resilience of transportation 

networks. These models aim to reveal how failures propagate 

within complex systems and how such propagation affects 

overall network stability. To capture these mechanisms, 

scholars have developed several modeling approaches, 

including load-capacity, CML, disaster propagation dynamics, 

OPA, sandpile, binary influence, and CASCADE models. 

Among these, the load-capacity and CML models have been 

most widely applied to land transport systems and have 

emerged as mainstream approaches. In the 180 articles 

examined, around 43% used the load-capacity framework and 

around 30% used CML-type formulas. This confirms their 

dominance as the two main models for analysing trans-

portation cascades. A comparative overview of these two 

dominant models is provided in Table 3. Beyond these, other 

models contribute complementary insights: the disaster 

propagation dynamics model characterizes transmission 

through diffusion dynamics (Ding et al., 2024; Lu et al., 2024); 

the OPA model captures the interaction between load and 

failure over long-term evolution (Xing et al., 2018); theFig. 4 — Keyword co-occurrence analysis. 
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sandpile model emphasizes cascading effects at critical 

thresholds, the binary influence model reveals stochastic 

propagation patterns through binary state transitions; and 

the CASCADE model highlights cross-system topological 

coupling. Collectively, these models enrich the theoretical 

understanding of cascading failures but remain limited in 

their direct applicability to real-world transportation systems.

3.1. Current status and development of load-capacity 

model research

The load-capacity model, a foundational framework for 

studying cascading failures in complex networks, typically 

consists of three core components: initial load definition, ca-

pacity determination, and load redistribution mechanisms. 

Accordingly, three methodological issues must be addressed.

(1) How should metrics for the initial load be defined 

appropriately?

(2) How should the maximum load capacities of nodes and 

edges be determined?

(3) How should load be redistributed across the network 

during localized failures to realistically represent 

propagation and evolution processes?

Within this framework, cascading failures in land trans-

port networks generally arise from mismatches between load 

and capacity. When critical nodes, such as intersections, 

subway transfer stations, or railway marshaling yards, or 

edges like roads, tracks, or rail segments, exceed their design 

capacities, excess traffic is redistributed to other components 

of the system. This process can lead to secondary overloads 

and trigger chain reactions of failure. In practical applications, 

load is typically defined using measured or statistical data 

such as passenger volume, vehicle flow, or freight throughput, 

reflecting the actual usage intensity of a facility. Conversely, 

capacity is often quantified based on road classification, sta-

tion design limits, traffic control constraints, or maximum 

throughput levels. To account for uncertainty, capacities are 

often adjusted to reflect variations between peak and off-peak 

periods, weather disturbances, or unexpected incidents. 

Finally, post-failure load redistribution mechanisms play a 

central role in propagation analysis. A widely adopted 

approach is the path-selection model based on Wardrop's 
equilibrium theory, which assumes that travelers choose 

routes that minimize travel costs until a network-wide equi-

librium is achieved.

In recent years, scholars have continuously refined load-

capacity models to extend their applicability across various 

cascading failure scenarios. Within the context of land 

transport networks, these developments can be summarized 

as follows.

(1) Load representation. Load may be assigned to nodes, 

edges, or both simultaneously (Wang and Tian, 2020).

(2) Initial load definition. Multiple approaches have been 

adopted, including definitions based on shortest paths 

(Wang et al., 2024b), degree functions (Wang and Tian, 

2020), path flow capacities (Guo et al., 2025b), or actual 

traffic volumes (Zhang et al., 2016). The choice of 

metric typically depends on the specific application 

scenario.

(3) Capacity—load relationships. These may be linear, 

nonlinear, or independent. In most studies, capacity 

reflects road or station design constraints, often 

resulting in nonlinear relationships with initial load 

(Chen et al., 2024a; Jin et al., 2022a; Ma et al., 2020a).

Fig. 5 — Keyword clustering analysis.

Fig. 6 — Keyword bursts analysis.
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(4) Load redistribution strategies. Redistribution 

following node failure has been modeled through 

several mechanisms: average distribution (Jin et al., 

2022a; Yin and Song, 2023), random distribution (Du 

et al., 2025), locally optimal distribution (Jia et al., 

2020), or globally optimized distributions (Guo et al., 

2020a). Advanced variants apply weighted 

allocations based on traffic pressure (Yin et al., 

2021), capacity margins (Shen et al., 2022), 

intermediary centrality (Jung et al., 2020), freight 

costs (Zeng et al., 2025), or fuzzy decision-making 

techniques (Du et al., 2025).

(5) Node state classification. While most studies adopt a 

binary classification of normal versus failed states, 

some introduce additional states such as overload (Lin 

et al., 2025; Wang and Tian, 2020), pause (Li et al., 

2021), or congestion (Ding et al., 2025).

Overall, these refinements have significantly strengthened 

the explanatory and predictive power of load-capacity 

models, enabling them to capture a broader spectrum of 

cascading failure dynamics in land transport networks.

3.2. Current status and development of CML model 

research

Although the load-capacity model effectively describes the 

relationship between node load and capacity, it has limited 

ability to capture the intricate coupling mechanisms among 

nodes and the nonlinear dynamics underlying cascading 

failures. To address these shortcomings, many scholars have 

turned to the CML model, which integrates network topology 

and real-time node states to analyze failure propagation. 

Existing studies can be broadly classified into two main 

research streams.

Fig. 7 — Keyword cluster timeline view.

Fig. 8 — The distribution of research institutions and core authors. (a) Research institutions. (b) Core authors.

J. Traffic Transp. Eng. (Engl. Ed.) 2026; 13 (2): 491—523 499

https://doi.org/10.1016/j.jtte.2026.03.001


(1) Analyses based on the traditional CML model.

(2) Analyses using improved CML models that incorporate 

additional factors.

The traditional CML model has primarily been applied to 

urban rail transit networks (Li et al., 2024a; Wu et al., 2021a; 

Xiong and Yao, 2020) and multilayer public transport 

systems (Li et al., 2024b), where cascading failures are 

generally triggered by passenger flow dynamics. Findings 

consistently indicate that stronger coupling intensity and 

larger perturbations significantly increase the likelihood of 

systemic failure. However, most of these studies incorporate 

only passenger flow analysis into the model, overlooking 

broader structural, operational, and environmental 

dimensions.

To overcome these limitations, scholars have extended the 

traditional framework by incorporating network topology (Ma 

et al., 2023a; Xu et al., 2022; Zhang et al., 2015a), external 

disturbances (Sun, 2023; Wang et al., 2021b), and node 

resilience attributes (Lu et al., 2022; Zhang et al., 2024a). These 

refinements provide a more realistic representation of 

cascading dynamics in land transport systems. For instance, 

Shen et al. (2021) developed a bidirectional CML model for the 

Nanjing metro network, accounting for two-way traffic flows 

to better reflect operational conditions. Their findings showed 

that metro systems are considerably more vulnerable to 

targeted attacks than to random failures, and that global 

failures are more likely to originate from maximum-intensity 

nodes rather than maximum-degree nodes. Similarly, Zhang 

et al. (2023) proposed an improved CML model to simulate 

cross-level cascading interactions between bus and metro 

networks, integrating both job dependencies and geographical 

interdependencies into the evolution of node states. Their 

analysis demonstrated that neglecting such interdependencies 

results in a significant overestimation of metro failures and 

underestimation of bus disruptions. Ye and Luo (2021) further 

introduced a graph attention network-based CML model, using 

Shanghai metro operational data to capture passenger 

behavior and simulate cascading evolution within a deep

learning framework. The results revealed that the Shanghai 

subway network remains robust against random failures but 

highly vulnerable to intentional disturbances. Furthermore, 

the cascade failure rate followed an approximately normal 

distribution over time, indicating a steady-state convergence 

pattern under recurring perturbations.

In summary, the continuous evolution of CML models 

demonstrates a clear trajectory toward the integration of 

structural, behavioral, and data-driven elements. These 

advancements enhance the explanatory strength of the 

model, enabling a deeper comprehension of the nonlinear 

dynamics underlying cascading failures in land transport 

networks.

3.3. Emerging modeling methods and development

trends

In recent years, scholars have progressively advanced 

modeling techniques to better capture the operational 

mechanisms of real-world transport systems, leading to 

several innovative methodological frameworks. Duan et al. 

(2023) proposed a two-layer cascading failure model to 

examine route-selection behavior during congestion 

evolution. The lower-layer model addresses travelers’ route 

choices under the trade-off between user equilibrium and 

system optimality, highlighting behavioral influences in 

cascading processes and moving beyond traditional load 

redistribution models. Yang et al. (2023) introduced a rank-

order centroid (ROC)-based Cross-Impact Analysis and 

Interpretive Structural Modeling (CIA-ISM) framework to 

investigate cascading failures in subway networks exposed 

to extreme rainfall conditions. This scenario-driven 

approach emphasizes interdependencies among critical 

events, offering clearer insights into coupling relationships 

and enhancing system decoupling efficiency. Lu et al. (2024) 

developed an improved DST model incorporating time 

delays, origin-destination (OD) demand variations, and 

spatiotemporal heterogeneity of passenger flows to reflect 

real operational dynamics. Shen et al. (2024) designed a

Table 3 — Comparison of the load-capacity model and the CML model.

Model name Principle Advantage Disadvantage Application

Load-capacity

model

Nodes fail when the load 

exceeds capacity, 

redistributing load to 

adjacent nodes and 

potentially triggering 

cascades.

Links load with capacity; 

effective for 

vulnerability evaluation

Idealized distribution; 

overlooks adaptive 

dynamics

Road network (Chen et al., 

2024a); metro network (Ding 

et al., 2025; Wang and Tian, 

2020); public transport 

network (Hu et al., 2025; Li 

et al., 2021; Ma et al., 2020a; 

Wang et al., 2025); 

multimodal transport 

network (Zeng et al., 2025). 

CML model Node state depends on 

the node itself and its 

neighbors; capturing 

nonlinear 

spatiotemporal 

dynamics.

Models coupling and 

nonlinear propagation

Computationally intensive; 

parameter-sensitive

Road network (Hassan et al., 

2022); metro network (Li

et al., 2024a; Ma et al., 

2023a; Wu et al., 2021a; 

Zhang et al., 2021a); rail 

network (Chen et al., 2024b); 

public transport network 

(Chen et al., 2025; Li et al., 

2024b).
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cascading overload model for subway station facilities, 

mapping both facilities and passenger flows onto a 

hierarchical directed network dynamically updating through 

impedance functions and mutual flow redistribution. Song 

et al. (2025) proposed a biased random walk model that 

integrates power-law distributions of betweenness centrality 

and node degree to analyze metro failures arising from 

extreme load fluctuations. Guo et al. (2025b) introduced a 

pass-passenger assignment model based on path flow 

capacity and Tsallis entropy, which leverages intermediate 

centrality and structural hole theory to refine initial flow 

allocation and enhance resilience assessment. Finally, Kays 

et al. (2025) developed a susceptible-exposed-flooded-

recovered (SEFR) model to simulate flood-induced cascading 

failures in road networks. This approach integrates multi-

layer network topology with hydrological data, enabling 

accurate capture of dynamic propagation patterns under 

extreme environmental stress. A comparative overview of 

these methods is provided in Table 4. To further clarify their 

mathematical underpinnings, Table 5 summarizes the core 

formulations, parameters, and distinctive features of 

representative cascading failure models.

Taken together, these innovative approaches reveal three 

key development trends.

(1) From topology-driven to behavior-driven modeling. 

New approaches incorporate passenger flow patterns 

and risk perception to more accurately mirror traveler 

behavior during cascading processes.

(2) From static analysis to temporal dynamics. By integrating 

demand variation, time delays, and spatiotemporal het-

erogeneity, models capture the evolving characteristics of 

cascading failures and adapt better to real-world operations.

(3) From isolated failure analysis to failure-recovery 

coupling. Emerging frameworks integrate critical node 

interactions, environmental exposures, and recovery 

mechanisms, enabling more comprehensive assess-

ments of network vulnerability and resilience.

These advances reflect a growing effort to bridge theoret-

ical modeling with real-world transport operations. Building

on this progress, the present study further synthesizes the 

distinct modeling characteristics of cascading failures across 

different types of land transport networks, as illustrated in 

Fig. 9.

3.4. Model applicability and selection guidelines across 

land transport network types

The applicability of cascade failure models varies by transport 

network type, as the two main models have different propa-

gation logics. The load-capacity model describes cascading 

phenomena as overload and redistribution in relation to ca-

pacity constraints. It is most effective in scenarios where load, 

capacity and failure states can be determined through oper-

ational measurements, such as passenger and vehicle flow 

rates, capacity based on schedules and facility throughput. 

CML-based models, on the other hand, describe non-linear 

state evolution and amplification effects through coupled 

dynamics. These models apply to cascades driven by inter-

acting time-varying congestion and delay states and feedback 

between interconnected nodes. In practice, these models are 

often implemented through traffic-specific instantiation and 

hybrid extensions, such as flow-based traffic models for roads, 

timetable-aware capacity constraints for railways, and pas-

senger flow redistribution dynamics for subways.

Given this context, model selection should be differenti-

ated based on the most commonly studied network types. 

Road networks are link-centric and governed by continuous 

traffic flow dynamics, where spillover effects and path re-se-

lection dominate propagation. Rail networks are constrained 

by track segments, marshalling yards and operational rules. 

Metro networks are usually station-centric and schedule-

constrained, exhibiting strong passenger redistribution and 

transfer coupling characteristics. Public transport networks 

focus on routes and stops and often feature elastic demand, 

transfer spillover effects and shared corridors. Multimodal 

transport networks involve intermodal transfers and mode 

substitution. Therefore, when selecting a model, the following 

should be considered: load and capacity definitions, dominant 

propagation mechanisms, modelling granularity, decision-

making leverage and calibration feasibility with operational

Table 4 — Comparison of emerging modeling methods.

Model name Feature Application scenario

Two-layer cascading failure model (Duan 

et al., 2023)

Balances route choice between equity and 

optimality, incorporating travel behavior. 

Congestion simulation, travel behavior 

modeling

CIA-ISM model ROC-based centrality 

(Yang et al., 2023)

Analyzes cross-impacts among key 

events, clarifying coupling relationships. 

Cascading risk identification in metro 

networks

Improved DST model (Lu et al., 2024) Considers delays, origin-destination 

demand variations, and spatiotemporal 

heterogeneity.

Multimodal cascading analysis

Cascading overload model (Shen et al., 

2024)

Maps station flow to layered networks 

with dynamic capacity-flow updates. 

Metro facility failure modeling

Biased random walk model (Song et al., 

2025)

Incorporates centrality and degree 

distributions, simulating overload 

propagation.

Metro load fluctuation analysis

Pass-passenger assignment model (Guo 

et al., 2025b)

Applies Tsallis entropy to balance loads 

and redundancy.

Resilience assessment of coupled bus-

metro systems

SEFR model (Kays et al., 2025) Combines hydrological data with multi-

layer network topology.

Flood-induced cascading in road networks
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data. Table 6 summarises the correspondences for the most 

common types of land transport network.

Transport-specific extension and hybrid instantiation 

methods, such as flow distribution heuristics, random walk 

propagation and learning-enhanced dynamics, are most 

effective when anchored to operational units and decision 

contexts specific to particular network types. In practice, 

numerous studies adopt a hybrid design approach, retaining a 

mechanism-based core framework (typically a load capacity 

or CML model) while incorporating behavioural modules and 

data-driven calibration mechanisms to improve actual accu-

racy and decision relevance.

4. Quantifying network resilience: 
evaluation metrics and impact propagation

Evaluation plays a pivotal role in cascading failure research, 

serving as the bridge between modeling and recovery. It iden-

tifies the evolving states of transportation networks during 

failure events, based on modeling outcomes, and provides 

quantitative evidence to guide subsequent recovery and man-

agement decisions. A systematic review of evaluation methods 

and metrics is therefore essential to understanding research 

progress in this domain. Existing studies generally fall into 

three major methodological approaches. The first relies on 

network topology, employing indicators such as vulnerability, 

robustness, reliability, and resilience to characterize how sys-

tem performance degrades under perturbations and uncer-

tainty. The second incorporates passenger flow characteristics, 

examining travel demand distribution, traffic dynamics, and 

behavioral mechanisms to capture variations in propagation 

range and speed across temporal and spatial conditions. The 

third focuses on critical nodes and influencing factors, using 

threshold analysis and sensitivity testing to reveal failure-

triggering and amplification mechanisms. Together, topology

attributes, passenger flow, and critical node identification form 

the core framework for evaluating cascading failures.

4.1. Evaluation dimensions and methods

Research on cascading failures in land transport networks 

generally revolves around four primary evaluation dimensions: 

vulnerability, robustness, reliability, and resilience. Vulnera-

bility emphasizes the structural sensitivity of networks to 

localized disturbances. It typically employs topological in-

dicators such as degree, path length, and centrality to identify 

the contribution of critical facilities to overall connectivity (Lu 

et al., 2022; Ma et al., 2020b; Ye et al., 2025). Robustness 

highlights network stability under disruptions by 

incorporating capacity and flow constraints. Methods such as 

seepage theory and load-capacity models are often used to 

characterize congestion propagation and functional 

degradation, illustrating how supply-demand imbalances 

influence overall stability (He et al., 2021; Hu et al., 2025; Jiang 

et al., 2024). Reliability evaluates a network's ability to sustain 

service performance under uncertainty, including demand 

fluctuations, facility failures, and random traveler behavior. 

Probabilistic models and Monte Carlo simulations are widely 

applied to estimate accessibility and delay probabilities (Chen 

et al., 2024c; Duan et al., 2023; Nie et al., 2023). Resilience 

extends evaluation perspective to cover system evolution and 

recovery, considering performance degradation, route 

alternatives, repair operations, and resource allocation. Time-

varying dynamic models are used to quantify performance 

retention and recovery efficiency (Liu et al., 2022a, 2025; Ma 

et al., 2025b). Table 7 summarizes representative methods 

and features across these four dimensions.

These dimensions are applied differently across network 

types, as shown in Fig. 10. For example, Zhang et al. (2018) 

emphasized that most existing studies remain centered on 

topological efficiency, which reveals vulnerability but fails to

Fig. 9 — Modeling characteristics of cascading failures in different types of land transport networks.
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adequately capture flow dynamics, behavioral feedback, and 

multi-network interactions. Zhang et al. (2022a) highlighted 

that cascading failures are jointly shaped by topological 

structure, travel demand, traffic distribution, and 

management strategies.

4.2. Failure propagation evaluation considering 

passenger flow

Passenger flow is a decisive determinant of cascading fail-

ures, influencing both load levels and the localized

Table 7 — Comparison of the four evaluation dimensions.

Dimension Focus Method Feature Related research

Vulnerability Sensitivity and 

weaknesses of networks 

under local disturbances

Topological structure 

indicators include 

degree, centrality, 

shortest path, and 

connectivity

It is mostly based on 

complex network theory 

and static topology 

analysis, with an 

emphasis on identifying 

key nodes and sections

Bell et al. (2017); Candelieri

et al. (2019); Chen et al. (2021); 

Darayi et al. (2017); Dehaghani 

and Morency (2025); Jiang et al. 

(2018); Jung et al. (2020); Lin

et al. (2024); Liu et al. (2020a); Lu 

et al. (2022); Ma et al. (2020b); 

Ma et al. (2019); Wang et al. 

(2023a); Ye et al. (2025) 

Robustness Network stability and 

ability to maintain 

function during 

disturbances

Seepage theory, load-

capacity model, 

congestion propagation 

indicators, and traffic 

supply-demand balance

Focus on dynamic traffic 

allocation and capacity 

constraints while 

considering failure 

propagation effects

Aparicio et al. (2022); Cao and 

Cao (2020); Cao et al. (2025); 

Dong et al. (2020); Fan et al. 

(2020); Hassan et al. (2022); He 

et al. (2021); Hu et al. (2025); 

Jiang et al. (2024); Ma et al. 

(2025a); Pagani et al. (2019); 

Wandelt et al. (2021); Wu et al. 

(2021b)

Reliability The network's ability to 

maintain service under 

uncertainty

Probability theory, 

stochastic processes, 

Monte Carlo simulation

Emphasizes 

accessibility and delay 

probability in uncertain 

scenarios

Chen et al. (2024b, 2024c); Duan 

et al. (2023); Nie et al. (2023); 

Wu et al. (2021a); Zhang et al. 

(2019a)

Resilience The evolution and 

recovery capacity of 

networks during the 

early, middle, and late 

stages of disturbances

Function retention rate, 

recovery efficiency, 

alternative path 

utilization rate, and 

emergency repair 

efficiency

Mostly uses time-

varying dynamic models 

and recovery 

simulations, 

incorporating repair 

strategies, resource 

allocation, and 

passenger behavior

Jia et al. (2025); Kays et al. 

(2024); Liu et al. (2022a, 2022b, 

2025); Lu et al. (2025); Ma et al. 

(2025b); Wang et al. (2023b); Xu 

et al. (2025); Zhang et al. (2019b, 

2024b)

Fig. 10 — Evaluation characteristics of cascading failure studies in different types of land transport networks.
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disruption propagation. Initially treated as a background 

variable, passenger flow has increasingly been recognized 

as a dynamic driving factor in cascading processes. Failures 

occur when instantaneous passenger loads exceed the 

designed capacity of specific nodes (Dong et al., 2023; Shen 

et al., 2020a, 2023; Zhang and Ng, 2022; Zhu et al., 2024). 

Unlike earlier studies that idealized total load as constant, 

more recent work acknowledges temporal fluctuations, 

particularly during peak periods, which exacerbate 

overload risk and intensify cascading effects. Stations 

exposed to sustained passenger influx may experience 

delayed overloads, even after initial emergency measures. 

A noteworthy finding is that increasing node capacity 

does not always improve system resilience. Wang et al. 

(2016a) observed in both road and airport networks that 

capacity expansion could reduce cascading resilience by 

introducing nonlinear instabilities.

Studies employing complex network theory and dynamic 

modeling consistently demonstrate that passenger flow evo-

lution during disruptions is tightly coupled with the topolog-

ical structure of the transport network (Yin et al., 2022; Zhang 

et al., 2021a; Zhou et al., 2023). Building upon this, several 

scholars emphasize incorporating passenger behavioral 

responses into cascading failure analysis (Lu et al., 2025; 

Yang et al., 2025a, 2025b; Yin et al., 2022). Passenger flows 

exhibit strong spatiotemporal heterogeneity: spatially, they 

vary significantly across stations and lines in different 

regions (Fan et al., 2020; Guo et al., 2020b; Xiao et al., 2018); 

temporally, peak-hour conditions cause sharper imbalances 

in station capacity and transfer resilience (Hu et al., 2025). 

This heterogeneity results in uneven capacities to 

accommodate redirected passengers, leading to diverse 

propagation pathways of cascading failures. To capture 

these dynamics, some studies have incorporated static 

passenger characteristics into evaluation frameworks. For 

example, Sun et al. (2018) proposed a multi-static passenger-

flow-weighted network to examine how passenger 

heterogeneity influences cascading failures. Their results 

revealed that stations with the highest connectivity were 

more prone to cascading failures than those with the largest 

passenger flows. Similarly, Shen et al. (2021) and Zhang et al. 

(2021a) developed bidirectional network models of metro 

systems, demonstrating that unidirectional or cross-

sectional passenger data fail to adequately reflect real 

passenger flow dynamics.

In addition to spatial load redistribution, cascading failure 

analysis must consider temporal propagation factors, such as 

the duration and interval of failure propagation (Guan and 

Chen, 2018; Guo et al., 2025a; Lei et al., 2025). In urban rail 

transit networks, time delays are inherent, as disruptions at 

one station do not immediately impact adjacent stations due 

to passenger transfer times. Qian et al. (2015) simulated 

cascading failures in road networks and found that 

introducing appropriate time delays can actually mitigate 

failure propagation. This highlights the importance of 

modeling delay effects in both analytical evaluation and 

operational management, since delays substantially affect 

failure dynamics and outcomes. However, most existing 

studies treat time delay simplistically, using coarse 

estimations or assuming that it occurs only during failure

propagation. Recent research underscores that time delays 

and demand variations must be considered jointly, as 

propagation flows are inherently dynamic (Gao et al., 2021; 

Jin et al., 2023; Tak et al., 2018). For instance, Zhang et al. 

(2022b) noted that during cascading failures, passengers 

frequently shift to alternative transport modes, altering OD 

demand patterns and reducing the overall intensity and 

spatial reach of cascading failures. To quantify this 

phenomenon, Shen et al. (2020b) proposed a ratio coefficient 

that measures the proportion of passengers transferring to 

other modes.

4.3. Identification of critical segments and factors

Effectively preventing cascading failures in land transport 

networks requires identifying critical nodes and segments 

that most influence system stability. While many studies 

address this issue, it is often treated as a secondary compo-

nent within broader resilience assessment. Only a limited 

number of works explicitly focus on critical node or segment 

identification as their primary objective (Barati et al., 2024; 

Huang et al., 2025; Jin et al., 2022b, 2025; Jing et al., 2020; Li 

et al., 2025a, 2025b; Ma et al., 2023b; Tian et al., 2021; Wang 

et al., 2016b, 2024c; Xu et al., 2018; Zhang et al., 2015b; Zhou 

and Wang, 2017; Zhou et al., 2025). Mainstream methods for 

identifying critical segments can be categorized into three 

principal approaches, as illustrated in Fig. 11.

(1) Static structural evaluation, which uses centrality 

metrics (e.g., degree, betweenness, closeness, eigen-

vector) or multi-metric fusion to assess node or link 

importance within a static topological framework (Tian 

et al., 2021; Yang et al., 2015; Zhang et al., 2015b; Zhou 

and Wang, 2017).

(2) Dynamic evolution analysis, which simulates network 

disruptions (e.g., deletion or failure) to observe 

cascading impacts on system performance (Darayi 

et al., 2017).

(3) Comprehensive recognition methods, which apply 

improved algorithms such as PageRank, k-shell, and 

TOPSIS to integrate both local and contextual attributes 

(Ma et al., 2023b; Xiao and Ren, 2024).

Beyond single-link assessments, some scholars have 

investigated combinational vulnerability analysis. For 

instance, Wang et al. (2016b) proposed a global optimization 

framework to identify the most critical link combinations 

within transport networks. Their findings revealed a 

counterintuitive result: the most vulnerable multi-link sets 

are not merely the aggregation of individual weak links, nor 

are they necessarily spatially adjacent. Similarly, Jin et al. 

(2022b) developed a two-level mixed-integer nonlinear 

programming model for urban road networks under 

multiple disruption scenarios. Their results confirmed that 

critical multi-link failures often involve road segments that 

are not the most vulnerable in isolation and may even lack 

direct physical connectivity.

In static structural evaluation, critical segments in land 

transport networks are typically identified by ranking topo-

logical centrality indicators, such as degree centrality (Zeng
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et al., 2025), betweenness centrality (Lu, 2018), closeness 

centrality (Jiang et al., 2018), and eigenvector centrality 

(Zhang et al., 2015b). While these indicators capture both 

local and global network properties, they are relatively 

simplistic and prone to bias, making it difficult to accurately 

identify critical nodes and links in complex real-world 

environments. To address this limitation, several studies 

have adopted multi-indicator fusion strategies to enhance 

identification accuracy (Dehaghani and Morency, 2025; Hu 

et al., 2022; Zhang et al., 2015b; Zhang and Ng, 2022). In 

dynamic evolution analysis, scholars simulate cascading 

failure processes to evaluate their impacts on overall 

network functionality. Measurement approaches generally 

fall into two categories: topology-based and performance-

based. Topology-based simulations are advantageous due to 

their relatively low data requirements. They often replicate 

abrupt disruptions through random or targeted attacks 

guided by centrality metrics. Common indicators include 

global efficiency (Cao and Cao, 2020; Wang et al., 2019), 

average shortest path length (Yang et al., 2015), maximum 

connected subgraph ratio (Cao et al., 2025), and the ratio of 

newly failed nodes across consecutive time steps (Chen 

et al., 2025). Local metrics such as clustering coefficient (Ma 

et al., 2025b; Zhou et al., 2025) and local efficiency (Barati 

et al., 2024) are also widely used. In contrast, performance-

based analyses overcome the limitations of purely 

topological models by integrating the functional 

characteristics of land transport networks, such as traffic 

flow (He et al., 2021; Li et al., 2025b), travel demand (Wang 

et al., 2023b), accessibility (Cao et al., 2025; Wang et al.,

2022), load capacity (Zeng et al., 2025), and road conditions 

(Jin et al., 2025), thereby providing evaluations more aligned 

with real-world operational dynamics. Finally, in 

comprehensive recognition methods, algorithms such as 

PageRank (Dehaghani and Morency, 2025), k-shell (Wang 

et al., 2024c; Xiao and Ren, 2024), and TOPSIS (Wang et al., 

2025) are widely applied. These techniques balance intrinsic 

node attributes with contextual structural influences, 

emphasizing not only the number of neighboring nodes but 

also their relative importance within the network. 

Additionally, a range of alternative theories and methods 

have been applied to the identification of critical segments, 

enriching both the indicator set and analytical processes. 

These include seepage theory (Xiao et al., 2025), graph 

attention networks (Ye and Luo, 2021), time-series graph 

analysis (Tian et al., 2021), causal reasoning (Deng et al., 

2023; Zhang et al., 2021b), Bayesian networks (Tang and 

Huang, 2019), Bayesian game (Hou et al., 2025), the gravity 

model (Li et al., 2025a), and the well-being ability approach 

(Sarma et al., 2025). Beyond theoretical frameworks, several 

studies propose data-driven algorithms. For example, Xu 

et al. (2018) ranked node importance using vehicle trajectory 

data with the origin-destination entropy and flow (ODEF) 

and cross-rank (CRRank) algorithms, avoiding reliance on 

static topological structures. Similarly, Huang et al. (2025) 

incorporated passenger flow, node attributes, and adjacent 

node influences into the AIE-D algorithm, which identifies 

critical nodes in urban rail transit networks through 

passenger-flow weighting. Notably, Jing et al. (2020) 

introduced a method for identifying critical subway stations

Fig. 11 — Methods for identifying critical stations or sections in existing studies.
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based on route redundancy, which evaluates effective OD 

connections from the passenger's perspective during 

potential disruptions. Their findings showed that critical 

stations are not necessarily transfer hubs or nodes with high 

degree centrality. Moreover, stations identified as important 

by intermediary measures, passenger-flow analysis, and 

network efficiency indicators do not always correspond to 

those critical for maintaining network redundancy.

In addition to identifying critical segments, scholars have 

also explored the key factors that influence drive or intensify 

failures in land transport networks, deepening the under-

standing of their dynamic mechanisms. Extensive research 

highlights the influence of network topology (Li et al., 2019a), 

cross-network coupling (Abdel-Mottaleb and Zhang, 2020; Fu 

and Wei, 2023; Li et al., 2025c), environmental disturbances 

(Chen et al., 2024a; Coar et al., 2021; Guo et al., 2025c; Jana 

et al., 2025), traffic distribution (Huang et al., 2018), and 

information control mechanisms (Chen et al., 2024d; Perez 

and Pereira, 2021). For example, Ma et al. (2020b) examined 

the impact of severe air pollution on urban rail systems, 

demonstrating that dynamic vehicle restrictions 

significantly alter network vulnerability. Similarly, Yang 

et al. (2023) analyzed cascading failures in subway networks 

under extreme rainfall, focusing on cross-impact 

relationships among critical events. Their findings revealed 

that efficient rescue operations and timely shutdown 

notifications were the most decisive causal factors in 

controlling failure propagation. Moreover, they identified 

that the events with the greatest potential consequences, 

measured by casualties, property damage, and social 

disruption, were shutdown notifications, humanitarian 

response, and public opinion management, respectively. 

This paper also compares the key metrics and their math-

ematical definitions used to assess network vulnerability, 

robustness, reliability, resilience, and critical node identifica-

tion in the evaluation section, as summarized in Table 8.

4.4. Integrated application of vulnerability, robustness, 

reliability, and resilience metrics in actual studies

An increasing number of actual studies treat vulnerability, 

robustness, reliability and resilience as complementary rather 

than interchangeable perspectives on network performance.

Vulnerability describes a system's exposed points of sensi-

tivity prior to disruption, while robustness and resilience 

characterise its state afterwards. Robustness focuses on im-

mediate functional loss, while resilience tracks subsequent 

performance degradation and recovery trajectories. Reliability 

introduces an element of uncertainty by shifting the evalua-

tion dimension from a single outcome to the probability of 

maintaining acceptable service levels under random pertur-

bations. This distinction is important because resilience does 

not replace vulnerability. In the reviewed studies, vulnera-

bility was predominantly used to define the type of stress to be 

applied, while resilience assessed the evolution of perfor-

mance after stress occurred.

Practical research indicates that integration primarily oc-

curs through a few recurring mechanisms that couple 

different dimensions within modelling and evaluation work-

flows. One common approach is a sequential process: first, 

vulnerability is used to screen disruptive scenarios or targets; 

then, resilience is calculated based on generated performance 

curves to quantify recovery dynamics. A second mechanism 

couples robustness with resilience, treating robustness as the 

initial performance degradation that sets the starting point of 

the recovery process, thereby making resilience the dynamic 

envelope of robustness shocks. A third mechanism is 

response-based integration assessment, in which robustness 

is evaluated under operational response assumptions and 

resilience is realised as the system's adaptive response capa-

bility, rather than as a purely passive recovery curve. Table 9 

presents exemplary cases of these mechanisms across 

different network types, enabling readers to observe how 

identical conceptual dimensions materialise through distinct 

integration workflows.

The core experiential insight underlying these integration 

mechanisms is that integration is not simply the super-

position of metrics, but rather clarifies the positioning of each 

dimension within the decision-making sequence. Vulnera-

bility supports scenario construction and the prioritisation of 

critical elements; robustness enables the quantification of 

real-time impact and the comparison of severity; and resil-

ience facilitates the evaluation of recovery strategies through 

time-dependent performance trajectories. When incorpo-

rating reliability dimensions, these are typically probabilisti-

cally encapsulated beyond interruption or service

Table 9 — Integrated use of vulnerability, robustness, reliability, and resilience metrics in actual studies.

Reference Network

type

Integrated metrics Integration mechanism Key insight

Mattsson and 

Jenelius (2015)

Road Vulnerability + resilience Theoretical and empirical 

link between exposure and 

recovery dynamics 

Establishes conceptual 

complementarity

Pagani et al. (2019) Rail Robustness + resilience Topological robustness 

coupled with functional 

restoration 

Robustness as basis for 

resilience

Xu et al. (2023a) Road Robustness + resilience Response-integrated 

robustness model linking 

adaptive operations

Dynamic coupling of 

robustness and resilience

Bashir et al. (2025) Road Vulnerability + resilience Uses vulnerability to select 

disruption targets, then 

measures resilience via 

service recovery over time

Shows a vulnerability-

resilience pipeline: 

vulnerability for exposure, 

resilience for recovery
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acceptability thresholds, enabling analysts to link recovery 

trajectories to uncertainties in perturbations and operational 

conditions. This workflow-oriented integration framework 

improves the interpretability of results by clarifying the spe-

cific purpose of each metric, while also improving the 

actionability of results by explicitly linking each dimension to 

specific phases of modelling, assessment and recovery deci-

sion-making.

5. Fortifying network resilience: recovery 
strategies and adaptive enhancement

Recovery research constitutes a core dimension of cascading 

failure studies, aiming to design effective strategies that 

mitigate disruption spread and accelerate network function-

ality restoration. Recovery analyses in land transport systems 

generally address three interrelated aspects. First, they iden-

tify recovery targets and intervention priorities by classifying 

attack types and failure modes. Second, they formulate 

diversified recovery strategies that leverage both topological 

properties and passenger flow distributions, thereby clarifying 

the applicability and constraints of each approach. Third, they 

evaluate strategy effectiveness using metrics such as func-

tional retention rate and recovery efficiency, which capture 

the dynamic evolution of the recovery process and the effi-

ciency of resource allocation. Accordingly, identifying recov-

ery targets, designing adaptive strategies, and assessing 

recovery performance together form the conceptual core of 

cascading failure recovery research in transportation 

networks.

5.1. Attack types and failure modes

In the study of cascading failures in land transport networks, 

simulation-based analyses are widely used to examine 

various attack types and failure modes. The most common 

attack types include random attacks (He et al., 2021; Zhang 

et al., 2019b), malicious attacks (Candelieri et al., 2019; Song 

et al., 2025), local attacks (Hu et al., 2016), hybrid attacks 

(Jiang et al., 2024), static and dynamic attacks (Jia et al., 

2025), as well as single versus continuous attacks (Du et al., 

2025), and single-point versus multi-point attacks (Ma et al., 

2019; Mu et al., 2023). Among these, random and malicious 

attacks remain the two most prevalent approaches in 

existing research. Random attacks remove nodes or edges 

with certain probabilities, representing stochastic 

disruptions such as equipment malfunctions or accidental 

outages. In contrast, malicious attacks deliberately target 

specific nodes or edges, typically selected based on centrality 

or other network metrics. These attacks are used to evaluate 

the consequences of intentional disruptions, such as 

sabotage or terrorism. Local attacks eliminate all nodes and 

edges within a defined geographic area, mimicking failures 

triggered by natural disasters. Hybrid attacks combine 

multiple attack strategies, enabling simultaneous or 

sequential disruptions across different parts of the network. 

Static and dynamic attacks differ in adaptability: static 

attacks follow predetermined configurations, whereas 

dynamic attacks can be adaptively adjusted in response to

changing network conditions, thereby maximizing their 

disruptive potential. Single versus continuous attacks 

distinguish between one-time disruptions and those that 

persist or recur over time. Single-point versus multi-point 

attacks describe failures confined to a single node or edge, 

as opposed to those that simultaneously impact multiple 

components across the network.

Additionally, scholars have designed and compared a va-

riety of targeted attack strategies tailored to different analyt-

ical objectives (Jia et al., 2025; Liu et al., 2020b). For instance, 

Chen et al. (2024c) examined the cascading failure dynamics 

of the Shanghai road network using five attack strategies: 

degree centrality attack, betweenness centrality, eigenvector 

centrality, closeness centrality, and random attacks. Their 

findings revealed that closeness centrality-based attacks 

generated the highest levels of congestion, whereas 

eigenvector centrality attacks produced the greatest decline 

in network efficiency. Building on this framework, Aparicio 

et al. (2022) introduced an additional strategy targeting 

multimodal hubs, thereby extending the analysis to six 

distinct attack strategies. Using this expanded framework, 

they evaluated the robustness of Lisbon's public transport 

system and concluded that strategies relying on recalculated 

network metrics exert a greater influence on robustness 

assessments. Moreover, they observed that node-based 

failures at stations generally posed greater systemic risks 

than link-based failures along transit paths. Similarly, Chen 

et al. (2021) applied four strategies, namely initial degree, 

recalculated degree, initial betweenness, and recalculated 

betweenness attacks, to analyze cascading failures in the 

Wuhan metro system under varying disruption scenarios. 

Their study further incorporated tolerance parameters and 

passenger transfer rates to quantify capacity loss. The 

results demonstrated that malicious attacks inflict 

significantly more severe damage than random ones, and 

that node betweenness metrics are particularly effective in 

identifying vulnerable nodes under malicious attacks 

conditions.

The topological structure and functional integrity of land 

transport networks exhibit distinct cascading failure dy-

namics under heterogeneous attack types, leading to varied 

failure characteristics. Building on this, scholars have further 

classified cascading failure modes according attack types 

identified in existing studies, with an emphasis on the 

intrinsic mechanisms of the failures themselves. Based on the 

evolutionary process, failures can be categorized into initial 

failures and progressive failures. Based on the scope of 

impact, they can be divided into local and global failures. From 

the point of origin, they can be distinguished as single-point or 

multi-point failures, the latter including multi-site, multi-

path, and combined site-link failures.

5.2. Recovery strategy development

Scholars have proposed a wide range of recovery strategies to 

enhance the resilience of land transport networks. These 

strategies are generally classified into two categories 

depending on whether they involve topological modification 

to the network.
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(1) Topology-altering strategies: these approaches modify 

the network's structural configuration, for instance by 

closing low-load nodes or high-load links (Dui et al., 

2021), deleting or adding links (Zheng et al., 2023), or 

reconnecting disrupted components (Zhang et al., 

2024c). Such methods offer valuable insights for 

designing more resilient network topologies.

(2) Non-topology-altering strategies: these approaches 

preserve the original network structure but optimize 

performance through load redistribution and routing 

adjustments. Typical methods include capacity expan-

sion (Bell et al., 2017; Cats and Jenelius, 2015), traffic 

rerouting (Shen et al., 2021), multi-directional recovery 

(Shen et al., 2024), sequential recovery (Dui et al., 2022; 

Tang and Huang, 2019), random recovery (Li et al., 

2019b), regional recovery (Dui et al., 2023), hybrid 

recovery (Xu et al., 2023b; Zhong et al., 2024), and 

multi-stage recovery (Cui et al., 2025).

Notably, Zhu et al. (2025) argued that expanding network 

capacity does not necessarily guarantee performance 

improvement or delay system collapse. Using a directed 

traffic infrastructure network and seepage theory, they 

identified critical bottlenecks and demonstrated that 

introducing disturbances at both strong and weak 

bottlenecks can trigger premature collapse. Conversely, 

enhancing bottleneck capacity produces uncertain effects, 

sometimes delaying but at other times accelerating the 

collapse process.

In addition to conventional recovery strategies, some 

scholars have emphasized the self-recovery capability of 

nodes. In cascading failure simulations, failed nodes are not 

permanently removed but are treated as temporarily inoper-

ative components. Once repaired, these nodes can restore the 

load of adjacent nodes, producing evaluation results that 

more closely approximate real-world conditions (Guo et al., 

2025a). Furthermore, researchers have explored real-time 

control mechanisms as a means of more effectively 

mitigating the damage caused by sudden events. For 

instance, Liu et al. (2019) first introduced the concept of 

remote control in cascade failure studies, applied adaptive 

control to the British rail-road multilayer network. Their

findings indicate that generating a limited number of new 

links within the control layer substantially enhances the 

resilience of both the control layer and other interconnected 

layers against cascading failures. Zhang et al. (2024d) 

proposed a real-time operational control framework based 

on emergency response capability. This method integrates 

network topology with dynamic evolution characteristics to 

block potential failure propagation paths. Unlike qualitative 

optimization strategies, this approach provides immediate 

applicability in real-time emergency management, 

representing a significant advancement in practical recovery 

research.

Fig. 12 illustrates the recovery characteristics of various 

transport networks. In public transport systems, disruption 

recovery is typically divided into two stages: preventive 

control and emergency repair (Jaber et al., 2025; Liu et al., 

2024b). Preventive control focuses on strengthening metro 

service resilience by identifying disruption sources, 

estimating delay propagation, analyzing passenger response 

behavior, and designing robust metro service networks. 

Emergency repair, by contrast, emphasizes real-time 

interventions such as rescheduling and bus bridging to 

evacuate passengers from disrupted metro systems. 

Practical measures in this stage include deploying bus 

bridging services, rerouting passengers to alternative rail 

lines, and intensifying monitoring at critical intersections. 

Malucelli and Tresoldi (2019) further identified three sub-

problems central to managing disruptions in public 

transport networks: schedule adjustment, vehicle 

rescheduling, and crew rescheduling. Among these, the bus 

bridging service has become the most widely adopted 

strategy in practice. By deploying additional buses to replace 

disrupted metro connections, this approach effectively 

reduces passenger accumulation, alleviates congestion risks, 

and mitigates cascading failure likelihood (Gu et al., 2018; Jin 

et al., 2016; Liang et al., 2019; Su et al., 2025; Zhang and Lo, 

2018).

5.3. Verification of recovery strategy effectiveness

Research on cascading failures in land transport networks 

typically classifies recovery strategy verification into three

Fig. 12 — Recovery characteristics of cascading failure studies in different types of land transport networks.
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categories: structural, functional, and comprehensive. Struc-

tural verification emphasizes connectivity restoration as the 

primary evaluation criterion. These studies track changes in 

network connectivity during disruption and repair, comparing 

the speed and robustness of large-scale connectivity recovery 

under different repair sequences or strategies (Bell et al., 

2017). Some extend this by integrating bottleneck 

identification and network decomposition methods to locate 

critical nodes or pathways that disproportionately affect 

connectivity. Simulation experiments then compare 

strategies such as “priority repair of bottlenecks” versus 

“random repair”, consistently showing that targeted 

interventions markedly improve recovery efficiency (Dui 

et al., 2021). Other studies combine structural verification 

with load redistribution mechanisms to capture failure 

propagation dynamics. By simulating restoration under 

varying targets and timing, they highlight the sensitivity and 

complexity of recovery pathways (Zhang et al., 2024d). 

Collectively, these results indicate that verifying recovery 

effectiveness must move beyond simple topological 

restoration, integrating the interaction between propagation 

dynamics and intervention strategies to better reflect real-

world recovery processes.

Functional recovery studies focus on restoring trans-

portation service levels, emphasizing the dynamic tracking of 

demand fulfillment, accessibility, and travel cost. Such studies 

often use traffic flow allocation models to simulate variations 

in demand satisfaction, travel efficiency, and service coverage 

after disruptions, producing recovery trajectory curves for 

comparative analysis (Ma et al., 2022). In experimental setups, 

researchers test different repair sequences and resource 

allocation schemes to observe the shape of recovery curves, 

thereby identifying strategies that restore service levels 

more rapidly and effectively (Guo et al., 2023; Zhong et al., 

2024). Recent work has introduced dual-layer modeling 

frameworks, where the upper layer optimizes repair 

sequence and resource scheduling, while the lower layer 

models user behavioral responses. This integration yields a 

comprehensive service recovery trajectory (Guo et al., 2025a). 

Comparative analyses across different methods consistently 

demonstrate that repair order, resource deployment 

efficiency, and construction parallelism play decisive roles in 

shaping recovery outcomes. Well-designed strategies not 

only accelerate recovery but also minimize service loss 

under equivalent constraints.

Comprehensive verification approaches assess the relative 

performance of different recovery measures through dynamic 

simulations. A common approach introduces sudden pas-

senger surges or facility overloads to replicate cascading fail-

ure propagation. Recovery strategies such as emergency line 

reconnection, capacity scheduling, and cross-modal integra-

tion are then tested comparatively (Zhang et al., 2024c). 

Simulation results show that proactive or localized 

interventions, such as early emergency recoupling and 

redundant scheduling, significantly limit failure propagation 

and steepen recovery curves, whereas delayed responses 

often cause resource inefficiency and unstable recovery 

trajectories. Studies of multi-level transport networks 

frequently compare spontaneous, proactive, and hybrid 

recovery strategies by analyzing recovery curve profiles

under varying restoration priorities and timings. Evidence 

suggests that hybrid strategies consistently outperform 

single-mode approaches, and that high-load hubs or critical 

transfer nodes should be prioritized in recovery sequences 

(Xu et al., 2023b; Zhong et al., 2024). Moreover, cross-system 

coordination measures such as deploying bus shuttles 

during metro disruptions have been incorporated into 

recovery verification frameworks. These analyses confirm 

that intermodal coordination significantly accelerates 

system-wide recovery (Liu et al., 2024b; Wang et al., 2023c). 

In summary, verification of recovery strategies has evolved 

toward a multidimensional paradigm integrating both 

structural connectivity and functional serviceability. 

Through experimental and scenario-based comparisons, 

studies have revealed systematic differences among 

strategies in terms of speed, stability, and resource 

efficiency. Since the ultimate goal of resilience enhancement 

is effective recovery, this paper provides a comparative 

analysis of representative recovery strategies, examining 

their foundational models, operational characteristics, and 

verification approaches, as summarized in Table 10.

6. Discussions

6.1. Limitations of existing studies

Land transport networks are characterized by high inter-

connectivity, pronounced heterogeneity, and strong volatility, 

making them highly susceptible to cascading failures and the 

amplification of disruptions once failures occur. Over the past 

decade, scholars have established a relatively systematic 

framework for investigating such failures. Most studies rely 

on topological analysis and cascading failure models to 

explore how node or link disruptions affect overall connec-

tivity and functional performance. Within this framework, 

multiple analytical dimensions, including vulnerability, 

robustness, reliability, and resilience, have been widely 

adopted. From a research paradigm perspective, most studies 

follow the logical progression of “modeling-evaluation-re-

covery”. At the modeling stage, emphasis is placed on char-

acterizing propagation mechanisms under external 

disturbances. The evaluation stage focuses on analyzing 

network state evolution and identifying critical nodes, while 

the recovery stage involves proposing strategies for node 

prioritization, path reconstruction, or resource allocation. 

Despite these advances, existing research remains con-

strained in several respects. Most studies continue to depend 

heavily on static topological analysis and idealized propaga-

tion models. Although recent work has begun incorporating 

factors such as passenger behavior and demand fluctuations, 

these efforts still rely on simplified assumptions and often 

neglect interdependencies among influencing factors. 

Furthermore, empirical validation of such integrative models 

remains limited, restricting their practical applicability to 

real-world transport systems. Overall, these limitations can 

be attributed to the ongoing disparity between models and 

operations, which impedes the conversion of cascade 

research findings into practical operational guidelines.
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The gap between models and operations is evident in the 

reviewed literature in four specific forms. The first is restricted 

access to operational data and calibration, which prevents 

researchers from estimating transmission and recovery pa-

rameters from real-world trajectories. Second, computational 

scalability issues arise, as high-fidelity transmission and re-

covery models quickly become unmanageable in large-scale, 

heterogeneous, multi-layer networks. Third, there is behav-

ioural simplification, where traveller adaptation and operator 

decision-making responses are either omitted or reduced to 

stylised rules. The fourth form is institutional barriers, 

including fragmented logging, privacy and proprietary con-

straints, and inter-agency coordination friction, all of which 

impede data sharing and implementation.

At the modeling stage, the discrepancies between models 

and actual operations tend to be particularly pronounced in 

mainstream paradigms, particularly in load capacity and CML 

models. In practice, the transportation applications of these 

models are often limited by three factors: the need for oper-

ational data for calibration, the computational burden of 

large-scale dynamic simulations and the simplified repre-

sentation of traveller and operator response behaviours. 

Together, these factors result in significant discrepancies be-

tween the modelling process and real-world operational 

conditions. The load-capacity model assumes that, under 

static topological conditions, nodes or links fail once their load 

exceeds capacity thresholds, triggering a progressive cascade. 

In contrast, the CML model captures state evolution and 

chaotic characteristics of nonlinear systems, using mapping 

functions to represent dynamic disturbance amplification. 

Both models have strong theoretical value in explaining how 

localized failures escalate into systemic disruptions. Never-

theless, their applicability and explanatory power remain 

limited. The load-capacity model generally assumes a fixed 

network structure and static load distribution, making it 

inadequate for capturing real-world behaviors such as ca-

pacity adjustments, traffic diversion, and route optimization. 

These simplifications stem from limitations in the available 

data, as there is often insufficient observational data on time-

varying capacity, control measures and routing decisions to 

enable the parameterisation and validation of adaptive dy-

namic models. Although the CML model better represents 

nonlinear propagation, it remains highly sensitive to param-

eter tuning and exhibits limited stability and generalizability 

when applied to large-scale heterogeneous networks. This 

sensitivity increases when calibration data is sparse or frag-

mented, and when computational constraints prevent 

extensive uncertainty analysis or robust parameter learning 

under heterogeneous network conditions. In recent years, 

emerging approaches based on complex network dynamics, 

multi-agent simulations, and data-driven modeling have 

shown potential for capturing behavioral heterogeneity and 

cross-system interactions. However, these methods are still in 

the exploratory phase and their applicability across different 

network scenarios is limited.

At the evaluation stage, the gap is further widened by the 

continued reliance on metrics based on static topologies. This 

is primarily because high-resolution service and control data 

is often difficult to obtain and is often scattered across 

different organisations or challenging to integrate

consistently. These approaches typically employ indicators 

such as degree centrality, betweenness centrality, and con-

nectivity to evaluate network characteristics under distur-

bances. While these methods are straightforward and 

facilitate cross-comparison, they fail to capture a network's 
operational performance and resilience under complex dis-

ruptions and behavioral dynamics. For instance, degree cen-

trality identifies critical nodes solely by the number of their 

connections, overlooking their roles in passenger flow ca-

pacity and path substitution. As a result, it often un-

derestimates operational risks. Similarly, connectivity metrics 

can determine whether the network remains structurally 

intact but cannot reflect functional degradation, such as 

reduced service quality or increased travel times. When net-

works experience multiple temporally and spatially dispersed 

disturbances, and passengers continuously adapt their travel 

plans, results derived from static topology analysis diverge 

significantly from actual operational performance. Recent 

studies have attempted to incorporate dynamic factors, such 

as traffic flow monitoring and time-varying passenger flow 

patterns, by developing evaluation methods that combine 

simulation results with real-world data. These efforts have 

improved the understanding of disturbance propagation 

mechanisms. However, these efforts are often hindered by 

incomplete data coverage, inconsistent data standards among 

operators and limited access to operational control logs. 

Together, these factors hinder calibration, timely evolution 

and external verification. Moreover, certain multi-indicator 

approaches for identifying critical nodes often produce results 

with limited interpretability, making them difficult to trans-

late into practical guidance for emergency scheduling and 

resource allocation. This also undermines implementation 

efforts, since indicators that cannot be interpreted at an 

operational level are difficult to translate into actionable 

schedules, setting priorities, or coordinating across agencies. 

At the recovery stage, the gap becomes particularly pro-

nounced as most studies continue to focus on node prioriti-

sation, link supplementation and traffic redistribution in 

idealised scenarios. This is primarily because actual recovery 

processes are constrained by institutional factors, such as 

multi-agency coordination, resource ownership, security 

protocols and service obligations. These elements are difficult 

to encode and validate within generic cascading models. 

These methods can theoretically enhance local connectivity 

or operational efficiency, thereby providing valuable insights 

for failure management. However, their effectiveness in real-

world transport networks remains limited. First, most studies 

define attack and failure scenarios under idealized assump-

tions, typically focusing on random or malicious attacks. Such 

assumptions overlook the complexity of real disturbances, 

which often involve extreme weather, equipment malfunc-

tions, or sudden surges in passenger demand. Furthermore, 

the programmatic design of attack scenarios is facilitated by 

the fact that detailed event logs, scheduling records and 

resource availability data, which could be used to construct 

realistic scenarios, are rarely made public or standardised. 

Consequently, misalignments arise between recovery targets, 

intervention timing, and operational requirements. Second, 

the development of recovery strategies often depends on 

predefined priorities or static repair sequences, which fail to
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account for secondary overloads that may occur due to traffic 

flow redistribution during recovery. While some measures 

may reduce initial performance losses, they can inadvertently 

trigger new cascading effects. Third, regarding the verification 

of recovery effectiveness, although metrics such as functional 

retention rate and recovery efficiency have been proposed, 

most studies validate strategies only through simulation ex-

periments. This dependency is further exacerbated by 

computational constraints. Conducting high-fidelity back-

testing across large-scale networks and multiple reasonable 

control measures would be prohibitively expensive without 

suitable data pipelines and benchmarking. This limitation 

reduces their ability to reflect actual system performance in 

real operational contexts. Overall, despite notable progress in 

recovery strategy research, significant deficiencies remain in 

the definition of disturbance scenarios, the formulation of 

recovery measures, and the verification of their effectiveness. 

Moreover, recovery research often lacks systematic integra-

tion with the modeling and evaluation phases, weakening its 

practical relevance for emergency management.

At a deeper level, the persistent gap between models and 

actual operations is driven by two fundamental reasons that 

define the boundaries of the feasibility of model construction 

and validation. The first is the recognisability barrier: 

observed cascading trajectories result from the combined ef-

fects of disturbances and operator interventions in practice. 

This implies that “pure propagation” phenomena rarely occur 

in the absence of endogenous control responses. Conse-

quently, parameters and behavioural rules become difficult to 

infer unambiguously, which undermines the validity of out-

of-sample validation, especially when severe cascading 

events are rare and system logs are fragmented. Second is the 

barrier of socio-technical complexity. Cascade effects stem 

from the tightly coupled interactions between infrastructure 

constraints, time-varying capacity, adaptive demand, 

dispatch rules and institutional priorities. This creates an 

enormous state-action space that is difficult to model realis-

tically and solve at network scale. These fundamental reasons 

explain why many studies still adopt manageable simplifica-

tions, even when researchers recognise operational 

limitations.

6.2. Future research directions

This paper highlights the limitations of current research on 

cascading failures in land transport networks and outlines 

several future research directions, as illustrated in Fig. 13. A 

central priority is the development of modeling frameworks 

capable of capturing multi-factor interactions within 

transport systems. First, dynamic capacity and traffic 

diversion mechanisms should be incorporated into 

cascading failure models. This requires accounting for 

capacity degradation and progressive recovery during 

incident response, as well as temporary rerouting and 

congestion redistribution under peak passenger demand. 

Such extensions would better represent how fluctuations in 

operational capacity influence the evolution of cascading 

failures. Second, the modeling of behavioral feedback 

mechanisms must be strengthened. Future research should 

integrate multi-agent simulations or rule-based behavioral 

models to embed passenger and operator responses within 

the system's evolutionary logic. This would help reveal the 

bidirectional interactions between disturbance propagation 

and adaptive behaviors. Third, improvements should move 

beyond the isolated exploration of individual model 

structures, focusing instead on building a flexible, adaptive 

framework. Automatic parameter calibration can be 

achieved using trajectory data, passenger flow monitoring, 

and road sensor information. Moreover, advanced tools such 

as machine learning and graph neural networks (GNNs) can 

complement traditional modeling frameworks. For instance, 

GNNs can dynamically capture evolving interdependencies 

among traffic subsystems, while integration with time-series 

forecasting models, such as diffusion convolutional 

recurrent neural network (DCRNN) and temporal graph 

attention networks (TGAT), enables more accurate 

prediction of traffic flow and state transitions. Together, 

these innovations can enhance the adaptability of models to 

nonlinear propagation processes and improve their 

applicability to real-world transport networks.

Regarding evaluation methods, future research should 

move beyond current limitations, that rely excessively on 

static topological metrics, insufficiently capture dynamic

Fig. 13 — Limitations of existing studies and future research directions.
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operational patterns, and offer limited interpretability for 

identifying critical nodes. First, the use of dynamic data 

should be significantly expanded. Future approaches need to 

integrate multi-source data from automatic fare collection 

(AFC), global positioning system (GPS), closed-circuit televi-

sion (CCTV), and vehicle-to-everything (V2X) systems to cap-

ture real-time dynamics such as passenger flow migration, 

travel delays, and bottleneck congestion. When combined 

with advanced deep learning models, including long short-

term memory (LSTM) networks and Transformer architec-

tures, these data can support more accurate predictions of 

passenger flow fluctuations and cascading failure trajectories. 

Second, a multidimensional functional indicator system 

should be developed. Key indicators such as functional 

retention rate, service interruption duration, average travel 

time, and trip completion rate can together provide a 

comprehensive depiction of how network service capacity 

evolves across different failure stages. Third, the interpret-

ability of critical node identification must be enhanced. Future 

studies can integrate causal inference techniques and 

explainable AI tools, such as Shapley Additive exPlanations 

(SHAP) and local interpretable model-agnostic explanations 

(LIME), to clarify how failures at critical nodes trigger traffic 

shifts or path disruptions. Leveraging big data—driven causal 

inference will make evaluation results more transparent, 

reliable, and actionable, thus supporting evidence-based 

emergency decision-making.

Regarding recovery strategies, the gap between existing 

research and practical operations is primarily reflected in 

three aspects: (1) idealized disturbance scenario design, (2) a 

disconnect between recovery and failure propagation pro-

cesses, and (3) a lack of real-world validation for verifying 

effectiveness. Future research should therefore prioritize im-

provements in these domains. First, scenario design must 

become more realistic by integrating multi-source data, 

including historical incident databases, meteorological 

monitoring, and passenger flow forecasts, supported by AI-

driven modeling. Such enriched scenarios would more accu-

rately represent the combined impacts of extreme weather 

events, equipment failures, and sudden passenger surges. In 

this context, data-driven models can be developed to identify 

recovery targets and optimize sequencing. For instance, 

models trained on large-scale operational datasets could 

determine which nodes or lines to prioritize under resource 

constraints, thereby facilitating the rapid restoration of over-

all system functionality. Second, it is essential to establish a 

dynamic coupling mechanism between recovery processes 

and failure propagation. Future studies can leverage traffic 

simulation platforms, such as simulation of urban mobility 

(SUMO) or multi-agent transport simulation (MATSim), to 

enable real-time evaluation of traffic distribution and capacity 

status during the recovery process. When integrated with 

multi-agent reinforcement learning algorithms, this approach 

can analyze how different recovery sequences influence sys-

tem evolution. It can also capture the redistribution effects 

triggered by recovery measures and assess the risk of sec-

ondary overload, thereby preventing interventions that alle-

viate initial losses but inadvertently generate new cascading 

failures. Furthermore, such mechanisms provide a robust 

analytical foundation for comparing the relative effectiveness

of alternative recovery strategies. Third, evaluation and 

feedback mechanisms for assessing recovery effectiveness 

should be substantially strengthened. Future frameworks 

need to incorporate operationally metrics such as travel delay 

reduction, passenger flow restoration rates, resource utiliza-

tion efficiency, and capacity recovery curves. These indicators 

should be dynamically updated through the integration of 

real-world measurements and simulation-based outputs. By 

combining real-time big data collection with machine 

learning methods to extract key operational patterns, re-

searchers can enable continuous monitoring and iterative 

optimization of recovery outcomes.

Based on the limitations summarised in Fig. 13 and the two 

major structural obstacles identified, future research may 

adopt data model decision verification methods to ensure 

repeatability and operational feasibility in calibration and 

evaluation. Firstly, a scenario library should be created using 

historical event logs and risk footprints to ensure that the 

intensity, duration and spatial correlation of disturbances 

reflect actual operational conditions. Secondly, data 

assimilation or Bayesian inference methods should be 

employed to calibrate and update key parameters and 

behavioural rules, thereby quantifying uncertainty and 

enhancing identifiability. Data sources should encompass 

multiple operational streams, such as automated toll 

records, GPS trajectories, detector measurements and logs of 

accessible control actions, such as dispatch instructions and 

signal control. Thirdly, strategies should be restored through 

historical event backtesting, sensitivity analysis of 

reasonable control measures and uncertainty quantification 

assessments, replacing point estimates with confidence 

intervals. This process should produce reproducible results, 

including open-source scenario specifications, parameter 

prior and posterior distributions, calibration fit reports and 

historical event benchmarks with uncertainty intervals. 

Finally, embedding the validated model in a digital twin or a 

decision support workflow co-designed with operators will 

enable coordination between modelled state variables and 

operational levers, such as scheduling, rerouting and phased 

recovery. This enhances the model's practical relevance and 

application scalability.

7. Conclusions

This paper provides a systematic review of research progress 

on cascading failures in land transport networks. Existing 

studies have gradually established a comprehensive technical 

framework spanning three dimensions: modeling, evaluation, 

and recovery. In terms of modeling, the load-capacity and 

CML models remain the most widely applied. Recent studies 

have also explored multi-agent simulations and data-driven 

approaches to better capture complex behaviors and cross-

system interactions. In terms of evaluation, indicator sys-

tems have evolved beyond static topological metrics to 

include functional and dynamic dimensions. Several studies 

have further incorporated traffic flow data into evaluation 

frameworks to more realistically reflect network performance 

during disturbances. Regarding recovery, researchers have 

proposed diverse strategies and examined their effectiveness
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across structural, functional, and integrated perspectives. 

Despite these advances, significant gaps remain between ac-

ademic research and real-world practice. Modeling ap-

proaches still rely heavily on static topologies and idealized 

propagation rules, limiting their ability to capture the com-

bined influences of capacity evolution, traffic regulation, and 

passenger behavioral adaptation. Evaluation methods, though 

broadened, remain overly dependent on structural indicators, 

making them insufficient for describing system dynamics 

during disruptions. Recovery strategies are largely based on 

simulation experiments and lack systematic integration with 

failure propagation mechanisms. Moreover, the verification of 

recovery effectiveness remains limited due to the scarcity of 

empirical operational data. These constraints are further 

exacerbated by the difficulty of achieving computational 

scalability, as well as institutional barriers to data sharing and 

cross-agency coordination.

This paper highlights several directions for advancing 

future research. First, models should more comprehensively 

integrate traffic diversion, capacity evolution, and passenger 

choice behavior to capture realistic dynamic conditions. Sec-

ond, evaluation should increasingly focus on dynamic data-

sets and functional performance metrics, supported by 

multidimensional indicator frameworks. Third, both the ac-

curacy and interpretability of predictions should be enhanced 

through the integration of causal inference techniques and 

explainable AI methods. With regard to recovery, future 

studies should be firmly grounded in real-world data to 

construct multi-source disturbance scenarios. Recovery stra-

tegies should explicitly incorporate the interaction between 

recovery actions and cascading propagation, supported by 

real-time evaluation and adaptive correction mechanisms 

informed by operational data. Although the conceptual 

foundation draws on pioneering research from before 2015 

and cross-validates findings through a comparative analysis 

of literature, restricting the quantitative distribution to the 

period from 2015 to 2025 may underestimate the significance 

of earlier foundational research. This consequently restricts 

the historical completeness of the analysis. Finally, this re-

view primarily addresses macro-level transport networks and 

does not systematically cover insights at the route or vehicle 

level. Consequently, it does not fully capture advancements in 

localized failure analysis. Future work should aim to bridge 

macro- and micro-level perspectives, thereby achieving a 

more comprehensive understanding of cascading failures in 

land transport systems.
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