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Abstract: This present study examines how work overload affects cybersecurity behavior, considering
job stress as a mediator and corporate ethics as a moderator. Using a time-lagged survey design,
377 South Korean employees were surveyed. The results of SEM analysis (structural equation model)
show that work overload leads to higher job stress, which in turn worsens cybersecurity behavior.
High levels of corporate ethics buffer this negative relationship. This research fill gaps in the existing
literature by linking work overload, job stress, and corporate ethics to cybersecurity behavior, offering
valuable insights for both theory and practice. Future research directions are also discussed.
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1. Introduction

In the highly competitive landscape of the contemporary business environment, per-
sonnel across a vast array of corporate structures are grappling with substantial workloads.
This results in an escalated mental and physical strain on employees, stemming from
an accumulation of onerous responsibilities in their professional roles. For example, the
COVID-19 pandemic has caused workers across various industries—including healthcare,
government, and private businesses—to experience increased workloads [1]. In addition
to their normal tasks, workers must take on extra responsibilities to prevent the spread of
the coronavirus, leading them to feel overburdened [2]. This is known as work overload,
a phenomenon that occurs when individuals feel their jobs demand too much from them
in terms of quantity or intensity of responsibilities [3]. Work overload is a widely studied
construct within organizational behavior and occupational health psychology. It refers to
the perception that the demands of one’s job, including the amount of work and excessive
time pressures, surpass one’s capabilities to perform them effectively [4]. Work overload
may arise due to high task complexity, tight deadlines, or extensive working hours that
exceed the individual’s capacities or resources [5–8].

Research has shown that work overload can have several adverse effects. It can lead to
increased job stress, burnout, emotional exhaustion, conflict between work and family life,
and turnover intention, and it can lower job satisfaction, self-esteem, intrinsic motivation,
organizational identification, and job performance [7–16]. Moreover, it has been associated
with negative health outcomes, such as sleep disturbances, cardiovascular problems, and
other physical and mental health issues [17–21].

Although numerous studies have explicated the influence of workload overload on
diverse outcomes within an organization, research gaps remain in the literature. First,
although work overload has been extensively examined in the context of various organi-
zational outcomes such as job satisfaction, work performance, and physical and mental
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health [9–11], its influence on employee cybersecurity behavior remains underexplored [22].
Cybersecurity behavior refers to the actions individuals or organizations take to protect
their information systems and networks from security incidents, breaches, or attacks [22].
The rapid advancement of digital technologies and the exponential growth in the use of in-
formation systems in organizational contexts have substantially heightened the importance
of cybersecurity. The increased interconnectivity has made organizations vulnerable to vari-
ous cyber threats, emphasizing the significance of employee cybersecurity behavior [23–27].
Despite this criticality, there is a paucity of research that comprehensively examines the in-
fluence of work overload on cybersecurity behavior, leaving significant gaps in the literature
that need to be addressed. Given the paramount importance of safeguarding organizational
information assets in this digital era [25–27], the need to investigate the impact of work
conditions, specifically work overload, on cybersecurity behavior becomes crucial.

Second, the mechanisms and processes through which work overload influences
cybersecurity behavior have not been thoroughly explored in the literature [6–8]. The
mediating role of job stress on the relationship between work overload and cybersecurity
behavior is not yet understood in depth. Understanding the mediating mechanism is critical
because understanding it provides insights into the underlying processes that link work
overload and cybersecurity behavior, offering opportunities for practical interventions [28].

Third, the contingent role of organizational-level variables such as corporate ethics has
been largely overlooked in the work overload–cybersecurity behavior relationship [6–8].
Corporate ethics is a crucial aspect of the workplace that can potentially buffer the adverse
effects of work overload on employee outcomes [29]. Hence, investigating the moderating
role of corporate ethics can provide nuanced insights into the conditions under which work
overload affects cybersecurity behavior.

In sum, in the digital age, as organizations rapidly integrate technology into their
daily operations, the significance of cyber security behavior among employees has come
to the fore. This importance is further magnified given the increasing complexities of
modern organizational structures, shifting dynamics of work, and the rise in cyber threats.
It is within this evolving landscape that our study is situated, aiming to shed light on the
underpinnings of cyber security behavior, specifically focusing on the influence of work
overload. In light of these gaps, the objectives of this study are threefold:

1. Investigate the relationship between work overload and cyber security behavior
among employees.

2. Examine job stress as a mediating variable in this relationship.
3. Explore the moderating effect of organizational ethics on the relationship between

work overload and job stress.

The justification for this study lies in its potential to significantly advance our knowl-
edge in a domain of pressing contemporary relevance. By unveiling the nuanced interplay
of work overload, job stress, and organizational ethics in determining cyber security behav-
ior, this research provides both theoretical insights for scholars and practical guidance for
practitioners aiming to bolster cyber resilience in organizations.

To complement the above issues, this study addresses the research gaps by investigat-
ing the influence of work overload on employee cybersecurity behavior, the mediating role
of job stress, and the moderating role of corporate ethics.

2. Theory and Hypotheses
2.1. Work Overload and Cybersecurity Behavior

We propose that employee work overload will decrease the degree of their cyber-
security behavior. Work overload is a concept widely discussed within the realm of
organizational psychology and job stress research. It refers to a state where the demands of
a job exceed the time, resources, or capabilities available to an employee to perform the
tasks or responsibilities associated with the job [30–32]. These demands may come in the
form of excess hours, too many tasks, or tasks that are too complex [33]. Work overload can
be categorized into quantitative overload, where an employee is overwhelmed by the sheer
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number of tasks or a lack of time to perform them, and qualitative overload, where the
complexity or difficulty of the tasks surpass the employee’s capabilities or resources [34].

Cybersecurity behavior means the actions individuals or organizations take to protect
their information systems and networks from security incidents, breaches, or attacks [22].
This behavior can be preventive, reactive, or adaptive. Preventive behaviors mitigate risks
before an incident occurs, reactive behaviors respond to an incident after it occurs, and
adaptive behaviors involve changing practices based on past incidents or new information
about potential threats [35]. In the individual context, cybersecurity behavior involves
actions such as creating and managing strong passwords, avoiding suspicious emails or
websites, regularly updating and patching software, using secure networks, and backing
up data [36]. Research has shown that these behaviors are influenced by a range of factors,
including individuals’ knowledge, attitudes, and perceptions of threat and vulnerability as
well as organizational culture, policies, and training [24–27,37].

In the organizational context, cybersecurity behavior involves implementing and
managing security measures such as firewalls, intrusion detection systems, and encryp-
tion as well as developing and enforcing security policies and procedures, conducting
regular audits and risk assessments, and providing employee training [26,27,38]. Organi-
zational cybersecurity behavior is influenced by factors such as leadership commitment,
organizational culture, regulatory environment, and resource availability [26,27,39].

Work overload and its implications for cybersecurity behavior constitute a crucial
concern within the organizational milieu. This impact is substantiated through multiple
theoretical frameworks, each of which furnishes distinct yet complementary perspectives.

The Job Demand–Control model [40] explicates how high job demands (such as work
overload) coupled with low job control can breed a stress-inducing work environment.
Under such circumstances, employees might inadvertently bypass cybersecurity practices
in a bid to manage their workload. This inadvertent neglect towards cybersecurity protocols
can potentially heighten the susceptibility to cyber threats, highlighting the criticality of
maintaining an optimal workload [41].

The Effort–Reward Imbalance model [42] offers another perspective. Here, an imbal-
ance between effort (manifested as work overload) and reward can precipitate a diminished
commitment toward one’s job role, which inevitably includes adherence to cybersecurity
policies. This underlines the necessity of establishing an equitable effort–reward ratio to
ensure optimal cybersecurity behavior [43,44].

Lastly, the Conservation of Resources theory [45,46] elucidates how persistent work
overload can exhaust an employee’s resources, both mental and physical. As resources are
depleted, individuals are prone to focus on immediate, pressing tasks, thereby sidelining
longer-term responsibilities such as following cybersecurity policies and procedures. This
suggests that managing work overload is critical not just for employees’ well-being but
also to ensure consistent adherence to cybersecurity practices [47,48].

Together, these theoretical frameworks illuminate the multifaceted impacts of work
overload on cybersecurity behavior, underscoring the importance of carefully managing
workload to minimize the potential cybersecurity risks.

Hypothesis 1. Work overload negatively affects employee cybersecurity behavior.

2.2. Work Overload and Job Stress

Work overload, recognized as a core component of job demands, is posited to be
a substantial contributor to job stress [49]. Job stress is known as a chronic condition
characterized by physical and emotional responses that occur when the requirements of
the job do not match the capabilities, resources, or needs of the worker [30]. Job stress
results from the interactions between the worker and the work conditions, and it can
lead to poor health and even injury [50]. A variety of factors can contribute to job stress,
such as work overload, role conflicts and ambiguity, lack of job control, interpersonal
conflicts, organizational culture, and management style [51,52]. Research has found a



Sustainability 2023, 15, 14327 4 of 20

strong relationship between job stress and various health outcomes. High levels of job
stress are associated with a number of psychological symptoms, such as anxiety, depression,
burnout, and decreased job satisfaction, as well as physical health problems, such as
cardiovascular disease, musculoskeletal disorders, and impaired immune function [53,54].

To be specific, we propose that increased work overload will increase the degree of
employee job stress. This view has its roots in the Job Demand–Control model [40], in which
work overload is conceived as a crucial job demand that, due to an imbalance between
tasks and available time, instigates psychological strain, hence precipitating job stress.

Karasek’s Job Demand–Control model asserts that the combination of high job de-
mands and low job control leads to strain and potential health problems, both physical and
psychological. When work demands such as workload, time pressure, and role conflict
exceed the individual’s coping ability, the situation becomes stressful, leading to nega-
tive health outcomes. The Job Demand–Control model has been extensively tested and
supported in various empirical studies, such as Häusser, Mojzisch, Niesel, and Schulz-
Hardt [55], Parker [47], and Pham, Brennan, and Furnell [48].

The Effort–Reward Imbalance model [42] provides another valuable perspective.
It posits that employees feel stressed when their effort (i.e., workload) is not met with
corresponding rewards (e.g., pay, esteem, or career opportunities including job security).
Persistent high efforts (i.e., work overload) combined with few rewards leads to emotional
distress and can initiate stress-related diseases [47,48].

Moreover, the Conservation of Resources theory [45,46] suggests that individuals
strive to obtain, retain, and protect valuable resources. In this case, work overload can lead
to resource (time and energy) depletion, thereby initiating a stress response.

Accordingly, each of these theoretical perspectives provides a solid grounding for the
proposition that increased work overload can increase job stress.

Hypothesis 2. Work overload positively affects employee job stress.

2.3. Job Stress and Cybersecurity Behavior

The relationship between job stress and cybersecurity behavior is an emergent area of
focus within organizational research as businesses grapple with securing their cyber infras-
tructure [24–27]. Cybersecurity behavior refers to the actions individuals or organizations
take to protect their information systems and networks from security incidents, breaches,
or attacks [22]. There has been increasing recognition of the critical role of human behavior
in cybersecurity, given that many security incidents and breaches result from human error
or risky behavior, even in the presence of advanced security technologies [22].

To be specific, we suggest that the increased job stress will decrease the level of
employee cybersecurity behavior based on a variety of theoretical background information.
First, the General Strain Theory of criminology [56] can be repurposed to explain this
relationship. According to the theory, individuals experiencing strain or stress may be more
likely to engage in deviant behavior, including non-compliant cybersecurity behaviors.
This relationship has been examined in the context of information security, suggesting
that job stress can lead to employee neglect or violation of cybersecurity policies [43,44,57].
Also, this theory suggests that when individuals face strain or stress, they are more likely
to exhibit deviant behavior as a coping mechanism. In the context of job stress, employees
might overlook cybersecurity norms due to their high stress levels, thereby exposing the
organization to potential cybersecurity risks [44,58].

The Job Demands–Resources model [58] can be drawn upon to conceptualize this
relationship. That model posits that job demands (such as high workload, emotional de-
mands, and job stress) can lead to exhaustion and disengagement, which may subsequently
lead to neglect of job roles such as adherence to cybersecurity protocols. According to the
model, high job demands (in the form of job stress) coupled with little control can breed a
stress-inducing work environment. Under such stressful circumstances, employees might
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inadvertently neglect cybersecurity protocols to cope with their workload, amplifying the
vulnerability to cyber threats [43].

Empirical studies have shown that job stress can lead to careless behavior and less
adherence to cybersecurity practices. Employees under stress may take shortcuts, ignore
policies, or make mistakes, all of which can compromise cybersecurity [44,59].

To summarize, both the General Strain Theory and the Job Demands–Resources model
coupled with empirical findings provide a strong theoretical underpinning to argue that
job stress could detrimentally affect cybersecurity behavior.

Hypothesis 3. Job stress negatively affects employee cybersecurity behavior.

2.4. Job Stress and Work Overload–Cybersecurity Behavior

One of the main purposes of this paper is to investigate the influence of work overload
on cybersecurity behavior by identifying the mediating effect of employees’ job stress. The
central tenet of our research proposes that the association between work overload and
cybersecurity behavior can be more precisely delineated by examining the mediating role
of job stress. This mediation model is based on the Context–Attitude–Behavior framework,
which postulates that the situational context will influence attitude, which in turn deter-
mines behavior [60,61]. As such, this study hypothesizes that work overload (context)
influences job stress (attitude), which subsequently impacts cybersecurity behavior.

Work overload is a situation wherein work demands exceed the available resources
leading to an imbalance that can result in stress [5]. Work overload, in this instance, is the
context that causes increased stress levels among employees. Empirical evidence suggests
that there is a direct positive correlation between work overload and job stress [11], thus
forming the basis for the first part of our mediation hypothesis.

Job stress is an unfavorable emotional response resulting from aspects of work [62],
which may have a deleterious impact on cybersecurity behavior. Past research indicates
that elevated levels of job stress can compromise employees’ adherence to cybersecurity
procedures, thereby leading to risky cybersecurity behaviors [63]. As such, this connection
between job stress (attitude) and cybersecurity behavior forms the second component of
our mediation model.

Given the above, this study posits that job stress serves as a mediator in the relationship
between work overload and cybersecurity behavior.

Hypothesis 4. Employee job stress will mediate the relationship between work overload and
cybersecurity behavior.

2.5. Corporate Ethics and Work Overload–Job Stress

Current research emphasizes the importance of corporate ethics as a critical moderator
that buffers the harmful influence of work overload on employees’ job stress. While work
overload would increase the degree of employee job stress, this influence may not always
be the same for all situations, employees, and organizational environments. In other words,
various contingent variables, such as employee personality, leadership style, organizational
systems, culture, and norms [8,14,16,64] will function as a positive or negative moderator
in the association between work overload and job stress. Among the various contextual
factors, we focus on the ethical aspects of an organization, specifically corporate ethics.

Corporate ethics, also known as business ethics, is a form of applied ethics that
examines ethical principles and moral or ethical problems that arise in a business envi-
ronment [65]. This concept also refers to the principles, standards, and norms that guide
behavior within an organization [66]. It pertains to all aspects of business conduct, and is
relevant to the conduct of individuals and entire organizations [67]. These ethics originate
from individuals, organizational culture, and the societal context in which a company
operates. They set the standards for how a business operates, dictating conduct in various
areas like social responsibility, corporate governance, and employee relations [32,67].
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In recent years, issues of corporate ethics have gained more attention as stakeholders
increasingly hold companies accountable for their actions. A strong corporate ethics
framework can enhance reputation, foster loyalty, and drive performance. However, lapses
can lead to severe consequences such as legal penalties, reputational damage, and loss of
market value [68].

To be specific, we propose that corporate ethics will function as a crucial positive
moderator that buffers the harmful effect of work overload on job stress. Corporate ethics
can shape individuals’ perceptions and interpretations of their work environment, and
can potentially moderate the effects of stressors like work overload [69]. When the level
of corporate ethics is high, the negative effects of work overload on job stress might be
mitigated. Employees in an ethically strong environment may perceive that their workload,
while high, is part of a broader organizational mission, rendering it less stressful [70]. For
instance, in a healthcare organization, employees often face significant work overload.
However, a strong ethical environment that emphasizes patient care and fair treatment can
make this workload seem less stressful because employees feel their efforts contribute to a
greater good.

Conversely, in organizations with low ethical standards, work overload might more
directly lead to job stress. The lack of ethical principles can leave employees feeling
unsupported and exploited, amplifying the perceived burden of their workload [71]. An
example could be a manufacturing firm where employees are consistently overburdened
with long hours and high production targets. If the firm lacks strong ethical values,
employees may perceive their workload as unreasonable and exploitative, exacerbating the
stress caused by the workload.

Hypothesis 5. Corporate ethics will diminish the negative effect of work overload on employee job
stress by positively moderating the relationship.

Figure 1 illustrates our theoretical model and all five hypotheses formulated in
this section.
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3. Method
3.1. Participants and Procedure

The research sample for this study included employed individuals over the age of
20 from several companies in South Korea. Individuals participated at three different
points in time. They were recruited by an online research firm with the largest size
of available survey participants, comprising approximately 4,270,000 individuals. The
respondents reported their occupation status when registering online. The research firm’s
user authentication system requires participants to share cell phone numbers or email
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addresses. The online survey method has been established as a reliable means of accessing
a diverse sample of participants.

The information gathered from employees of South Korean companies tried to address
the limitations of cross-sectional data. The online system’s functions allow researchers to
track which members of the dataset participate in a survey, ensuring that participants are
the same individuals across separate points in time. Our surveys were conducted at five-
to six-week intervals and were opened for two to three days at each time point to allow
participants to respond. The company ensured data integrity by utilizing traps to prevent
geo-IP violations to flag overly effective responses.

The survey firm reached out directly to its members to request their participation.
Researchers assured respondents that their participation would be completely voluntary,
and that responses would be kept confidential and used only for this study’s purposes.
The firm received informed consent and ensured compliance with ethical requirements
from those who agreed to participate. They were offered a cash reward of USD 8–9 for
their participation.

To minimize sampling bias, the research firm used a stratified random sampling
method to select participants. This method drew a random sample from each stratum,
reducing bias due to factors such as gender, age, employment position, education, and
industry type. The company was able to track respondents through various online systems,
ensuring that the participants from each of the three time points were the same (See Table 1).

Table 1. Sample composition.

Variable Category Frequency Percent

Gender Men 199 52.8%
Women 178 47.2%

Age (years) 20–29 81 21.5%
30–39 86 22.8%
40–49 111 29.4%
50–59 99 26.3%

Educational Level High school or below 45 11.9%
Community college 77 20.4%
Bachelor’s degree 206 54.6%

Master’s degree or higher 49 13.0%
Position Staff 157 41.6%

Assistant manager 62 16.4%
Manager or deputy general manager 92 24.4%

Department/general manager or director and above 66 17.5%
Industry Type Manufacturing 81 21.5%

Services 63 17.8%
Construction 41 10.9%

Health and welfare 59 15.6%
Information services and telecommunications 36 9.5%

Education 57 15.1%
Financial/insurance 8 2.1%

Consulting and advertising 3 0.8%
Others 29 7.7%

During the first time period (March 2023), 731 employees took part in the survey; the
second time (April 2023), 515 employees participated; and during the third time period
(May 2023), 379 employees responded. The data were then cleaned by removing surveys
with incomplete information. The final sample was 377 participants who fully answered
all three surveys (response rate: 51.57%). The sample size was determined by considering
various recommendations from prior research, such as checking for sample size suitability
using G*Power statistical analysis, and ensuring a minimum sample size of 10 cases per
variable, as suggested by Barclay, Higgins, and Thompson [72].
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Lastly, our three-wave time-lagged research design was employed to overcome po-
tential limitations in existing studies by providing a more robust and accurate assessment
of causal relationships between variables. This design involves collection of data at three
distinct time points, allowing researchers to analyze temporal precedence and control for
confounding factors while accounting for potential bidirectional or reciprocal relationships
between the variables of interest. By establishing clear sequential ordering, this design
mitigates the limitations associated with cross-sectional design, which often struggles to
disentangle causality and may suffer from common method bias. Furthermore, the three-
wave design offers a more nuanced understanding of the causal processes underlying the
relationships between variables, thereby enhancing the internal validity and generalizabil-
ity of the findings, which ultimately contributes to a more rigorous and reliable body of
scientific knowledge.

3.2. Measures

Initially, levels of work overload and corporate ethics of the participants were assessed,
respectively. At the second time point, levels of job stress were evaluated. At the final
time point, cybersecurity behaviors of the participants were measured. All variables were
assessed using multi-item, five-point Likert scales. We checked the outliers and normality
of the items used in the present study. To be specific, we manually removed the outliers
such as the cases that were not included in the range of 1–5 (Likert scale). Also, we
performed normality tests including Kolmogorov–Smirnov, Shapiro–Wilk, skewness, and
kurtosis. First, as you can see in the below table, the result of the Kolmogorov–Smirnov and
Shapiro–Wilk tests indicate that all variables have normality. Second, the absolute value of
both skewness and kurtosis showed that all variables were smaller than 0.6, indicating that
our data has normality.

In empirical research, particularly when dealing with psychometric evaluations, ensur-
ing the reliability of the instruments used is paramount. Reliability, in this context, refers
to the consistency and stability of the scores obtained from these instruments. Among
the numerous metrics available to assess reliability, Cronbach’s alpha (α) is perhaps the
most widely recognized and used, especially in the context of scales with multiple items.
Cronbach’s alpha is essentially a measure of internal consistency. The rationale behind
this metric is that if a set of items pertains to a common latent construct or factor, they
should yield similar or consistent scores. A higher alpha value, typically above 0.70, sug-
gests that the items in the scale are closely related and are likely measuring the same
underlying construct.

We acknowledge that it is pivotal to test whether the computation of Cronbach’s alpha
should operate under the assumption of tau-equivalence. This implies that each item in a
given scale has the same true score variance and the same error variance (Lord & Novick,
2008 [73]). In other words, it assumes that all items are equally reliable and contribute
equivalently to the measured construct. The inclusion of Cronbach’s alpha and the testing
of tau-equivalence are not mere statistical formalities, they are critical steps in affirming
the methodological rigor of our study. By attending to these aspects, we ensure that our
findings are built on a foundation of reliable measures, thereby enhancing the validity and
generalizability of our research outcomes. We checked the tau-equivalence assumption
was satisfied in case of all variables.

3.2.1. Work Overload (Time Point 1)

To gauge the extent of an employee’s workload, we utilized five items from established
scales [32,74]. Examples of items in our study include “I have unachievable deadlines”, “I
have to work very fast”, “I have to work very intensively”, and “I have unrealistic time
pressures”. Cronbach’s alpha was 0.92.
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3.2.2. Corporate Ethics (Time Point 1)

To assess the degree of corporate ethics, we utilized four items by adapting them from
previous studies [29,75,76]. Sample items are “Our company relies on a code of conduct or
ethical standards that define appropriate behavior for its members when making decisions”
and “Our company has an organization and systems in place to communicate risk-related
information and behaviors that employees should avoid”. Cronbach’s alpha was 0.86.

3.2.3. Job Stress (Time Point 2)

To evaluate the degree of job stress, we utilized four items for the job stress scale by
adapting them from scales in previous studies [77,78]. Sample items are “At work, I felt
stressed during the last 30 days”, “At work, I felt anxious during the last 30 days”, and “At
work, I felt frustrated during the last 30 days”. Cronbach’s alpha was 0.90.

3.2.4. Cybersecurity Behavior (Time Point 3)

This study used six items from cybersecurity behavior scales utilized in previous
work [37,41,79,80]. Cronbach’s alpha was 0.87.

3.2.5. Control Variables

Taking into account recommendations from prior research [37,79,80], this study ac-
counted for the effects of cybersecurity behavior by including control variables like tenure,
gender, position, and education. These variables were collected during time point 1.

3.3. Data Analytic Strategy

An analysis of the Pearson correlation coefficient was carried out using SPSS 26 to
determine the connections among the variables. This study followed a two-step approach
suggested by Anderson and Gerbing [81] that includes a measurement model and a struc-
tural model. To validate the measurement model, confirmatory factor analysis (CFA) was
conducted. Finally, to test the structural model, a moderated mediation model analysis was
conducted using AMOS 26 and maximum likelihood estimation based on the principles of
structural equation modeling.

This study used several goodness-of-fit indices such as the comparative fit index (CFI),
the Tucker–Lewis index (TLI), and root mean square error of approximation (RMSEA).
According to previous research, acceptable CFI and TLI values are greater than 0.90,
while an acceptable RMSEA value is less than 0.06. Additionally, bootstrapping analysis
was conducted to determine the significance of the indirect effect [82]. The study used
bootstrapping analysis with a 95% bias-corrected confidence interval (CI) to support the
mediation hypothesis. If the CI does not include 0, it implies that the indirect effect is
statistically significant at the 0.05 level [82].

4. Results
4.1. Descriptive Statistics

Our research found that the variables of work overload, corporate ethics, job stress,
and cybersecurity behavior were strongly correlated. The results of the correlation analysis
are in Table 2.

Table 2. Correlation among research variables.

Mean SD 1 2 3 4 5

1. Gender 0.47 0.50 -
2. Tenure 65.24 73.12 −0.10 -
3. WO 2.65 0.88 −0.15 ** −0.04 -
4. CE 3.28 0.73 0.00 0.24 ** −0.004 -
5. JS 2.87 0.84 0.00 −0.11 * 0.40 ** −0.12 * -
6. CB 3.66 0.72 0.02 0.13 * −0.12 * 0.26 ** −0.26 **

Notes: * p < 0.05. ** p < 0.01. SD = standard deviation, WO = work overload, CE = corporate ethics, JS = job stress,
CB = cybersecurity behavior. Under gender, male was coded 0, female, 1.



Sustainability 2023, 15, 14327 10 of 20

4.2. Measurement Model

This study tested the discriminant validity of the main research variables (work over-
load, corporate ethics, job stress, and cybersecurity behavior) by conducting CFA of all items
to assess the goodness of fit of the measurement model. A series of chi-square difference
tests were conducted by comparing the four-factor model (work overload, corporate ethics,
job stress, and cybersecurity behavior) to three-factor (χ2 (df = 178) = 999.407, CFI = 0.820,
TLI = 0.787, and RMSEA = 0.111), two-factor (χ2 (df = 1680) = 1531.565, CFI = 0.703,
TLI = 0.654, and RMSEA = 0.141), and one-factor (χ2 (df = 181) = 2330.866, CFI = 0.528,
TLI = 0.452, and RMSEA = 0.178) models. The fit indices of each factor model showed
that the four-factor model had a better fit than the other models: χ2 (df = 175) = 322.218,
CFI = 0.968, TLI = 0.961, and RMSEA = 0.047. The results of sequential chi-square difference
tests confirmed that our four research variables possess proper discriminant validity.

4.3. Structural Model

A moderated mediation model was constructed to examine the relationship between
work overload and cybersecurity behavior. The model included both mediation and moder-
ation structures. In the mediation structure, the impact of work overload on cybersecurity
behavior was sequentially mediated by the degree of job stress. In the moderation structure,
corporate ethics served as a mitigating variable that reduced the negative effect of work
overload on job stress.

In the moderation structure, the interaction term between work overload and corporate
ethics was created by multiplying the two variables. To reduce the impact of multicollinear-
ity, the variables were first centered on the mean. This centering process not only decreased
the extent of multicollinearity but also reduced loss of correlation, thereby enhancing the
validity of the moderation analysis [83].

Due to the self-reported data, there may be a potential issue over common method
bias resulting from multiple sources such as social desirability [83]. Based on advice
from previous research [83], we implemented statistical analyses to evaluate how serious
common method bias might be. First, we performed a Harman’s one factor test for all
research variables (work overload, corporate ethics, job stress, and cybersecurity behavior).
The results showed that the four factors were present, and the highest covariance explained
by one factor was 27.91%, meaning that common method bias is not an issue [83].

To assess the influence of multicollinearity bias, this study measured the values for
variance inflation factor (VIF) and tolerances [83]. The VIF value for both work overload
and corporate ethics was 1.000. The tolerance value was also 1.000 for both work overload
and corporate ethics. These results show that work overload and corporate ethics were
relatively unaffected by the issue of multicollinearity because VIF values were below 10,
and tolerance values were above 0.2.

4.3.1. Results of the Mediation Analysis

A chi-square difference test was conducted to compare a full mediation model and a
partial mediation model. The full mediation model was similar to the partial mediation
model except for the direct connection between work overload and cybersecurity behavior.
Both the full mediation model and the partial mediation model showed acceptable fit,
as indicated by the fit indices: χ2 = 403.181 (df = 210), CFI = 0.953, TLI = 0.943, and
RMSEA = 0.049 for the full model, and χ2 = 403.052 (df = 209), CFI = 0.953, TLI = 0.943, and
RMSEA = 0.050 for the partial model.

However, the results of the chi-square difference test revealed that the full mediation
model was more adequate. Despite the additional direct path between work overload and
cybersecurity behavior, the chi-square value of the partial mediation model did not improve
significantly from the full mediation model (∆χ2 [1] = 0.129, p > 0.05, non-significant).
This suggests that work overload had an indirect effect, rather than a direct effect, on
cybersecurity behavior through the mediating factor of job stress.
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The study model also included control variables for cybersecurity behavior, such
as tenure, gender, education, and position. The results revealed that none of the control
variables was statistically significant.

Our research model revealed that work overload’s direct effect on cybersecurity behav-
ior is insignificant, rejecting Hypothesis 1. The coefficient value for the path from work over-
load to cybersecurity behavior in our partial mediation model was β = −0.016 (p > 0.05).
This result supports the superiority of the full mediation model relative to the partial medi-
ation model because it showed better fit indices. Based on the results of the comparison
between the full and partial mediation models, as well as the insignificant path coefficient
from work overload to cybersecurity behavior, we reject Hypothesis 1. The result indicates
that the influence of work overload on cybersecurity behavior is likely indirect (through
mediating factors such as job stress) rather than direct.

The results support Hypotheses 2 and 3, showing that work overload had a significant
and increasing impact on job stress (β = 0.41, p < 0.001), and that job stress had a significant
and negative influence on cybersecurity behavior (β = −0.26, p < 0.001). These findings are
listed in Table 3 and illustrated in Figure 2.

Table 3. Results of the structural model.

Hypothesis Path (Relationship) Unstandardized
Estimate S.E. Standardized

Estimate Supported

1 Work overload→ Cybersecurity Behavior −0.016 0.045 −0.023 No
2 Work overload→ Job Stress 0.357 0.048 0.405 *** Yes
3 Job Stress→ Cybersecurity Behavior −0.212 0.048 −0.262 *** Yes
5 Work overload × Corporate Ethics −0.249 0.053 0.232 *** Yes

Notes: *** p < 0.05. Estimate indicates standardized coefficients. S.E. means standard error. The coefficient value
of the path from work overload to cybersecurity behavior (H1) was in the partial mediation model, which was not
accepted as the final model.
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4.3.2. Bootstrapping

To verify Hypothesis 4, which states that job stress will mediate the relationship
between work overload and cybersecurity behavior, this study conducted bootstrapping
analysis on 10,000 samples by following the method described by Shrout and Bolger [82].
The indirect effect of job stress is considered statistically significant if the 95% bias-corrected
confidence interval for the mean indirect effect does not include zero [82].

Bootstrapping analysis on 10,000 samples tested the mediation impact of job stress
in the work overload–cybersecurity behavior link (Hypothesis 4). The indirect mediation
effect would be considered significant if the 95% bias-corrected CI for the mean indirect
mediation effect does not include 0. Our results indicate that the CI excluded zero (95%
CI = [−0.172, −0.052]), demonstrating that the indirect mediation impact of job stress was
statistically significant, supporting Hypothesis 4. Table 4 presents the direct, indirect, and
total effect of the paths from work overload to cybersecurity behavior.
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Table 4. Direct, indirect, and total effects of the final research model.

Model (Hypothesis 4) Direct Effect Indirect Effect Total Effect

Work overload→ Job Stress→
Cybersecurity Behavior 0.000 0.106 −0.106

Note: All values are standardized.

4.3.3. Result of Moderation Analysis

This study examines the moderating impact of corporate ethics on the work overload–
job stress link. This was performed by creating an interaction term between work overload
and corporate ethics through a mean-centering process. The results show that the inter-
action term was significant (β = 0.20, p < 0.01), indicating that corporate ethics plays a
positive moderating role in buffering the increasing effect of work overload on job stress.
This supports Hypothesis 5 (Refer to Figure 3).
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5. Discussion

This study set out with the objective of exploring the intricate dynamics of work
overload, job stress, and organizational ethics, and their collective influence on employees’
cyber security behavior. Our findings have provided important insights into this multi-
faceted relationship, yet it is essential to juxtapose these results with the existing literature
and acknowledge the limitations that have surfaced during the course of this research.

The direct relationship established between work overload and decreased cyber secu-
rity behavior among employees is consistent with the broader literature on the implications
of work overload [5–16]. While several previous works found a negative correlation be-
tween work overload and job satisfaction, organizational commitment, self-esteem, intrinsic
motivation, organizational identification, and job performance [7–14], our study adds a
dimension by linking work overload to a crucial organizational behavior–cybersecurity be-
havior [22]. This indicates that the ramifications of work overload extend beyond traditional
measures of employee well-being, permeating into areas of operational significance [9,10].
While the broader academic corpus has established the negative implications of work
overload on various organizational outcomes, its impact on cyber security behavior has
been less charted. Previous research discussed work overload in the context of diminished
employee organizational commitment, job satisfaction, and organizational citizenship be-
havior [7–13]. This study, in contrast, extends the narrative by demonstrating that the
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implications of work overload reach areas of operational exigency, particularly cyber secu-
rity. Such a discovery fills a significant gap, highlighting the multi-faceted repercussions of
work overload in the digital age.

The mediating role of job stress, though inferred in various studies examining job stress
outcomes [50–54], found a more explicit manifestation in our research. It was intriguing to
observe that the adverse consequences of work overload on cyber security behavior were
largely channeled through increased job stress, reinforcing the centrality of job stress in
discussions around organizational efficiency and security [9,10,22]. To be specific, various
studies, including that Karimi et al. [32] have touched upon the outcomes stemming from
job stress. However, the explicit elucidation of job stress as a conduit between work
overload and cyber security behavior is a novel contribution from this research. While
Karimi and colleagues discussed job stress outcomes in broader contexts, our study narrows
down the focus, emphasizing the centrality of job stress in discussions specific to cyber
security outcomes.

Furthermore, our exploration of the buffering role of organizational ethics provides an
essential addition to the literature. While some scholars [65–67] highlighted the influence
of organizational ethics on individual decision making, our research positions organiza-
tional ethics as a potential safeguard against the detrimental effects of work overload.
This understanding underscores the importance of fostering a strong ethical culture in
organizations, not merely for moral uprightness but also for practical benefits in the realm
of cyber security. To be specific, the realm of organizational ethics has predominantly
been linked to individual decision making, as put forth by Koh and his colleagues [66].
However, their study centered more on the broader influences of organizational ethics
on decision-making patterns. Our research, diverging from this path, accentuates the
role of organizational ethics as a potential bulwark against the adverse effects of work
overload on cyber security behavior. This is a significant shift from the general discussions
around ethical culture, positioning organizational ethics as a tangible mitigator in the face
of operational challenges.

What sets this study apart is its nuanced approach to understanding a contemporary
issue that holds pronounced relevance in today’s digitized work environments. By intri-
cately weaving the constructs of work overload, job stress, and organizational ethics, and
linking them to cyber security behavior, this research provides a holistic lens to fathom the
intricate interdependencies between these variables. It is this depth of examination, backed
by robust methodologies, that renders the study invaluable, filling the gaps left by prior
works and offering fresh perspectives for scholars and practitioners alike.

In summary, this study makes meaningful strides towards a more comprehensive
understanding of the factors affecting cybersecurity behavior in the context of work over-
load. It provides both theoretical and practical insights for scholars, practitioners, and
policymakers alike, underscoring the need for further research in this critical area of study.

In the contemporary digital epoch, as organizations grapple with the incessant chal-
lenges posed by cyber threats, the onus of understanding the antecedents of cybersecurity
behaviors has never been more pressing. While myriad studies have delved into the
technical and procedural elements of cybersecurity, a significant lacuna persists in compre-
hending the human-centric factors that underpin these behaviors. This research, therefore,
embarked on a pivotal journey to fill this scholarly void, elucidating the intricate nexus
between work overload, job stress, and cybersecurity behaviors.

Central to our exploration was the assertion that work overload—a prevalent phe-
nomenon in modern workspaces—plays a crucial role in shaping cybersecurity behaviors.
Contrary to the prevalent focus on merely technical aspects, this research underscored
that the implications of work overload transcend mere productivity concerns and pro-
foundly infiltrate the domain of cybersecurity. By delineating the mediating role of job
stress and the moderating influence of organizational ethics, our study illuminates the mul-
tifaceted pathways through which workload pressures can either compromise or bolster
cybersecurity practices.
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Furthermore, in an era where digital interconnectivity has become the linchpin of orga-
nizational operations, the ramifications of neglecting such human-induced vulnerabilities
can be dire. This research, therefore, not only fills a glaring gap in the academic literature
but also accentuates a pressing concern for practitioners. By demystifying how work
dynamics, especially work overload, cascade into the realm of cybersecurity behaviors, this
investigation offers both scholars and practitioners a nuanced perspective, urging them
to recalibrate their cybersecurity strategies in alignment with the human elements of the
organizational tapestry. This research stands as a testament to the pivotal role of human
factors in cybersecurity, reiterating the need for a harmonized approach that integrates
technical, procedural, and human-oriented strategies to fortify digital defenses in today’s
interconnected landscape.

5.1. Theoretical Implications

The findings of this study have several important theoretical implications for the re-
search community, particularly for those investigating work overload, job stress, corporate
ethics, and cybersecurity behavior.

First, this study advances the discourse on work overload by theorizing and demon-
strating its potential impacts on cybersecurity behavior. The prevailing understanding of
work overload mainly revolves around its association with variables such as job satisfaction,
turnover intention, and burnout [84]. Our study expands this perspective by establishing
a novel linkage between work overload and cybersecurity behavior. By illustrating the
linkage between work overload and cyber security behavior, mediated by job stress, this
study carves out a comprehensive theoretical landscape, urging scholars to view work
overload as not just an individual or psychological construct, but one with cascading
operational implications, particularly in the realm of cyber security. Hence, this research
provides a valuable lens to understand the broader implications of work overload in today’s
digitalized work context.

Second, this study significantly contributes to stress research by elucidating the me-
diating role of job stress on the relationship between work overload and cybersecurity
behavior. Although existing studies documented various outcomes of job stress, an un-
derstanding of its influence on cybersecurity behavior is lacking [85]. Historically, the
discourse around job stress was centered on its antecedents and immediate repercussions.
This study’s emphasis on its mediating role provides an enriched theoretical perspective. It
underscores that job stress does not merely arise from precursors like work overload, but it
can serve as a pivotal mechanism that transmits the effects of such precursors onto crucial
organizational outcomes, in this case, cyber security behavior. By identifying job stress as a
critical mediator, this study enriches the literature on stress with a novel insight.

Third, finding a moderating role from corporate ethics offers fresh theoretical insights
on the importance of ethical climate in the stress process. The extant research has mostly
focused on individual-level moderators such as personality traits or coping strategies [29].
By demonstrating the buffering role of corporate ethics, this study prompts researchers
to consider the influence of organizational-level factors in stress research. Furthermore,
theoretical discussions around organizational ethics have largely been normative, delving
into its foundational principles and ethical decision-making paradigms. This study pushes
the envelope by highlighting the buffering potential of organizational ethics. Such a
perspective nudges theoretical frameworks to accommodate organizational ethics not just
as a determinant of moral decisions, but also as a potential moderator, capable of influencing
how other organizational variables interact and translate into tangible outcomes.

Finally, the integration of work overload, job stress, and corporate ethics in a single
model promotes a comprehensive understanding of cybersecurity behavior. To be specific,
one of the profound theoretical insights emanating from this study is the integrative poten-
tial of the aforementioned constructs. When work overload, job stress, and organizational
ethics are studied in tandem, they offer a richer, more layered understanding, illuminating
the nuanced interplay between these elements. Scholars are thus presented with a cohesive
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framework, which can serve as a launchpad for more intricate, interconnected explorations
in the domain. Despite the increasing prevalence of cybersecurity issues, research on this
topic is still in its infancy [23]. This study contributes to this emerging field by offering a
multi-level framework that can serve as a foundation for future investigations.

5.2. Practical Implications

The results of this investigation unveil several pivotal practical implications, furnishing
top management teams, leaders, and employees with a more refined understanding of
the interplay between work overload, job stress, organizational ethics, and cyber security
behavior.

First, by demonstrating the link between work overload and cybersecurity behavior,
our research suggests that organizations need to be cautious about overloading employees
with excessive tasks. Recognizing the direct and indirect influences of work overload on
cyber security behavior through job stress paves the way for more informed management
decisions. Top management teams should prioritize workload management not merely
to boost productivity or employee well-being but also as a strategic lever to enhance cy-
ber security practices. Interventions such as workload balancing, delegation, and time
management training can thus serve dual purposes—promoting employee well-being
and fortifying cyber resilience. Given the increasing dependency on digital technology,
the risk of cybersecurity breaches has become a major concern for organizations world-
wide [23]. Therefore, organizations must monitor and manage work overload to minimize
the potential risk from cybersecurity threats.

Second, our study sheds light on the significance of managing job stress in order to
promote cybersecurity behavior. Previous research has long stressed the need to manage
job stress due to its detrimental effects on employee health and productivity [85]. Our
study further emphasizes this need by uncovering its critical role in shaping cybersecurity
behavior. With the revelation that job stress mediates the link between work overload
and cyber security behavior, organizations have a compelling reason to invest in stress-
relief and mental well-being programs. Leaders can view these initiatives as not just
employee support mechanisms but also as crucial components of the broader cyber security
strategy. Techniques like mindfulness training, flexible working conditions, and regular
breaks can be incorporated to alleviate stress, indirectly promoting better cyber hygiene
among employees.

Third, finding the buffering role of corporate ethics provides insights for organizational
policy making. The moderating effect of organizational ethics offers a potent tool for
leaders. Rather than seeing ethics as a passive set of principles, leaders can actively
deploy organizational ethics as a buffer against the potentially negative spill-overs of work
overload. By instilling a strong ethical foundation, organizations can reduce the likelihood
that overloaded employees resort to shortcuts or unsafe practices that jeopardize cyber
security. Ethical training, transparent communication, and leadership by example can be
effective strategies in this regard. As our study suggests, fostering an ethical climate can
mitigate the negative impacts of work overload on job stress. Therefore, organizations
could consider enhancing their ethical climate by implementing a strong code of ethics,
encouraging ethical leadership, and promoting ethical training programs [29].

Finally, with the integrative understanding of work overload, stress, and ethics, em-
ployee training modules can be designed more holistically. Instead of isolated training on
workload management or cyber security best practices, a comprehensive curriculum can be
devised. Such an integrated training can help employees understand the interconnections
between their workload, the resultant stress, the organization’s ethical stance, and the
imperatives of cyber security, leading to more informed and responsible behaviors.

In essence, the practical insights drawn from this study provide a roadmap for organi-
zations. By interweaving the understanding of work overload, job stress, and organizational
ethics, top management teams, leaders, and employees are equipped with a holistic toolkit,
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ensuring not just optimal performance and well-being, but also robust cyber security
behaviors in the face of evolving digital challenges.

5.3. Limitations and Suggestions for Future Studies

While this study advances our understanding of work overload, job stress, and cyber-
security behavior in the organizational setting, it is not without limitations.

First, the study relies on a cross-sectional design, which makes it difficult to make
causal inferences between work overload, job stress, and cybersecurity behavior. Although
we theoretically argue for directional relationships, future research could benefit from
employing a longitudinal design to better capture the dynamics and causality among these
variables [86].

Second, we used self-reported measures for all the constructs, which might have led
to common method bias [87]. Although self-reports are commonly used in organizational
research, future studies could triangulate our findings with other data sources, such as
supervisor ratings or behavioral observation, to minimize potential bias.

Third, while we highlight the moderating role of corporate ethics, we acknowledge
that other contextual factors could also impact the relationships in our model. For in-
stance, organizational culture, leadership style, or technological infrastructure might play
a role [88]. Future research could consider examining the interplay of these factors with
work overload and job stress on cybersecurity behavior.

Finally, this study focused on the Context–Attitude–Behavior framework, and while
that model offers robust theoretical grounds for our arguments, there are other theoret-
ical lenses through which the relationships could be viewed, such as the Job Demands–
Resources model [58] or Conservation of Resources theory [45]. Future research is en-
couraged to apply these or other theoretical perspectives to offer a more comprehensive
understanding of cybersecurity behavior.

6. Conclusions

This study endeavored to contribute to the literature by elucidating the intricate
relationships between work overload, job stress, and cybersecurity behavior. Through the
lens of the Context–Attitude–Behavior framework, we offer a nuanced understanding of
how work overload could influence employees’ cybersecurity behavior, and the vital role
that job stress plays as a mediating factor in this relationship. Moreover, we highlighted the
significance of corporate ethics as a potential moderating variable, buffering the adverse
effects of work overload on job stress that ultimately affects cybersecurity behavior. By
integrating these elements, our research provides a more comprehensive picture of the
critical factors impacting cybersecurity behavior in the workplace.

Theoretically, this research challenges existing paradigms and broadens the academic
lens, advocating for a more holistic understanding of cybersecurity. By interweaving
work overload and job stress into the cybersecurity discourse, we not only unearth novel
insights but also push theoretical boundaries. The nuanced role of organizational ethics
as a moderating factor further enriches this discourse, accentuating the intricate balance
between workplace pressures and ethical frameworks in shaping cybersecurity behaviors.
Thus, our study paves the way for a new wave of interdisciplinary research, beckoning
scholars to explore this confluence of work dynamics and cybersecurity further.

From a practical standpoint, our findings serve as a clarion call for organizations,
urging them to acknowledge and address the ramifications of work overload. In an era
where cyber threats loom large, the significance of understanding and mitigating human-
induced vulnerabilities is paramount. Leaders, top management teams, and employees
can draw upon our insights to foster a work environment that not only mitigates stress but
also fortifies its digital bastions. The revelations about the buffering role of organizational
ethics further offer organizations a roadmap to instill a robust ethical fabric, one that can
potentially shield them from the inadvertent cybersecurity lapses that arise from work-
related pressures.



Sustainability 2023, 15, 14327 17 of 20

In closing, while our study provides a substantial leap forward, it also lays the foun-
dation for future inquiries. As we stand on the cusp of a digital revolution, understanding
the myriad ways in which human factors intertwine with cybersecurity becomes not just
relevant, but imperative. Our research, therefore, serves as both a culmination of rigorous
investigation and an initiation—a beacon that lights the path for future studies, beckoning
them to delve deeper into this uncharted confluence.
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