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ABSTRACT
As a promising hardware-based security primitive, physical unclonable functions (PUFs) exploit stochastic, process-induced
variations in physical properties to generate unique and unclonable device fingerprints. However, conventional CMOS-based
PUFs require large and complex circuitry, leading to increased area and power consumption. To address this, we propose a PUF
based on a 3D-NAND flash array utilizing intrinsic string current variations. Unlike prior write-based approaches, it employs
read operations for CRP extraction, thereby avoiding stress-induced degradation. Challenges are applied via string select lines and
bitlines, while each wordline functions as an independent PUF chip. A 1-bit response is generated by comparing summed string
currents. Thanks to the high cell density of 3D-NAND flash, multiple stacked PUF chips with an exponentially large CRP capacity
can be integrated into a single array. We fabricated 48 × 24 planar NAND flash arrays using charge-trap flash, confirming current
variability due to process variation and randomly formed poly-Si grain boundaries. A 48× 24× 8 3D-NANDPUFwas implemented
using measured data, achieving near-ideal PUF metrics and passing autocorrelation analysis, all 16 NIST statistical tests and ML
attack simulations. These results highlight the potential of 3D-NAND flash for scalable, reliable hardware security.
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Introduction

he Internet of Things (IoT) enables wireless connectivity
etween edge devices and cloud services, facilitating real-time
ata exchange for automation and improved efficiency [1–3]. As
oT continues to expand, sensitive data is increasingly processed
t the edge, heightening exposure to security threats such as hack-
ng and data leakage. This has driven demand for stronger and
ore reliable security solutions beyond conventional software-
ased approaches [4, 5]. In response, recent efforts have focused
n hardware-based security, utilizing intrinsic physical proper-
ies as entropy sources for cryptographic applications [6–13]. A
hysical unclonable function (PUF) is a hardware-based security
rimitive that exploits inherent process variations to generate
nique and unclonable physical fingerprints [14, 15]. A PUF can
e modeled as a function r = f(c), where a given challenge c pro-
his is an open access article under the terms of the Creative Commons Attribution-NonC
edium, provided the original work is properly cited and is not used for commercial purp
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duces a corresponding response r, forming a challenge–response
pair (CRP). Based on the number of possible CRPs, PUFs are
classified as either weak or strong. Weak PUFs provide a limited
CRP set and are mainly used for on-chip key generation, whereas
strong PUFs support exponentially large CRP spaces, enabling
device authentication through external challenges. Therefore,
ensuring high randomness and strong uniqueness in responses
is critical for secure and reliable operation.

Conventional PUFs are typically implemented using complemen-
tary metal–oxide–semiconductor (CMOS) technology, including
arbiter PUFs, ring oscillator PUFs, and SRAM PUFs, which
exploit process variations reflected in multiplexer delays, oscilla-
tor frequencies, and SRAM power-up states, respectively [16–20].
However, these designs often require large and complex circuits,
resulting in increased area and power consumption. Moreover,
ommercial License, which permits use, distribution and reproduction in any
oses.
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reat
ven if CRPs are exposed through external attacks, they cannot
e modified. To address these limitations, recent studies have
ocused on PUF designs based on non-volatile memory (NVM),
hich offer more compact architectures with improved area,
ower, and cost efficiency. Among NVM-based PUFs, resistive
andom-access memory (RRAM) has been the most extensively
tudied, leveraging crossbar arrays for high integration density
nd low-cost fabrication. RRAM-based PUFs utilize intrinsic
ariations in resistance states, current–voltage (I–V) nonlinearity,
nd switching behavior [21–28]. Despite their advantages, these
esigns can suffer from issues such as line resistance and sneak
ath currents. Ferroelectric memories, including ferroelectric
unneling junctions (FTJs) and ferroelectric field-effect tran-
istors (FeFETs), have also been explored as entropy sources
y exploiting variations in ferroelectric domain configurations
29–33]. Ferroelectric-based PUFs are promising due to strong
ntropy characteristics, CMOS compatibility, and low power
onsumption. Nonetheless, reliability concerns such as limited
ndurance and retention still persist. FeFET-based implemen-
ations also face challenges in 3D integration, which is key to
chieving higher density and expanded CRP capacity.

lash memory, one of the most mature and reliable NVM tech-
ologies, has also been investigated for PUF applications. These
pproaches primarily utilize threshold voltage (Vth) variations
rising from write-induced variability in flash memory, such
s program operations, program disturb, latency differences,
nd erase speed. Moreover, some studies have utilized the high
ntegration density of NAND flash arrays to realize high-density
UFs [34–42]. However, write-based CRP extraction methods
equire extensive program cycles to generate sufficiently random
nd balanced responses. These operations stress flash cells, which
nherently have limited endurance, and repeated program/erase
P/E) cycling degrades device characteristics, reducing the reli-
bility of generated responses [43, 44]. Accordingly, PUF s
ased on intrinsic Vth variation in flash memory cells have also
een explored. Flash memory exhibits inherent Vth variability
ue to process-induced fluctuations, such as variations in cell
eometry, interface traps, line edge roughness, and random
opant fluctuations [45–48]. In 3D-NAND flash structures with
olycrystalline silicon (poly-Si) channels, additional Vth varia-
ion arises from irregular grain boundaries and associated trap
tates, leading to intrinsic variation in string current [49–53].
owever, prior work was limited to weak PUF implementations
ith small CRP spaces due to restricted CRP extraction s [54].
ther studies achieved strong PUFs using 3D-NAND arrays but
elied on simultaneous challenge input acrossmultiple wordlines
WLs), which reduced current variation compared to single-WL
ccess and degraded response randomness. Moreover, activating
ultiple WLs lowered the sensing current and increased read
atency [55]. Nevertheless, 3D-NAND flash, with its vertically
tacked structure and established commercial reliability, remains
compelling option for implementing cost-efficient and robust
UFs with large CRP capacity.

n this work, we present a PUF based on a 3D-NAND flash array,
here CRPs are generated by exploiting the intrinsic variation
f flash memory. First, we fabricated a 48 × 24 planar NAND
rray utilizing charge trap flash (CTF), evaluated its electrical
haracteristics, and confirmed intrinsic variation in bitline (BL)
urrent, which can be used as an entropy source for PUF
of 11
implementation. Based on this, we propose a 3D-NAND flash-
based PUF in which challenges are applied through string select
lines (SSLs) and BLs, and responses are generated by comparing
the summed BL currents. Furthermore, each WL is configured
as an independent PUF instance, allowing for a large number
of unique and random CRPs per chip. The vertically stacked
structure of 3D-NAND also enables multi-chip integration within
a single array. To validate this, we used measured data from
eight fabricated 48 × 24 arrays to construct a virtual 48 × 24 ×
8 3D-NAND flash array. The extracted CRPs exhibited near-ideal
randomness according to standardPUFmetrics, including unifor-
mity, diffuseness, and uniqueness. The response bits also passed
both the autocorrelation function (ACF) test and all 16 National
Institute of Standards and Technology (NIST) randomness tests,
confirming their independence and unpredictability. Finally, we
evaluated robustness under environmental variations, including
temperature and bias fluctuations. Under temperature variation,
the BER at 85◦C was reduced to 5.42% with the application of
TMV3, confirming resilience against thermal fluctuations. Under
WL and BL bias variations of ±20%, the BER remained low
at 4.71% and 2.64% in the worst case, validating the stability
of the proposed. Furthermore, machine learning (ML) attack
simulations were performed, and the results showed that even
after extensive training, unseen CRPs remained unpredictable,
demonstrating strong resilience to modeling attacks and reliable
randomness of the proposed PUF system.

2 Results and Discussion

2.1 Device Fabrication and Characteristics

Figure 1a illustrates the fabrication process flow of the 48 × 24
planar NAND flash array. The process began with the formation
of a 300 nm-thick buried oxide (BOX) layer on a p-type bulk
silicon wafer via wet oxidation in a furnace. Next, a 100 nm-
thick amorphous silicon (a-Si) layer was deposited at 550 ◦Cusing
low-pressure chemical vapor deposition (LPCVD) with 100 sccm
of SiH4. Solid-phase crystallization (SPC) was then performed
by annealing the a-Si at 600 ◦C for 24 h in a furnace to form
poly-Si, which serves as the channel layer. The active region was
subsequently patterned through etching and isolation. The gate
stack was fabricated as follows: a 5 nm-thick tunneling oxide was
deposited at 767 ◦C and 200 mTorr via LPCVD using 40 sccm
of dichlorosilane (DCS, SiH2Cl2) and 80 sccm of N2O. Then, a
6 nm-thick Si3N4 charge trapping layer was deposited at 800 ◦C
and 200 mTorr using 40 sccm of DCS and 400 sccm of NH3.
A 9.5 nm-thick Al2O3 blocking oxide layer was subsequently
deposited at 340 ◦C using atomic layer deposition (ALD) with
trimethylaluminum (TMA, Al(CH3)3) as the precursor. A 50 nm-
thick TiN metal gate was then formed using metal-organic
chemical vapor deposition (MOCVD) at 450 ◦C and 1.5 Torr.
To improve adhesion between the TiN metal gate and the
photoresist, a 25 nm-thick SiO2 hard mask was deposited at
380 ◦C using plasma-enhanced CVD (PECVD) with 700 sccm
of tetraethoxysilane (TEOS, Si(OC2H5)4) and 700 sccm of O2.
The hard mask was patterned by wet etching using a buffered
oxide etchant (BOE, NH4F:HF = 50:1), and the TiN gate was
patterned through wet etching in a DI water:H2O2 (4:1) solution
at 60 ◦C. Self-aligned ion implantation was performed using As+
ions at a dose of 2 × 1015 cm−2 and an energy of 40 keV to
Small, 2026
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FIGURE 1 Charge trapping NAND flash array. (a) Process flow of NAND flash array. (b) Cross-sectional TEM image of the TANOS gate stack.
(c) Optical microscope image of the fabricated 48 × 24 NAND flash array. (d) SEM image of a fragment of the fabricated 48 × 24 NAND flash array.
(e,f) Measured Id–Vg transfer curves under ISPP and ISPE operations. (g) Conductance modulation in response to ISPP and ISPE pulses.
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orm the n+ source and drain regions. The implanted dopants
ere activated via rapid thermal annealing (RTA) at 950 ◦C for
0 s. Finally, the back-end-of-line (BEOL) process was carried
ut, including deposition of the interlayer dielectric (ILD) using
ECVD, formation of contact holes, and metallization.

igure 1b presents a cross-sectional transmission electron
icroscopy (TEM) image of the fabricated gate stack based
n TANOS (TiN/Al2O3/Si3N4/SiO2/Si) flash cell stack. The
orresponding energy-dispersive spectroscopy (EDS) elemental
apping is shown in Figure S1, confirming the presence of
ell-defined and uniformly stacked layers. Figure 1c displays an
ptical microscopy image of the fabricated 48 (WL) × 24 (BL)
AND flash array, while Figure 1d shows a scanning electron
icroscopy (SEM) image of a part of the array. Each devicewithin
he array has a channel width of 100 µm and a length of 5 µm
W/L = 100/5 µm). The electrical characteristics of the device
re shown in Figure 1e, including the drain current–gate voltage
Id–Vg) transfer curves obtained using the incremental step pulse
rogram (ISPP)method. A drain voltage (Vd) of 0.5 Vwas applied,
hile the program voltage (Vpgm) was increased from 8 to 16 V in
.1 V steps with a pulse width (tpgm) of 100 µs. Figure 1f shows the
orresponding transfer curves obtained during incremental step
ulse erase (ISPE) method. The device was initially programmed
t 16 V for 100 µs and then erased by applying negative pulses
anging from−8 to −16 V in−0.1 V steps, each with a pulse width
ters) of 1 ms. The transfer were curves measured with constant
ead bias Vd of 0.5 V. In both ISPP and ISPE measurements, the
radualmodulation of theVth can be clearly observed, confirming
he stable program (PGM) and erase (ERS) operations. Figure 1g
mall, 2026
summarizes the device conductance extracted from both ISPP
and ISPE measurements, where conductnace (G) was calculated
frommeasured Id at a fixed gate voltage. The results clearly showa
monotonic modulation of conductance in response to the applied
PGM and ERS pulses.

2.2 Physical Unclonable Function Based on
3D-NAND Flash Array Structure

Figure 2a illustrates a 3D schematic of the proposed PUF system
based on a 3D-NAND flash array structure composed of i SSLs, j
BLs, and kWLs. Each WL layer is configured as an independent
PUF chip, and the desired chip is activated by applying a gate
WL voltage (VWL) to the corresponding WL layer. Meanwhile,
unselected layers are biased with a pass voltage (VPASS) to prevent
IR drop and interference with selected chip operations. The
challenge is defined by the selection and biasing of specific SSLs
and BLs, where each bit of the challenge corresponds to either
activating (for bit “1”) or floating (for bit “0”) a given line. SSLs are
selected from 2i possible combinations by applying a string select
voltage (VSSL) to each active SSL. The j BLs are divided into two
groups using jCj/2 combinations, and each group is sequentially
biased with a BL voltage (VBL) to perform a current comparison
operation. During a single CRP extraction cycle, the selected SSLs
and the first group of BLs are activated and biased with VSSL and
VBL, respectively. This leads the BL current from all the selected
cells to flow simultaneously toward the BLs, and the resulting
summed BL current is sensed. In the subsequent cycle, the same
procedure is repeated for the second BL group. A 1-bit response is
3 of 11
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FIGURE 2 Multi PUF chip implementation in 3D-NAND flash. (a) Schematic view of PUF system based on a 3D-NAND flash array. (b) x–y plane
schematic of PUF system. WLs are used to select individual PUF chips, challenges are applied through SSLs and BLs, and a 1-bit response is generated
by comparing the summed currents from two read cycles. (c) Flowchart of the CRP generation process for the multi-chip PUF based on a 3D-NAND
flash array.
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reat
hen generated by comparing the two measured BL currents. As
result, each WL layer in the array acts as an independent PUF

hip, capable of generating a total of 2𝑖 × ( 𝑗
𝑗∕2

)CRPs, and an array

onsisting with kWLs provides k independent PUF chips.

ere, the proposed scheme is demonstrated with a 3D array
onfiguration constructed from eight 48 × 24 planar NAND
lash arrays, effectively forming a 48 (WL) × 24 (BL) × 8
SSL) 3D-NAND flash structure. This configuration provides 48
ndependent PUF chips, each supporting approximately ∼6 ×
08 CRPs based on 28 × 24C12. Since current commercial 3D
ertical-NAND (V-NAND) flash memory typically contains over
Tb of cells, including more than 16 000 BLs (corresponding
o page size), over 1000 SSLs and more than 64 WL layers
corresponding to pages per block), the number of CRPs can be
of 11
exponentially increased accordingly [56–59]. Therefore, this PUF
design has the potential to support an exponentially larger CRP
space, depending on the number of SSLs and BLs. Moreover, over
64 independent PUF chips can be integrated into a single array,
enabling scalable multi-chip implementation and supporting
strong PUF characteristics high resistance to adversarial attacks
due to the large CRP space.

Figure 2b illustrates the operation schematic of a single selected
WL layer, which serves as one PUF chip, in the x–y plane of
the 3D-NAND flash array. As described earlier, the challenge bits
determine which SSLs and BLs are selected and biased accord-
ingly. During the first read cycle (φ1), the summed BL current
from the first selected group is denoted as I+. In the second read
cycle (φ2), the summed BL current from the remaining group is
denoted as I−. A 1-bit response is generated by comparing the
Small, 2026
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reat
wo currents, resulting in response bit “1” when I+ > I− and “0”
hen I+ < I−. This operation is similar to cell selection in a con-
entional i × j crossbar array composed of i rows and j columns.
onsequently, the CRP generation using a 3D-NAND flash PUF
hip is demonstrated using an 8 × 24 array, where a 32-bit
hallenge input produces a single-bit response output. Figure 2c
resents a flowchart summarizing the CRP generation process
f the proposed PUF system. Since this method utilizes intrinsic
ariations of the flash memory devices, no additional write
peration is required prior to CRP generation. All cells remain in
heir initial state, and only two read cycles (φ1, φ2) are performed
o generate each CRP. Although this work conceptually describes
simple current comparison for response generation, the can be
ractically implemented using two identical passive capacitors
hat integrate the accumulated summed string current from
ach read cycle, converting it into voltage. The resulting output
oltages can then be compared using a voltage comparator. Alter-
atively, the summed BL currents can be converted and amplified
nto voltage through a transimpedance amplifier (TIA), allowing
recise current comparison for reliable response generation [54,
5]. In commercial 3D-NAND flash arrays, the read latency is
ypically on the order of a few to several tens of microseconds
er wordline. Accordingly, the presented CRP generationmethod
ith two consecutive read cycles exhibits a total latency on
he order of several tens of microseconds [60–62]. This read-
nly operation represents a significant advantage in terms of
oth delay and power consumption compared to other flash
emory-based PUF s that rely on repeated P/E operations for
it initialization or balancing. Since this method generates CRPs
irectly from intrinsic current variations, P/E operations are not
equired during normal authentication, andmay only be involved
n limited stages such as initial enrollment. Furthermore, the
esulting throughput readily satisfies the timing requirements
f practical authentication protocols in IoT and related appli-
ations, which typically incur delays on the order of several to
ens of milliseconds [63–65]. Therefore, this approach demon-
trates strong potential for real-world deployment, providing a
arge number of random CRPs in real time for energy-efficient
uthentication.

igure 3a shows the IBL–VWL transfer curves measured from all
,152 cells in the fabricated 48 × 24 NAND flash array. A VBL of
.5 V and a VPASS of 5.5 V were applied, and the inset shows the
ame results in linear scale. Although all the cells were in their
nitial state, a noticeable spread in IBL can be observed, indicating
ntrinsic device-to-device variation. As discussed earlier, such
ariation arises from process-induced fluctuations in physical
arameters, such as cell width and length, random dopant
luctuation, and interface traps, all of which can affect the
hreshold voltage and string current. Furthermore, since the fab-
icated array employs a poly-Si channel formed by crystallizing
morphous silicon, additional variability can arise from material
mperfections, such as the random size, orientation, and spatial
istribution of grain boundaries, as well as trap states within
hem. These combined sources of intrinsic variation result in
unique and unclonable current distribution across the array,
ffectively forming a physical fingerprint. In addition, in practical
D-NAND flash arrays, further variations in read operation and
urrent arise from interlayer coupling-induced interference and
R drop along the vertically stacked channel resistance [59,
6]. From the perspective of the PUF system, these effects can
mall, 2026
broaden the distribution and can be exploited as an additional
entropy source, thereby contributing to the generation of more
randomized CRPs. While the reduction of on-current due to IR
drop inevitably can decrease the sensing margin, which may lead
to reliability degradation, the incorporation of supplementary
error correction codes (ECC) can be adopted to mitigate this
drawback [66]. Figure 3b shows the distribution of sampled IBL at
a fixed VWL (VWL = 4.5 V) from four of the eight fabricated arrays.
The remaining four distributions are provided in Figure S2. Each
array exhibits a Gaussian distribution with an average current
of approximately 18 nA. At the same time, the distributions are
distinguishable from one another, demonstrating unique current
profiles for each array. This consistency in mean current reflects
that all arrays were fabricated on the same wafer under identical
process conditions. However, the observed variations, both across
arrays and among cells within each array, are due to inherent
fluctuations introduced during fabrication. This confirms that the
observed variability can serve as a randomentropy source for PUF
implementation.

To validate the proposed PUF using the measured variations, the
eight fabricated 48 × 24 planar arrays were combined to form a 48
× 24 × 8 3D-NAND flash array. Figure 3c displays a BL current
colormap from one selected PUF chip, activated by applying
VWL = 4.5 V to a specific WL. Due to the Gaussian-distributed
current characteristics observed across all eight arrays, each
sharing a similar mean values, the selected chip exhibits a
uniform yet randomly distributed BL current distributions across
its 8 × 24 array. Figure 3d shows the distribution of differential
summed current (I+ − I−), measured from 100 000 randomly
generated challenges through the two-cycle readout. Here, I+
and I− correspond to the total BL current from the first and
second read cycles, respectively. A response bit is assigned as “1”
if this differential current is greater than zero, and “0” otherwise.
The distribution of these differential current values follows a
Gaussian distribution, confirming that the presented selection
and readout preserves the intrinsic randomness of the device-
level variations. Accordingly, the generated 1-bit responses inherit
this intrinsic randomness, validating their suitability for robust
PUF operations.

2.3 PUF Performance Metrics and Reliability

The performance of the 3D-NAND flash-based PUF system was
evaluated based on standard PUF metrics, using CRPs generated
atVWL = 4.5 V and 25 ◦C. Uniformity (UF) represents the balance
between “0” and “1” values in the response bits from a single PUF
chip and ideal value is 50%. Figure 4a presents the distribution of
Hamming weights for response bits generated from 1M random
challenges. The responses were grouped into 1000 packets of
1000 bits each, and the Hamming weight was calculated for each
packet. The resulting distribution of UF shows an average of
approximately 49.97%, indicating excellent uniformity close to
the ideal value of 50%. Diffuseness (DF) quantifies the degree
of variation between response bits generated from different chal-
lenges applied to the same PUF chip. It is evaluated bymeasuring
the Hamming distance (HD) between response bit packets, and
the ideal value is 50%. Figure 4b shows the distribution of
fractional HDs calculated from 1000 randomly generated 64-bit
response keys. A total of 499, 500 pairwise comparisons (1000C2)
5 of 11
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FIGURE 3 Response generation with a string current variation. (a) Measured IBL–VWL characteristics of 1,152 devices in the fabricated 48 × 24
planar NAND flash array in the initial state. The inset shows the data in linear scale. (b) BL current distributions from four arrays. (c) Color map of the
BL current distribution in a 3D-NAND flash array constructed using measured BL currents from eight 48 × 24 arrays. (d) Distribution of differential
summed currents from 100 000 random selections using the proposed CRP generation method.
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ere performed, resulting in an average DF of approximately
0.01%, closely aligned with the ideal value. Uniqueness (UQ)
valuates how differently two distinct PUF chips respond to
he same input challenge, which corresponds to inter-chip HD.
n ideal uniqueness value is 50%. To assess this, we applied
dentical challenges to all 48 PUF chips in the demonstrated 48
24 × 8 array structure. Figure 4c presents the distribution of

ractional HDs computed from 1,000 64-bit response keys per
hip under fixed challenge conditions. In total, 1,128,000 pairwise
omparisons (1000 × 48C2) were performed, each representing
he HD between two 64-bit response keys generated by different
hips under the same challenge. The average UQ was measured
o be approximately 50.07%, indicating that the PUF system
enerates sufficiently uncorrelated responses across 48 PUF
hips.

igure 4d shows the speckle pattern of 1000 64-bit response keys
btained from a single selected PUF chip. The pattern demon-
trates that the response bits are uniformly distributed without
oticeable bias. To further evaluate the bit-level correlation, an
utocorrelation function (ACF) test was performed using 100,000
esponse bits. As shown in Figure 4e, the autocorrelation values
all within the 95% confidence interval, confirming the absence
f linear correlation in the extracted responses. In addition, the
of 11
randomness of the response bits was evaluated using theNational
Institute of Standards andTechnology (NIST) SP 800–22 test suite.
Figure 4f shows the results of the 16 NIST tests conducted on 1M
response bits, all of whichwere successfully passed, validating the
high quality of randomness from the response bits generated by
the PUF scheme.

A PUF system must reliably reproduce consistent response bits
under varying operating conditions when the same challenge
is applied. This property, referred to as reliability, is quan-
tified by the bit error rate (BER), which represents the HD
between the originally enrolled response and the one regenerated
under different conditions. Ideally, the BER should be 0%. To
further evaluate the robustness of the proposed PUF system,
we examined the BER under temperature variations. Figure 5a
presents box plots of the BER extracted from 1000 CRPs per
PUF chip across 48 chips, both without error correction and
with temporal majority voting (TMV) applied. Reference CRPs
were enrolled at room temperature (25◦C) and compared with
responses obtained at elevated temperatures of 55◦C and 85◦C
under identical challenges. The average BER was 0.74% at room
temperature, increasing to 9.6% at 85◦C. To mitigate these errors,
we applied TMV3, in which the final response bit is determined
by majority voting over three repeated read operations. With
Small, 2026
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FIGURE 4 PUF metrics. (a) Distribution of fractional Hamming weight of 1-bit responses from 1M challenges (uniformity). (b) Distribution of
fractional Hamming distance of 1k 64-bit response keys (diffuseness). (c) Distribution of fractional Hamming distance of 1k 64-bit response keys across
48 PUF chips (uniqueness). (d) Speckle pattern of 1k 64-bit response keys. (e) Autocorrelation test results for 100k 1-bit responses. (f) NIST SP 800–22
test results for 1M 1-bit responses.

FIGURE 5 Verification of reliability. (a) Bit error rate extracted from 1000 CRPs across 48 PUF chips under temperature variations. Bit error rate
under voltage bias variations of (b) WL voltage and (c) BL voltage.
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FIGURE 6 Machine learning attack. (a) Prediction accuracy of three ML attack models as a function of the number of training samples.
(b) Prediction accuracy of training and test data over 100 epochs using a 32-1200-1200-1 MLP model.
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MV3, the average BER at 85◦C was reduced to 5.42%, which can
e further reduced by incorporating well-established techniques
uch as ECC or helper-data algorithms [28, 54, 67, 68]. In addition
o temperature dependence, reliability was also evaluated under
ias voltage variations of WLs and BLs. The reference CRPs were
easured at VWL of 4.5 V (VWLref = 4.5 V) and VBL of 0.5 V
VBLref = 0.5 V) at room temperature. For each condition, the
pplied voltages were varied from −20% to +20% in steps of
5%. Figure 5b shows box plots of the measured BER from 1,000
RPs per PUF chip under VWL variations, across all 48 PUF
hips, with the corresponding mean values. Figure 5c presents
he results under VBL variations using the same procedure. At
he maximum fluctuation of −20%, average BERs of 4.71% and
.64% were measured for WLs and BLs variations, respectively,
onfirming the robustness of the PUF system against operating
oltage fluctuations.

e further evaluated the resistance of the proposed PUF system
o ML attacks using the generated CRPs. In addition to the
ntrinsic variations of each PUF chip, modeling resilience was
nhanced by adopting a multi-chip response-combination. In
his method, multiple chips generate independent response bits
nder the same input challenge, and the outputs are combined
hrough a logical XOR operation to produce the final response.
mong the 48 PUF chips demonstrated in this work, three were
elected for this, and their outputs were aggregated to form
ach response bit. ML attack simulations were performed using
hree representative models: LIBLINEAR, LIBSVM, and a multi-
ayer perceptron (MLP). The detailed parameters for each attack
re provided in the Experimental Section. Figure 6a shows the
rediction accuracy of the models as a function of the number
f training samples, with 10,000 unseen CRPs used as the test set.
or theMLP, a 32-1200-1200-1 networkwas trained for 100 epochs,
nd the prediction accuracy for the test data was evaluated.
ven with 200k training samples, all three models converged
o ∼50% accuracy, indicating that unseen CRPs could not be
ffectively learned or predicted. Figure 6b further illustrates the
LP training results: using two non-overlapping CRP sets of 10k
ach for training and testing, the model reached 99.74% accuracy
n the training data after 100 epochs, while the accuracy on
he test data remained at 50.55%. These results confirm that
he CRPs generated by the proposed 3D-NAND flash-based PUF
of 11
system, including those derived from the multi-chip combina-
tion, exhibit strong resistance to ML attacks and maintain high
randomness.

Finally, Table S1 compares our approach with recent NAND
flash-based PUFs in terms of entropy source, demonstration
complexity, multi-chip capability, and key performance metrics.
Unlike prior program- or erase-based s, the proposed method
directly exploits intrinsic string-current variations and uniquely
demonstrates scalable multi-chip PUF operation, enabling a
very large CRP space and stable performance under elevated
temperatures. These results highlight not only the robustness
of the proposed but also its strong potential for deployment
in secure, reliable, and scalable hardware security applications
based on 3D-NAND flash technology.

3 Conclusion

In this study, we presented a PUF system based on a 3D-NAND
flash array that exploits intrinsic string current variations. By
utilizing the high-density configuration of 3D-NAND flash, the
proposed enables the generation of a large number of CRPs
and realizes a multi-chip PUF implementation, in which each
WL layer functions as an independent chip. A 48 × 24 planar
NAND flash array based on CTF memory was fabricated, and
its electrical characteristics were validated. The measured results
confirmed notable variations in string current both within and
across arrays, which were due to process-induced variability and
randomly distributed grain boundaries in the poly-Si channel.
By combining eight arrays, a 48 × 24 × 8 3D-NAND config-
uration was implemented, and the CRPs generated from the
proposed exhibited near-ideal values across key randomness
metrics, including UF, DF, and UQ. Additionally, the extracted
response bits passed both the ACF and NIST tests, confirming
their high randomness and independence. To further assess
robustness under environmental variations, the BER was evalu-
ated under elevated temperatures and fluctuations in WL and BL
bias voltages. With the application of TMV3 under temperature
variation, the BER at 85◦C was reduced to 5.42%. Under ±20%
bias voltage variation, the BER remained below 4.71% in the
worst case without TMV3, demonstrating stable and reliable PUF
Small, 2026
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peration. Finally, ML attack simulations were performed on the
RPs generated by the proposed PUF system using three ML
odels. The results indicated, even after training, unseen CRP
atasets remained unpredictable, confirming strong resilience
nd randomness. These findings demonstrate the robustness and
calability of the proposed 3D-NAND flash-based PUF, indicating
ts strong potential for deployment in practical hardware security
ystems.

Experimental Section

.1 Electrical Measurements

ll the electrical characteristics of the fabricated NAND flash
evice were measured using the Keysight B1500A semiconduc-
or parameter analyzer, with source measure unit (SMU), and
emiconductor pulse generator unit (SPGU). To characterize the
8 × 24 planar NAND flash array, the Keysight E5250A low-
eakage switch matrix and 96-channel probe card were utilized.
or randomness verification of the PUF, the BL current of each
evice in the entire array was sampled under fixed WL and BL
oltages.

.2 ML Attack Simulations

o evaluate the robustness of the generated CRPs against ML
ttacks, simulations were conducted in Python using the scikit-
earn library. Three representative models were considered:
IBLINEAR, LIBSVM, andMLP. TheMLP architecture consisted
f two hidden layers with a 32-1200-1200-1 configuration, where
he 32-bit challenge input encodes the selection of 8 SSLs and
4 BLs, and the output predicts the final response bit (0 or
). Training was performed using stochastic gradient descent
SGD) with a momentum of 0.9, mean square error (MSE) loss,
learning rate of 0.015, and a batch size of 100. To enhance
odeling resistance, responses from three independent PUF
hips subjected to the same challengewere combined into a single
-bit output using a logical XOR operation, and this aggregated
esponse was employed for ML attack prediction.
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