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ABSTRACT

Private transfers on public smart contract blockchains hide transaction values and private transfer links, but accountable privacy
requires controlled auditability. Existing auditable zero-knowledge transfer systems make per-transaction audit information
available to an authorized auditor, but their audit model may allow the auditor to inspect transactions beyond the flow connected
to the authorized audit target. In such a model, granting audit capability for one investigation can expose unrelated transactions or
allow tracing to continue farther than intended. In this paper, we propose token-guided flow tracing for auditable zero-knowledge
smart contract transfers, enabling audit authorization to be scoped to a transaction flow and epoch range. The construction
separates audit authorization from audit capability by introducing a tracing-token manager and an auditor. The auditor can open
audit information only when it holds the auditor secret key, an epoch secret key for an authorized epoch, and a tracing token
associated with the target transaction flow. Direction-specific tracing tokens confine tracing to the authorized direction, while
epoch public keys and a binary key-derivation tree support compact authorization of audit intervals. We analyze security through
ledger indistinguishability, transaction nonmalleability, balance, audit correctness, and restricted audit authorization. Restricted
audit authorization is established in an honest authorization model that assumes the tracing-token manager and the auditor do
not collude beyond explicit audit authorizations; under these assumptions, the auditor cannot open or trace transactions outside
the authorized flow, direction, and epoch scope. Our implementation adds 16,349 transfer-circuit constraints, about 178,000 gas to
each accepted transfer, and 448 bytes to the serialized transfer transaction, showing that scoped auditability can be added with
moderate on-chain overhead.

1 | Introduction links can be observed by parties that are not involved in the
transaction. Privacy-preserving payment systems therefore aim

Public blockchains maintain a distributed ledger without relying
to provide confidentiality, which hides transaction values, and

on a centralized operator, and the ledger contents are visible to
network participants. This ledger transparency is useful for pub-
lic verifiability and data integrity, but it also exposes transaction ~ among their transactions. To achieve these goals while preserv-
information that would normally be considered private. In public ~ ing public verifiability, existing systems have used several cryp-
ledgers, transaction values, account activities, and transaction tographic techniques, including mixing protocols [1],

anonymity or unlinkability, which hides participants or the links
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ring signatures [2], homomorphic encryption [3], commitment
schemes, and zero-knowledge proofs [4].

Existing systems combine these techniques in different ways to
support private transactions across ledger models and deploy-
ment targets. Zerocash [5] provides unspent transaction output
(UTXO)-based anonymous payments by committing to private
coin information and proving validity with zero-knowledge suc-
cinct noninteractive arguments of knowledge (zk-SNARKS). Zeth
[6] adapts the Zerocash approach to Ethereum by implementing
a smart contract mixer without changing the base ledger. Block-
Maze [7] targets stronger privacy in account-model blockchains
using a dual balance model and zk-SNARKSs to hide account
balances, transfer amounts, and links between senders and
recipients.

Privacy alone, however, is not sufficient for many financial appli-
cations. If all transaction information is hidden from the public,
the system must still provide a controlled way to support regula-
tory compliance and anti-money laundering investigations. Sev-
eral systems therefore study how to support auditability while
preserving the privacy of transactions or ledger records [8-14].
These works show that auditability is an essential feature of
private transaction systems, but it also introduces a new concen-
tration of power: an auditor that can open too much information
may learn more than is necessary for a specific investigation.

Azeroth is a recent auditable zero-knowledge-transfer frame-
work designed for account-based smart contract blockchains
[14]. It uses dual accounts, encrypted transfer records, an accu-
mulator, and zk-SNARK verification to support private transfers
through smart contracts without modifying the base ledger. Its
unified transfer procedure avoids exposing the transfer type
through separate contract entry points because deposit, with-
drawal, public transfer, private transfer, and mixed transfers
share the same transaction structure, while public value move-
ments remain visible when public inputs or outputs are nonzero.
Azeroth also supports auditability by encrypting the transaction
information for an authorized auditor. The auditor is an observer
in this process and does not obtain the ability to authorize, mod-
ify, or invalidate valid transfers. Nevertheless, its audit model
remains overly broad. Once the auditor obtains the auditor secret
key, the auditor can decrypt transaction ciphertexts across the
ledger. Furthermore, opening a selected transaction does not
directly identify the spent commitment, so flow analysis over
transactions cannot be performed locally from that transaction
alone.

This observation motivates our goal of supporting transaction-
flow tracing in auditable zero-knowledge transfers while restrict-
ing audit access to the authorized flow and epoch range. The
central problem is not merely how to decrypt a selected transac-
tion, but how to let an auditor follow only the transaction flow
that has been authorized for a concrete investigation. A naive
solution is to require the auditor to ask the manager for permis-
sion whenever it wants to inspect another transaction. This
reduces the auditor’s autonomy, but it is unsuitable for flow
tracing because an investigation starting from one suspicious
transaction may require several adjacent transactions to be
inspected. The manager would then have to remain online and
approve every tracing step.

In this paper, we present a token-guided flow-tracing construc-
tion for auditable zero-knowledge smart contract transfers that
limits audit disclosure to an authorized flow, tracing direction,
and epoch range. The construction separates the authority to
authorize an audit from the ability to open audit information
by introducing a tracing token manager and an auditor. The
restricted audit guarantee assumes that these two parties do
not collude beyond explicit audit authorizations. The tracing
token manager authorizes an audit interval by disclosing epoch
secret-key material, but it cannot decrypt the transaction con-
tents by itself. The auditor can decrypt audit information only
when it has the auditor secret key, an epoch secret key for the
transaction epoch, and a tracing token associated with the trans-
action. Therefore, the auditor does not obtain ledger-wide visibil-
ity from the auditor secret key alone; instead, it follows a
transaction flow using disclosed tracing tokens within epochs
authorized by the disclosed epoch-secret-key material.

The main technical idea is to attach tracing tokens to encrypted
transfer records and update them across transfer transactions. A
disclosed tracing token enables the auditor to test ledger transac-
tions and derive adjacent tracing tokens only along the corre-
sponding transaction flow, covering both transfers of a note
and successive transfers by the same user. To prevent a tracing
authorization from extending to the opposite direction, our con-
struction derives direction-specific forward and backward tokens
from a base tracing token. Thus, a token for backward tracing
does not give the auditor the ability to continue tracing forward
from a previously reached transaction. To restrict auditing to
authorized epochs, we generate each auditor ciphertext under
the active epoch public key. The tracing token manager derives
epoch secret keys from a binary key-derivation tree instantiated
by a pseudorandom function (PRF), so an authorized audit inter-
val can be represented by a compact set of disclosed tree nodes
rather than by one secret key per epoch.

This paper makes the following contributions.

« We observe that audit mechanisms based on auditor-
encrypted transaction records can give broader visibility
than a case-specific investigation requires: an auditor with
the audit key may be able to open unrelated transactions,
whereas the intended audit scope should be limited to the
relevant flow, tracing direction, and epoch range.

« We propose a token-guided audit mechanism for auditable
zero-knowledge smart contract transfers. The construction
separates audit authorization from audit capability using a
tracing-token manager and an auditor and uses direction-
specific tracing tokens to support forward and backward
flow tracing without releasing the base tracing token.

« We add epoch-scoped audit authorization using epoch keys
derived from a binary key-derivation tree, enabling compact
disclosure for audit intervals.

» We analyze security through ledger indistinguishability,
transaction nonmalleability, balance, audit correctness,
and restricted audit authorization in an honest authoriza-
tion model under the stated cryptographic assumptions,
assuming that the tracing token manager and the auditor
do not collude beyond explicit audit authorizations.
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« We implement the transfer and registration circuits and the
smart contract functions and compare the overhead over
Azeroth in terms of circuit constraints, gas cost, transaction
size, and client-side running time.

2 | Related Work

Auditability and accountability in distributed payment systems
have been systematized as regulatory requirements that must be
balanced with transaction privacy [15]. In this section, we distin-
guish accountability based on disclosure from auditability by an
authorized auditor. Accountability based on disclosure means
that a user voluntarily reveals payment information to a third
party. In contrast, auditability by an authorized auditor refers to a
mechanism that allows an auditor or authority to obtain audit
information without relying on voluntary disclosure.

2.1 | Private Payment Systems

Zerocash [5] provides anonymous payments in the UTXO model by
hiding coin ownership and transaction values with commitments
and zero-knowledge proofs. Zeth [6] adapts Zerocash to Ethereum
by implementing a smart contract mixer without changing the base
ledger. Zether [3] adapts confidential payments to the account-
based smart contract setting using additively homomorphic ElGa-
mal encryption and zero-knowledge proofs [16]. It hides balances
and transferred amounts, but it does not fully hide the identities of
the transaction parties, and its unlinkability support is limited by
the size of the anonymity set. BlockMaze [7] uses a dual balance
model and zk-SNARKs to hide balances, transferred values, and
sender-receiver links. However, it is not designed as a deployable
smart contract layer construction.

Some private payment systems also provide disclosure or viewing
features that can support accountability. QuisQuis [17] proposes
an account-based anonymous cryptocurrency design based on
updatable public keys and zero-knowledge arguments. Omniring
[18] formalizes ring confidential transactions. It discusses track-
ability and viewability extensions in which a user delegates track-
ing or viewing keys for incoming transactions. Lelantus Spark
[19] provides private transactions with flexible transaction struc-
tures and supports opt-in visibility through incoming and full
viewing keys. These systems [17-19] provide anonymity set-
based privacy. Zcash [20] defines viewing keys that separate
the viewing capability from the spending capability.

Solidus [21] supports bank-intermediated confidential ledger
transactions using publicly verifiable ORAM. It hides transaction
values and user-level account links while the transacting banks
remain visible. In Solidus, a bank is both a ledger participant that
maintains customer accounts and a party that can enable trans-
action-level audit visibility by disclosing decrypted logs or shar-
ing decryption keys. In contrast, our tracing token manager is not
a ledger participant and cannot audit transactions by itself.

2.2 | Auditable Systems With Authorized Auditors

zkLedger [8] supports privacy-preserving auditing for ledgers
maintained by organizations. It hides transaction values and

relationships, while its auditor checks aggregate ledger queries
and accounting properties with cryptographic proofs. Thus,
zkLedger provides confidentiality and unlinkability, but its
audit scope is aggregate rather than transaction level, and its
cost grows with the number of organizations. FabZK [9]
extends Hyperledger Fabric with privacy-preserving and audit-
able smart contracts by storing encrypted transaction data,
anonymizing payer-payee relationships, using commitments
and zero-knowledge proofs for validation, and supporting
automated audit over encrypted data. Its audit validates
encrypted smart contract execution in a permissioned setting
rather than giving an auditor unrestricted plaintext access to
the transaction contents. Auditable token payments [11] pro-
vide a UTXO-based privacy-preserving token management sys-
tem for permissioned blockchains. They conceal values and
sender-receiver relationships while encrypting transfer infor-
mation for the auditors assigned to the relevant users. Because
each user is assigned an auditor at registration, the disclosed
transaction information is scoped to the users whose auditors
receive the corresponding ciphertexts. If all users are assigned
to the same auditor, this deployment can give that auditor
ledger-wide visibility.

PGC [10] provides confidential payments with auditability using
additively homomorphic public-key encryption. Its audit mech-
anism lets an external party specify a set of transactions and ask
the participant to prove policy compliance without revealing the
underlying transaction values. Its unlinkability support is lim-
ited in practice because anonymity-set-based extensions
increase the transaction cost with the set size. ASOZ [12] is
based on the Zerocash framework and combines strong trans-
action privacy with full transaction auditability in a global mix-
ing setting, where an auditor can open transaction-level
information. PARScoin [13] studies privacy-preserving stable-
coin payments with auditability, but its audit target is reserve
sufficiency: the auditor checks whether the off-chain reserve
covers the total stablecoin supply rather than opening individ-
ual transfer amounts.

Azeroth [14] provides auditable zero-knowledge transfers in a
public smart contract setting. Its audit model is practical
because an authorized auditor can open transaction-level audi-
tor ciphertexts without user cooperation or a new authorization
step for each transaction. However, the auditor receives ledger-
wide audit visibility once it holds the auditor secret key. Our
construction keeps the same deployment target and transaction-
level audit capability but changes the granularity of audit
authorization.

2.3 | On/Off-Chain Cooperation

Several smart-contract systems outside payment settings use the
ledger for auditable coordination while keeping sensitive compu-
tation off the chain. SPDS [22] records data-usage policies and
auditable usage logs on a blockchain for smart-grid data sharing,
while executing confidential data processing in an off-chain
trusted execution environment. SEAL [23] uses smart contracts
and hashchain-based micropayments for fair exchange in UAV
computation offloading, together with an off-chain auction pro-
tocol for bid privacy.
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TABLE 1 | Comparison of related systems.

System Properties
Name Model Deployment Unlink. Conf. Audit Audit granularity
Zerocash/Zcash [5, 20] UTXO Platform v X —
Lelantus Spark [19] UTXO Platform AN v X —
Omniring [18] UTXO Platform A v X —
ASOZ [12] UTXO Platform v v v Ledger-wide tx-level data open
Auditable token payments [11]  UTXO Permissioned v v v Assigned-user tx-level data open
FabZK [9] Account  Permissioned v v v Ledger-wide tx-level validation check
QuisQuis [17] Account Platform A v X —
Solidus [21] Account Platform A v A Bank mediated tx-level data open
BlockMaze [7] Account Platform v v X —
PGC [10] Account Platform A v v Policy compliance check
PARScoin [13] Account Platform v v 4 Reserve sufficiency check
zkLedger [8] Account Platform v v 4 Aggregated value check
Zeth [6] Account  Smart contract v v X —
Zether [3] Account  Smart contract A v X —
Azeroth [14] Account  Smart contract v v v Ledger-wide tx-level data open
Ours Account  Smart contract v v v Token-guided flow tracing with epoch-

scoped tx-level data open

Note: “Unlink.” denotes ledger-level unlinkability of the private transfer relation; for ours, it refers to hidden private commitment flow, not sender-
address anonymity against the contract. /A denotes anonymity set based or limited link hiding. “Audit” denotes auditability by an auditor or authority,
excluding voluntary viewing-key disclosure; A denotes indirect or institution-mediated audit support. “Audit granularity” summarizes what information

or compliance conditions can be checked through the audit mechanism.

These works address different application domains from ours,
but they illustrate a common design pattern in which the ledger
provides accountability or settlement while sensitive computa-
tion remains off-chain. Our work uses a related separation in a
different setting. Transfer validation remains on the chain,
whereas audit authorization and tracing are performed off the
chain using cryptographic material scoped to a transaction flow,
tracing direction, and epoch range.

Table 1 summarizes the comparison among the private payment
and auditable transfer systems. Since the compared systems pro-
vide transaction confidentiality, the main distinctions lie in the
degree of unlinkability and audit granularity.

3 | Preliminaries

The security parameter is denoted by A. A function negl(4) is
negligible if it is smaller than the inverse of every polynomial for
sufficiently large 1. An algorithm is PPT if it runs in probabilistic
polynomial time in 4. For a finite set S, x «S means that X is
sampled uniformly from S. The notation y < Alg(x) means that
algorithm Alg is run on input x and returns y. The symbol ||
denotes concatenation. We write &/ for an adversary with oracle
access to 0, and use st to denote local state passed between stages
of an adversary. We use F for the scalar field and let G denote a
generator of the underlying group. For d>1 and j€ [0,2% - 1],

bing(j) denotes the d-bit zero-padded binary representation of j
with the most significant bit first.

3.1 | zk-SNARK

Let & be a relation for an NP language &5 = {x: 3 w such that
(x, w) € R}. A zk-SNARK for % is a tuple of PPT algorithms
SNARK = (Setup, Prove, Verify) with the following syntax.

« pp < SNARK.Setup(1, #): on input the security parame-
ter A and the relation %, the setup algorithm outputs public
parameters pp.

« =< SNARK.Prove(pp,x,w): on input public parameters
pp, a statement x, and a witness w, the proving algorithm
outputs a proof z.

« b < SNARK.Verify(pp, x, 7): on input public parameters pp,
a statement x, and a proof z, the verification algorithm outputs
b=1 if x is accepted for x, and outputs b = 0 otherwise.

3.1.1 | Completeness

A zk-SNARK satisfies completeness if, for every (x, w) € %,
Pr[SNARK.Verify(pp,x, z) = 1|
pp < SNARK.Setup(4, %)
7« SNARK.Prove(pp.x,w) |

s
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3.1.2 | Knowledge Soundness

A zk-SNARK satisfies knowledge soundness if, for every PPT
adversary </, there exists a PPT extractor & such that

SNARK . Verify(pp,x,7) = 1A
T
(x,w) &€ R

pp < SNARK.Setup(4, %),

1(A).
(x.m).w) < (4] ) (PP) } < negll?)

Here, (¢/||€)(pp) denotes the execution of o/ with extractor &, in
which ¢/ outputs (x,z) and & outputs w given access to o/’s
execution.

3.1.3 | Zero-Knowledge

A zk-SNARK satisfies zero-knowledge if there exists a PPT simu-
lator § = (Sgetyp- Sprove) such that, for every PPT distinguisher &
and every (x, w) € %,

Pr| D(X,pp.x.7)=1

pp < SNARK.Setup (2, %).
7 < SNARK.Prove(pp, x, w)

(ﬁ’td) - SSetup(/L R), :| snegl(/l).

Pr| 9(%.pp.x.7)=1|"_ =
[ ( ) 7 < Sprove (pp., td,x)

The simulator receives each statement but not its witness. Here,
td denotes simulator only auxiliary information.

3.1.4 | Succinctness

A zk-SNARK satisfies succinctness if the proof size and verifica-
tion time are polynomial in 4 and polylogarithmic in the wit-
ness size.

3.2 | Collision-Resistant Hash

Let ., and %, denote the message space and output space,
respectively. A hash function CRH is a deterministic polyno-
mial-time function CRH: ., — %,. We write y=CRH(m).
When CRH is applied to a tuple, the tuple is encoded injectively;
for notational simplicity, we omit the encoding and the public
hash-function description. We require CRH to satisfy collision
resistance and preimage resistance.

3.2.1 | Collision Resistance

For every PPT adversary &,

b m#m A
' CRH(m) = CRH(m’)

(m,m’) « M(ll)} <negl(2).

3.2.2 | Preimage Resistance

For every PPT adversary ,

mi/%i,
Pr{ CRH(m') =y y < CRH(m),
m’<—¢sz/(1‘,y)

<negl(2).

3.3 | PRF

We write PRF,(m) for a PRF evaluated on input m under key k.
Pseudorandomness means that no PPT adversary with oracle
access can distinguish PRFy(-), for a uniformly sampled key k,
from a truly random function with the same domain and range,
except with negligible advantage. When PRF outputs are used as
public identifiers, we additionally assume collision resistance
over key-input pairs: no PPT adversary can find distinct pairs
(k,m) # (k', m") such that PRF(m) = PRF (m’), as in Zerocash
[5]. We additionally assume that PRFy is preimage resistant with
respect to its input even when Kk is known.

3.4 | Commitment Scheme

A commitment scheme CM = (Setup, Com, Open) consists of
the following PPT algorithms.

« pp < CM.Setup(4): on input the security parameter 4, the
setup algorithm outputs public parameters pp.

« cm <« CM.Com(pp, m; 0): on input public parameters pp, a
message m, and opening randomness O, the commitment
algorithm outputs a commitment cm.

« b« CM.Open(pp,cm,m,0): on input public parameters
pp, a commitment cm, a message m, and opening random-
ness 0, the opening algorithm outputs b=1 if cm is a valid
commitment to m with opening randomness 0, and outputs
b =0 otherwise.

We require CM to satisfy binding and hiding. Binding means that
no PPT adversary can output a commitment together with valid
openings to two distinct messages, except with negligible proba-
bility. Hiding means that commitments to any two messages are
computationally indistinguishable.

3.5 | Accumulator

An accumulator ACC = (Setup, Add, CreateMem, VerifyMem)
represents a set of elements by a succinct accumulator state acc.
It consists of the following PPT algorithms.

« (pp,acc) « ACC.Setup(4): on input the security parame-
ter 4, the setup algorithm outputs public parameters pp and
an empty accumulator state acc.

« acc’ < ACC.Add(pp,acc,u): on input public parameters
pp, an accumulator state acc, and an element u, the update

IET Information Security, 2026
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algorithm inserts u and outputs the updated accumulator
state acc’.

« o < ACC.CreateMem(pp, acc, List,u): on input public
parameters pp, an accumulator state acc, an element list
List, and an element u, the membership proving algorithm
outputs a membership proof .

« b« ACC.VerifyMem(pp, @, acc, u): on input public param-
eters pp, a membership proof w, an accumulator state acc,
and an element u, the verification algorithm outputs b =1 if
w is a valid membership proof for u with respect to acc, and
outputs b =0 otherwise.

Correctness requires that honestly generated membership proofs
for accumulated elements verify. Soundness requires that no PPT
adversary can produce a valid membership proof for an element
that is not contained in the accumulated set, except with negligi-
ble probability.

3.6 | Symmetric-Key Encryption

A symmetric-key encryption scheme SE consists of three PPT
algorithms SE = (Gen, Enc, Dec) with the following syntax.

« k < SE.Gen(4): on input the security parameter 4, the key
generation algorithm outputs a secret key k.

+ sct « SE.Ency(m): on input a key k and a message m, the
encryption algorithm outputs a ciphertext sct.

+ m « SE.Decy(sct): on input a key k and a ciphertext sct,
the decryption algorithm outputs a message m or L.

3.6.1 | Correctness

For every message m in the message space,

k —« SE.Gen(2),
Pr|SE.Decy(sct) =m =1

sct < SE.Ency(m)

3.62 | IND-CPA Security

SE satisfies indistinguishability under chosen-plaintext attacks
if, for every PPT adversary of = (o, o>),

k « SE.Gen(4),
(mg.my.st) - /2201,
b&{0,1}, -5 < negl(4),
sct* « SE.Ency(my),

b« d5EE0) (st sct)

Pr|(b'=b

where my and m; have the same length.

3.6.3 | IK-CPA Security

SE satisfies key indistinguishability under chosen-plaintext
attacks if, for every PPT adversary of = (¢/,, o/,),

ko < SE.Gen(1), k; « SE.Gen(4),
1SE.EncK0(~),SE.Enck1(-)(1/1)7

b&{0,1}, _% <negl(d).

sct* < SE.Enc,, (M),
SE.Ency, (-).SE.Enc, (+)
2

(m, st) « o
Pr|b'=b

Ve—do (st, sct*)

3.7 | Key Encapsulation Mechanism

A key encapsulation mechanism KEM consists of four PPT algo-
rithms KEM = (Gen, PubDerive, Encap, Decap) with the fol-
lowing syntax.

« (sk,pk) « KEM.Gen(A): on input the security parameter 4,
the key generation algorithm outputs a secret key sk and a
public key pk.

« pk <« KEM.PubDerive(sk): on input a secret key sk, the
public-key derivation algorithm outputs the corresponding
public key pk.

« (ek, epk,aux) < KEM.Encap(pk): on input a public key
pk, the encapsulation algorithm outputs an encapsulated
key ek, an ephemeral public key epk, and auxiliary witness
data aux. The value epk is the public encapsulation value
sent to the decapsulator.

« ek « KEM.Decap(sk, epk): on input a secret key sk and an
ephemeral public key epk, the decapsulation algorithm out-
puts an encapsulated key ek or L.

The value aux denotes encapsulation randomness or auxiliary
witness data that can be used to prove correct encapsulation.

3.7.1 | Correctness

For every key pair (sk. pk) generated by KEM.Gen,

Pr[ KEM.Decap(sk, epk) = ek |
(ek, epk, aux) < KEM.Encap(pk)] = 1.

3.7.2 | Key Indistinguishability

Let %, denote the encapsulated-key space. KEM satisfies key
indistinguishability if, for every PPT adversary </,

(sk, pk) <« KEM.Gen(4),

(eko, epk, aux) < KEM.Encap(pk),

Pr|b' =b
b&{0,1},

b« o (1%, pk, epk, eky)

Thus, the encapsulated key is computationally indistinguishable
from a uniformly random key given the public key and the
ephemeral public key.

When pk is a tuple of public keys and decapsulation requires the
corresponding tuple of secret keys, we require the key
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indistinguishability property even against an adversary that
knows any strict subset, but not all, of the corresponding
secret keys.

3.8 | Public-Key Encryption

A public-key encryption scheme PE consists of three PPT algo-
rithms PE = (Gen, Enc, Dec) with the following syntax.

+ (sk,pk) < PE.Gen(1): on input the security parameter 4,
the key generation algorithm outputs a secret key sk and a
public key pk.

+ (pct, aux) < PE.Ency(m): on input a public key pk and a
message m, the encryption algorithm outputs a ciphertext
pct and auxiliary witness data aux.

« m < PE.Decg(pct): on input a secret key sk and a cipher-
text pct, the decryption algorithm outputs a message mor L.

The value aux denotes encryption randomness or auxiliary wit-
ness data that can be used to prove correct encryption.

3.8.1 | Correctness

For every message m in the message space,

(sk, pk) < PE.Gen(4),
Pr|PE.Decg(pct) =m =1.
(pct, aux) < PE.Ency(m)

3.82 | IND-CPA Security

PE satisfies indistinguishability under chosen-plaintext attacks
if, for every PPT adversary o = (o, o>),

(sk, pk) < PE.Gen(4),
(Mo, My, st) « o, (pk), 1
b&{0,1}, —3|< negl(4),
(pct*, aux*) « PE.Encp (my),
b« o, (st, pct*)

Pr|{b'=b

where my and m; have the same length.

3.8.3 | IK-CPA Security

PE satisfies key indistinguishability under chosen-plaintext
attacks if, for every PPT adversary of = (¢/,, o/,),

i (sko, pky) < PE.Gen(2),]
(sky, pk;) < PE.Gen(2),
Prlb —b (m, st) « o/, (pko. PKy). B
b&{0,1},
(pet*, aux*) « PE.Ency, (M),

b« o, (st, pct*) |

<negl(3).

3.9 | Digital Signatures

A digital signature scheme SIG = (Gen, Sign, Verify) consists of
the following PPT algorithms.

+ (sk,vk) < SIG.Gen(4): on input the security parameter 4,
the key generation algorithm outputs a signing key sk and a
verification key vk.

« ¢ < SIG.Sign(sk, m): on input a signing key sk and a mes-
sage m, the signing algorithm outputs a signature o.

« b« SIG.Verify(vk,m,s): on input a verification key vk, a
message m, and a signature o, the verification algorithm
outputs b=1 if ¢ is valid for m under vk, and outputs b=
0 otherwise.

Correctness requires that honestly generated signatures verify
under the corresponding verification key. We require SIG to
satisfy existential unforgeability under chosen-message attacks
(EUF-CMA). For any PPT adversary with signing-oracle access,
the probability that it outputs a valid signature under vk on a
message not previously submitted to the signing oracle is
negligible.

4 | Construction

This section presents our construction for token-guided flow trac-
ing in auditable zero-knowledge smart contract transfers. It pre-
serves Azeroth’s core transfer workflow while adding tracing
tokens, a tracing token manager, and epoch keys for restricted
audit authorization, incorporating them into the account state,
commitments, ciphertexts, and transfer proof used by the transfer
protocol. The goal is to replace ledger-wide auditor visibility with
restricted audit capability: according to the intended authoriza-
tion policy, the manager authorizes an audit interval by releasing
tracing tokens and epoch secret key material, and the auditor
uses the released direction-specific tracing tokens and derived
epoch secret keys to perform the authorized audit and follow
only the corresponding transaction flow. This guarantee relies
on role separation and assumes that the manager and auditor
do not collude beyond explicit audit authorizations.

4.1 | Overview

Following Azeroth, our construction keeps the unified transfer
procedure zkTransfer for deposit, withdrawal, public transfer,
private transfer, and their mixed forms. Rather than introducing
separate contract functions for different transfer types, we extend
the unified procedure with the components needed for token-
guided flow tracing and epoch-scoped audit authorization. This
keeps the design compatible with a ledger-based smart contract
setting while adding moderate on-chain overhead, mainly from
additional ciphertexts, public inputs, and state updates.

To reduce the authority of the auditor, we introduce an addi-
tional manager. A simple way to restrict the auditor would be
to require it to request permission from the manager for each
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FIGURE 1 | Overview of token-guided flow tracing with epoch-scoped authorization.

transaction to be inspected. However, this approach is unsuitable
for tracing the transaction flows. Once an investigation starts
from a suspicious transaction, the auditor may need to inspect
several connected transactions, and asking the manager for every
adjacent transaction would require repeated interactions. More-
over, the original audit mechanism of Azeroth does not directly
support flow tracing from a selected transaction. Even after an
auditor decrypts a transaction, the decrypted information does
not identify the spent commitment. Thus, reconstructing a trans-
action flow requires decrypting and correlating transaction infor-
mation across the ledger.

To address these issues, we attach tracing tokens to encrypted
notes and propagate them through transfer transactions. Given
an authorized starting token, the auditor can follow the corre-
sponding transaction flow without requesting a new authoriza-
tion for every step. However, using only one tracing token is too
coarse. If a single token was used for all directions, an auditor
who is allowed to trace backward from a selected transaction
could also obtain information that should be reachable only in
the forward direction. For instance, after reaching the transac-
tion that created the spent commitment, the auditor could con-
tinue to trace later transactions derived from that point, although
the intended permission is to inspect only the preceding flow.
Therefore, our construction derives a forward token and a back-
ward token from one base tracing token. The forward token
enables forward tracing, and the backward token enables back-
ward tracing. The transfer ciphertexts were then arranged so that
these direction-specific tokens were updated consistently across
token transitions.

We additionally use epoch keys to bind the tracing capability to
explicitly authorized epochs. Even if the auditor obtains a valid
tracing token, it can open or trace a transaction only for epochs
for which it has the corresponding epoch secret key. If the

manager generated and disclosed epoch keys independently for
each epoch, the amount of communication would be linear in the
length of the audit interval. To reduce this cost, the manager
derives epoch secret keys from a binary key-derivation tree
instantiated with a PRF. For an authorized audit interval, the
manager discloses a compact set of tree nodes, and the auditor
derives the required leaf epoch secret keys locally.

Figure 1 shows an example of token-guided flow tracing with
epoch-scoped authorization across epochs i—1, i, and i+ 1.
Arrows show note-spending links from a transaction that creates
a commitment to a later transaction that spends it, while transac-
tions aligned in the same sequence illustrate same-user token
updates. Starting from a suspicious transaction, the auditor fol-
lows this transaction flow only through transactions that can be
opened with a disclosed direction-specific tracing token and the
authorized epoch secret key.

4.2 | System Model and Data Types
4.2.1 | Account Model

We follow Azeroth’s dual account model. Each user has an exter-
nally owned account EOA and an encrypted account ENA. The
EOA is the ordinary public account managed by the underlying
blockchain and is used for public token transfers to and from the
smart contract. The ENA is maintained by the smart contract as
an encrypted balance ENA[addr], and only the user holding keya
can decrypt its value.

4.2.2 | Entities and Contract State

The system consists of users, a smart contract, a tracing-token
manager M, and an auditor A. A user owns a public key upk =
(addr, pkown, Pky) and a secret key usk = (Kgna, SKowns SKus
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T, o"). The address addr is the public account identifier used for
the encrypted balance introduced above. The pair (sky, pky) is a
public-key encryption key pair used to deliver notes. Following
Azeroth, a note denotes the private data required to spend a
commitment, including the transferred value, the commitment
opening, and the associated on-chain commitment. The value
SKown is used to derive nullifiers, which prevent double-spending.
It also determines pkoy,, and authorizes spending. In order to
spend a note associated with addr, the prover must show knowl-
edge of the corresponding Sko,. In our construction, to support
tracing, each user maintains only its current tracing token T
together with the corresponding commitment opening o'. When-
ever the token is updated, the new token is sampled indepen-
dently and uniformly rather than derived from its predecessor
and replaces the previous token.

The smart contract maintains the accumulator state, the set of
registered addresses, used nullifiers, created commitments,
encrypted account balances, and the public parameters required
for verification and auditing. Following Azeroth, a commitment
denotes an on-chain hidden transfer output. The accumulator
compactly represents the set of all created commitments, and a
transfer proof uses it to prove the membership of the spent com-
mitment without revealing which commitment is spent. Com-
pared with Azeroth, the additional contract state consists of the
tracing-token manager public key PKy,, the active epoch public
key PK,, the current epoch index EPOCH, the epoch-key verifi-
cation key VKE, a token commitment map CM+[addr], and a set
Listiag of used tracing-token tags. For each tracing token T, its
public tag is defined as tagr = PRF(“tag”). Because this tag is
deterministic, the contract can detect reuse of T for a new token
state by rejecting a registration or transfer if the tag already
appears in Listy,g; otherwise, it records the tag. The token com-
mitment map associates each registered sender address with a
commitment to the current tracing token stored in the sender’s
secret state. During a transfer, the zero-knowledge proof shows
that the old token commitment opens to the sender’s old token
and that the new token commitment is formed correctly.

4.2.3 | Audit Tracing Tokens and Epoch Keys

To support tracing in both directions of a transaction flow, the
audit mechanism uses direction-specific tracing tokens. Instead
of storing separate forward and backward tracing tokens, a user
stores a single token T and derives a forward token FT and a
backward token BT from it:

FT = PRFr(“fwd”), BT = PRF1(“bwd”).

Each recipient receives the base tracing token T as part of the
private note delivered in a transfer. During a transfer, the sender
uses both the token carried by the spent note and the sender’s
account-level token and generates a new account-level token
associated with that transfer.

An auditor’s tracing capability is determined by the disclosed
direction-specific token. In this paper, the transaction flow
includes both same-user token-chain transitions and note-spend-
ing transitions through output commitments. Given a forward
token FT, the auditor can trace one step forward, either along the

same user’s transaction chain or to a later transaction that spends
the output commitment. Given a backward token BT, the auditor
can trace one step backward, either along the same user’s trans-
action chain or to the transaction that created the input commit-
ment. For bidirectional authorization, the tracing-token manager
discloses both direction-specific tokens FT and BT rather than
the base token T, allowing the auditor to start tracing in either
direction without learning the base token itself.

Epoch keys restrict audit decryption to an authorized range of
epoch indices in the accepted ledger. The tracing-token manager
derives epoch secret keys from a binary key-derivation tree and
publishes signed epoch public keys with their eligibility times.
Let N > 2 be the public maximum number of epochs supported by
one tree, and let d = [log, NJ]. The binary key-derivation tree
has its root at depth 0 and 29 leaves at depth d. Left and right
edges are labeled 0 and 1, respectively. A node is identified by its
path p € {0, 1}=9. Let ¢ denote the empty bit string identifying
the root, and let z, denote the secret of node p. We set 7, = msk,
and, for b € {0, 1}, derive each child secret as

Tpr = PRFTp (b)

Epoch j€[0,N —1] is assigned to the leaf labeled biny(j); equiva-
lently, epoch indices are mapped to leaves in increasing order
from left to right. The secret of this leaf is used as the epoch secret
key, and its corresponding public key is

SKel[i] = Tving () PKe[j] = KEM.PubDerive(ske[j]).

If N<29, leaves N,...,2% —1 are unused. The smart contract
accepts an epoch public key only when its eligibility time has
passed and the signature is valid.

For a valid inclusive authorization interval I = [jy,};], the man-
ager computes its cover recursively. For a node with path p, let
h=|p| and let k be the integer value of p, with the empty root
path p =e¢ interpreted as k= 0. This node covers the leaf interval.

[k-29" (k41) - 29" —1].

Starting from the root, the manager discards a node if its leaf
interval is disjoint from I. If the node’s leaf interval is contained
in I, the manager selects the node and does not visit its descen-
dants. Otherwise, the manager applies the same rule to its two
children. The disclosed set Sg contains the path p and PRF-
derived secret 7, of each selected node. Since a node is selected
as soon as its complete leaf interval is contained in I, the selected
nodes are the maximal contained subtrees and form a minimum-
size set of tree nodes whose descendant leaves are exactly jo, ..., j1-
The auditor derives the covered epoch secret keys from these
disclosed node secrets. The cover contains at most 2d nodes.

4.2.4 | Transaction Ciphertexts

« User ciphertext pcty. It is intended only for the receiver and
encrypts (v, addr, T, o) to pky, where Vv is the private value,
addr is the receiver address, T is the received tracing token,
and o is the commitment opening. Together with the public
output commitment cm included in the transaction, the
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private value, tracing token, and opening define the spend-
able note (v, T, 0, cm).

 Auditor ciphertext pcty. It is generated with respect to pka
and PK,, which are the auditor and active-epoch public
keys for KEM. It contains encrypted audit information for
the transaction, such as the private output value, receiver
address, and output commitment, but it does not reveal the
base tracing token T directly. It can be opened only by an
auditor holding the auditor secret key skja, the required
epoch secret key, and the appropriate direction-specific
token, either FT or BT.

« Tracing-token manager ciphertext pcty. It is encrypted
under the tracing-token manager public key pky and con-
tains the tracing token T associated with the transaction.
Since pcty, is included in the on-chain transaction, the man-
ager need not maintain a separate token database and can
recover the token from the ledger when authorization is
required. From pcty, the manager recovers only T; without
skp, it cannot recover the confidential audit information
protected by pcta. When granting authorization, the man-
ager derives the authorized subset of {FT,BT} from the
recovered base token and discloses only those direction-
specific tokens to the auditor.

4.2.5 | Unified Transfer and Value Types

Our construction inherits Azeroth’s unified transfer interface, in
which a transfer contains both public and private value compo-
nents. We use VP*° and vPey for values entering from the sender’s
public account and leaving to a receiver public account, respec-
tively. We use v for the value obtained from a previously
created commitment and vgﬂ}' for the value hidden in the newly
created output commitment. The encrypted account value Vgya
is updated so that the total input and output values are balanced:
priv
out

pub
out *

e —yeld PV P PE
A unified transfer may take value from the sender’s public
account EOA, the sender’s encrypted account ENA, and an input
private note, and it may output value to a receiver public account,
the sender’s updated encrypted account, and a new private note.
Depending on the transfer type, some of these value components
may be set to zero. The new private note data is delivered to the
receiver through pcty. Hence, deposits, withdrawals, public
transfers, private transfers, and mixed transfers are expressed
by the same balance equation.

4.3 | Algorithms

We now describe the construction algorithms. Algorithm 1 gives
the on-chain procedures, while Algorithms 2 and 3 list the client-
side procedures, split for presentation clarity. Algorithm 2 covers
setup, epoch-key update preparation, and user registration; Algo-
rithm 3 covers transfer construction, auditor audit and tracing,
and user note retrieval. Algorithm 4 specifies the zero-knowledge
relation verified by the contract.

ALGORITHM 1 | Smart contract algorithms.

Setupsc(Txger)

parse TXger as (PPacc, PPkau»> PPzkT, acc, pku, pka, kg,
pke)

List,c-Append(acc)
PPxau < PPkau
PPzkr < ppz«r
PPacc < PPacc
PKy < pku

PKa < pka

PKe < pke

VKe < vke
EPOCH < 0

UpdateEpochKeysc(Txyek)
parse TXygk as (j, PKe, t, o)
assert block.timestamp > t
assert ] = EPOCH + 1
assert SIG.Verify(VKg, addrgc || chainid ||j || pke ||, o)) = 1
PKe < pke
EPOCH «j

RegisterUsersc(Txkgu)
parse Txkgy as (z, addr, cm', tagr)
assert addr ¢ Listygqr
assert tagr & Listyg
x :=(addr, cm', tagy)
assert SNARK.Verify(PPkgy, x, 7) = 1
List,qqr-Append(addr)
Listiag-Append(tagr)
CM+[addr] « cmT
ENA[addr] < 0

zkTransfergc(TXzkt)
parse Txzxr as (7, acc, nf, upk®e"d, cmy,q,,, SCtENA, Vi‘;ub, Vgﬂtb ,
pcty, EOA™, cml.,, tagr, pcta, pcty, epoch)
parse upk®e" as (addrsend, _, )
assert epoch = EPOCH
assert addrs®™® ¢ List,yq
assert acc € List,,
assert nf ¢ Listy

assert CMmye,, & Listyy

(continued)
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ALGORITHM 1 | (Continued)

ALGORITHM 2 | (Continued)

assert tagr & Listyg

X : =(PKMa PKAs PKe, acc, nf,
ENA[addreed], sctElA,

upksed,  cMpey,

vi‘:]”b, vgﬂf’ pcty, CM[addrse™d], ecm/,,,, tagr, pcta, pcty,

EOAe)
assert SNARK.Verify(PPzr, x, 7) = 1
CMy[addre™] « cm/,,
ENA[addrsend] « sctENA
List,m.-Append(cmpey)
EOA®®"d « msg.sender
aCCpeyw < ACC.AdA(PPacc, Listyee.TOp, CMyey)
Listaec.Append(accney)
List.s.Append(nf)
Listig-Append(tagr)
if vP*° > 0 then TransferFrom(EOQAse", this, vP'*)

in
if VP > 0 then Transfer(EOQA™, voUP),

ALGORITHM 2 | Client algorithms (Part 1).

Setupgiient(d, Zxau, Zzkt> N, addrgc, chainid)

ppcv < CM.Setup(1)
(Ppacc, acc) < ACC.Setup(1)
pprkcu < SNARK.Setup(1, %Zkau)
ppzkt < SNARK.Setup(4, ZzxT)
PP :=(PPcm: PPAacc: PPKkaUs PPzKT)
(skm, pkm) < PE.Gen(1)
(ska, pka) < KEM.Gen(1)
(skg, vkg) < SIG.Gen(1)
mskg 5.4 F
d < [log, N]
7, < Mskg
for each j € [0,N-1] do

let bing(j) = by -+ by

p<«e

fort = 1toddo

Tp|p, < PRF, (by)
P < pllb

skelj] < 7

pke[j] « KEM.PubDerive(skelj])

let t; denote the eligibility time of epoch j

(continued)

oj < SIG.Sign(skg, addrgc || chainid || j || pke [j] Il t;)
BBE[j] : =, pkel[i, tj, o7
Txset :=(PPacc: PPkaus PPzkT, 8CC, Pk, PKa, VKe, PKe[0])
return pp, (sky, pky, Mske), (ska, pKa), BBg, TXseT
UpdateEpochKeycjient(BBE, j)
parse BBE/j] as (j, pke, t, o))
Txuek 1=, PKe, t, o))
return TXygk
KeyGenUsersgjient(4, pp)
parse pp as (PPcums —» PPkaU> )
(sky, pky) < PE.Gen(2)
kena < SE.Gen(1)
SKown iIF
TEF
ol &F
ecm’ « CM.Com(ppcm, T; 07)
tagr < PRF1(“tag”)
PKown < CRH(SKown)
addr < CRH(pkown Il PKy)
usk : = (Kena, SKown> SKy, T, 07)
upk :=(addr, pkown, PKy)
x :=(addr, cm’, tagy)
w:=(T,0")
7z < SNARK.Prove(ppkgu, X, w)
Txkeu : = (z, addr, cm’, tagr)

return (usk, upk), Txkgu

Algorithm 1 maintains the public ledger state. The procedure
Setupsc parses the setup transaction and initializes the empty
accumulator state, zk-SNARKs verification parameters, tracing-
token manager public key, auditor public key, epoch-key verifi-
cation key, and initial epoch public key. The procedure
RegisterUsergc registers a user address together with an initial
token commitment and a token tag. It verifies that the tag is fresh
and that the registration proof binds the tag and the commitment
to the same initial tracing token. If verification succeeds, the
contract stores the token commitment and records the tag in
Listiag- The procedure UpdateEpochKeygsc is permissionless:
any party may submit an epoch-key update transaction obtained
from the public bulletin board. The contract accepts the update
only if the submitted epoch index j is sequential, the epoch is
eligible, and the signature under VKg verifies over
addrgc||chainid||j||pke||t. Here, addrgc denotes the deployed
contract address and chainid denotes the chain identifier; includ-
ing them in the signed message binds the epoch-key update to a
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ALGORITHM 3 | Client algorithms (Part 2).

ALGORITHM 3 | (Continued)

zkTransfergjent(4, PP, note, pky, PKa, usksend, upksend, upkreev,

priv.  pub  pub recv
Vout> Vin > Vout » EOA™)

parse pp as (PPcms> PPacc: —» PPzkT)

parse usk®®"d as (k£30d, sk$end, skSend, Ty, 0)
parse upkse"d as (addrsend, pksend, pksend)
parse Upk'®® as (addr®, pkisgy, pkioe")

read CMy[addrsm], ENAJaddrs*n], PK,,

EPOCH, List,, and Listy, from the current smart
contract state

acc « List,e..Top
if note # 1L then
parse note as (vﬁ‘riv, TN%€, 044> CMeig)
b, <1
w < ACC.CreateMem(ppacc, acc, Listyy,, CMegq)
else
Vi%riv «~0
TN PRF geens (“dummy” || Toiq)
Oold i
CMyig < CM.Com(ppcu, (VEr, addrsend, Trote); o)
by, < 0
o« L
nf — PRFgsens(CMgiq)
Toew & F
Ofew SF
CMfew < CM.Com(ppcwm, Thew: Onew)
tagr < PRFr_ (“tag”)
Onow — F
CMnew — CM.Com(ppeu, (VO™ addre®”, T en); Onew)
(pety, auxy) < PE.EnCyee(VEyY, addr®®, Togy, Onew)
FToa < PRFy ,(“fwd”)
BTog < PRFy, (“bwd”)
Tt PRF e (“fwd”)
BT  PRFms(“bwd”)
FTnew — PRFr_ (“fwd”)
BThew < PRFy,_, (“bwd”)
(ek, epk, auxa) < KEM.Encap((pka, PKe))
ctWd  FT,ow + PRFg(“sfwd” || FTgq)

self

ot — FTpeyw + PRFg(“efwd” || FTM®)

ext

ottwd BTy + PRFg(“sbwd” || BT pew)

self

ctd — BT | PRFq,(“ebwd” || BT o)

ext

(continued)

Ky & T
wkg‘T «— kp + PRFg(“wrap-fwd” || FThew)
wk/?‘T « ka + PRFg(“wrap-bwd” || BT hew)
cti™® — SE.Ency, (Voy, addre®Y, cmpe,,)
pcta 1= (epk, ctd, ctivd, ctowd, ctbwd wikiT, wkET, cty*?)
(pcty, auxy) < PE.Encpy, (Thew)
sctENA «— ENA[addrsend]
if sctth” # 0 then
V5ig" < SE.Decigm(sctiiy”
else

VM < 0

ENA ENA priv priv pub pub
Veew < Void T Vin ~ Vout T Vin  ~ Vout
scthow < SE.ENCysens(Viéw)
x :=(pkw, Pka, PKs, acc, nf, upk®en?, cm,,,, sctihA, sctEli,

pub
Vin ’

VP pety, CM[addrsend], cml,, tagr, pcta, pcty, EOA™SY)

out »
priv

riv
w 1= (usk®"9, cMeg, Ogig, V' » UPK™®Y, Opew, Vot » QUXy, @,

Tnewa
OIeW’ Tnme, ek, kA, auxa, auXy, bin)
7z < SNARK.Prove(ppzkr, X, w)
TXzkT : = (7, acc, nf, upk®ed, cmy,,, SCIENA, vi‘;“b, vgﬂf’ , pcty,
EOA™, cml.., tagr, pcta, pcty, EPOCH)
Stpend :=(Thews O-rll—ew)
return TXzkt, Steng
Tracecnent(l_, TXZKT’ SkA, Tinputy mode, Tableske)
parse Txzkr as (..., pcty, ..., epoch)

if mode = “Backward Self” or mode = “Backward Exter-
nal” then

if Tableg [epoch] is undefined then
return L
parse pcta as (epk, _, _, ctod, ctowd, | )
ek < KEM.Decap((ska, Tableg [epoch]), epk)
for each candidate Tx},; in the mode-specific range of L
parse x5 as (..., CMfew, ..., PCHA, ..., epoch*)
if Tableg [epoch*] is undefined then
continue
parse pctj as (epk®, ctd ctivd, | wkET, wkBT, cty®9)
ek* « KEM.Decap((ska, Tableg_ [epoch*]), epk*)
if mode = “Forward Self” then

type « “Forward”

(continued)
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ALGORITHM 3 | (Continued)

ALGORITHM 3 | (Continued)

T < ct™ — PRFg(“stwd” || Tinput)
ka < WKRT — PRFgy(“wrap-fwd” || T)
else if mode = “Forward External” then
type « “Forward”
T < ctW — PRFg(“efwd” || Tinput)
ka < WKET — PRFgy-(“wrap-fwd” || T)
else if mode = “Backward Self” then
type « “Backward”
T ctgg? ~ PRFo(“sbwd” | Tinpur)
ka < WKFT — PRFgq(“wrap-bwd” || T)
else if mode = “Backward External” then
type < “Backward”
T « ct?d — PRFg(“ebwd” || Tinput)
ka < WKBT — PRFqy.(“wrap-bwd” || T)
else
return L
(v, addr, cm) « SE.Degc, (cty™?)
if cm = cmyj,, then return T, Tx},, type
return L
Auditgjigni(TXzxT, SKa, Tableg , T, type)
parse Txzk as (..., CMyeys ---» PCLa, ..., €pOCh)
if Tableg, [epoch] is undefined then return L
parse pcta as (epk, _, _, _, _, wkiT, wkET, cty®9)
ek < KEM.Decap((ska, Tableg, [epoch]), epk)
if type = “Forward” then
ka < WKRT — PRFg(“wrap-fwd” || T)
else if type = “Backward” then
ka < WkBT — PRFq(“wrap-bwd” || T)
else
return L
(v, addr, cm) « SE.Dec, (ct,*%)
if cm # cm,, then return L
msg : = (v, addr)
return msg
RetrieveNotegient(L, pp, usk, upk)
parse pp as (PPcms> —» —» _)
parse usk as (_, _, sky, _, _)
parse upk as (addr, _, )
notes « &

for each Txzt € L

(continued)

parse TXzkr as (..., CMpeys ---, PCly, -..)
(v, addr, T, 0) « PE.Decg, (pcty)
if addr = addr* and v € 0, 2%%) then
if CM.Open(ppcm, CMpew, (v, addr, T), 0) = 1 then
notes.Append((v, T, 0, CMpey))

return notes

specific contract deployment and blockchain, preventing cross-
contract and cross-chain replay.

Finally, zkTransfergc is the on-chain transfer procedure. It
checks that the submitted accumulator state is known, the nulli-
fier is unused, the token tag of the newly generated tracing token
is unused, the sender is registered, the output commitment is
fresh, and the transaction epoch is current. It then verifies a zk-
SNARK proof for the transfer relation. If the proof verifies, the
contract records the nullifier and token tag, inserts the new output
commitment into the accumulator, updates the sender’s
encrypted account balance, and replaces the sender’s stored token
commitment with the new token commitment. It also executes
the public value movements: vi‘;“b is transferred from the sender’s
public account to the contract, and vgﬂ? is transferred from the
contract to EOA™®. Here, acc is the accumulator state used to
verify membership of the spent commitment, while List,... Top is
the current accumulator state used for appending the new com-
mitment. EOAS®" denotes the blockchain account that directly
signs and submits the contract call, i.e., msg. sender. The con-
tract passes the parsed EOA™® as a public input to the verifier, so
a valid proof is bound to the public withdrawal recipient.

In Algorithm 2, the procedure Setupcjent is Written as a single
initialization procedure for presentation, but its secret key gener-
ation steps are performed by the corresponding parties. The
public parameters for the commitment scheme, accumulator,
and zk-SNARKSs were generated during setup. The tracing-token
manager generates its public-key encryption key pair (sky, pky)
and samples a master epoch secret mske. From msk,, it derives
epoch secret keys using a PRF-based binary key-derivation tree.
It then computes the corresponding epoch public keys. For each
epoch, after the deployment domain is fixed, the manager signs
the epoch index, epoch public key, and eligibility time together
with addrsc and chainid, and publishes the signed tuple on the
public bulletin board BBg. In practice, the epoch-key signatures
are generated only after the deployment domain is fixed; equiva-
lently, addrsc must be known or otherwise fixed before signing.
The auditor independently generates a KEM key pair (ska, pka)
and provides only pka for the setup transaction; the tracing-token
manager never learns ska. pka and the epoch public keys are
used for the two-public-key encapsulation in pcts. The procedure
outputs TXggt, which contains the public parameters, pky, pKa,
the epoch-key verification key, and the initial epoch public key.
The procedure UpdateEpochKeygyent reads the signed epoch
public key for epoch j from the public bulletin board BBg and
forms the epoch-key update transaction TXygk.
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ALGORITHM 4 | Relations.

ALGORITHM 4 | (Continued)

Rxaulx, w)
parse x as (addr, cm', tagr)
parse w as (T, o)
enforce a binding constraint on addr, e.g., addr=1 - addr
CM.Open(ppem, cm’, T; 07) = 1
tagr = PRF(“tag”)

Rzkr(x, w)
parse x as (pky, pKa, pke, acc, nf, upksend, cmyg,,, sctENA,
scthow
b b
vh®, VBt pety, eml . cmley, tagr, peta, pety, EOA™Y)

parse w as (USKS"Y, Mg, Ooig, VP, UPKEY, O, VOV, AUX,
o,

Thews Onew»> TN, ek, Kk, aux,, auxy, bn)

parse usk®*n as (kSnd, skeend, skeend, Ty, of)

parse upks®"? as (addrsend, pksend, pksend)

parse Upk™® as (addr'®®, pkg, pki®)

parse pcty as (epk, ct™d, ctid, cttwd, ctond, wkfT, wkET, cty*%)

enforce a binding constraint on EOA™, e.g., EOA™ =
1 . EOATSCV

pkSan’ = CRH(sk&Sn)
addrse"® = CRH(pk&3 || pki™)
addr®® = CRH(pkgw Il Pk(®)
CM.Open(ppcm, €My, Toigs 00g) = 1
CM.Open(ppow, €My, (Vir, addrend, To); 0,4) = 1
bin€{0,1}
if by, =1 then
ACC.VerifyMem(ppacc, @, acc, cmyg) = 1
else
v =0
TN = PRFgyeena(“dummy” [| Toiq)
nf = PRFskmd(cmom)
cMfew = CM.Com(pPcu, Tnew: Oew)
tagr = PRFy_, (“tag”)
CMnew = CM.Com(ppcy, (VP addr®®, Tpe); Onew)
(pcty, auxy) = PE.Encpk[Jecv(vg[j;’, addr®®, T ew, Onew)
FToa < PRFy, (“fwd”)
BToq < PRFy, (“bwd”)
FTno® « PRFqnoe (“fwd”)
BT « PRFnoe(“bwd”)
FThew < PRFy _, (“fwd”)
BThew < PRFy (“bwd”)
(ek, epk, aux,) = KEM.Encap((pka, pke))

(continued)

ct™d — FT.., + PRFg(“stwd” || FTyq)

self

™ — FT.o, + PRFg(“efwd” || FTo®)

ext

ctbwd — BToq + PRFe(“sbwd” || BTpew)

self

ctowd = BT™® 4 PRFy(“ebwd” || BTpen)

ext
WKZT = Ka + PRFg(“wrap-fwd” || FTpey)
WkBT = kn + PRFg(“wrap-bwd” || BTpen)
C'[Tsg = SE.EanA(ng’v addrreCV, CmneW)

(pcty, auxy) = PE.Ency, (Thew)
if sctth” = 0 then

ENA
Void . < 0
else
ENA ENA
Vo < SE.Decyen(sctgy
View < SE.Decigem(SCtiiw
ENA _ ,ENA priv priv pub pub
View = Void . T Vin = Vout T Vin  — Vout

ENA \,ENA | priv  priv  pub | pub 64
View> Vaid > Vin » Vout» Vin » Vour € [0.2%)

The procedure KeyGenUsersgjent generates the user’s encryp-
tion key pair (sky, pky), encrypted-balance key kgna, and own-
ership secret Skoyn. It derives pkoywn = CRH(Skown) and addr =
CRH(pKown || Pky), and forms the user secret key usk and user
public key upk. It also samples an initial tracing token T and
commitment opening o, computes the initial token commit-
ment cm' and tag tagr = PRF(“tag”), and generates a proof
for Zkgu showing that the commitment and tag are derived from
the same token, with addr constrained as a public input. The
registration transaction contains z, addr, cm', and tags.

The left part of Algorithm 3 gives zkTransfergjien, Which con-
structs a private transfer transaction from the inputs shown in
the algorithm and the current contract state. If an input note is
provided, the procedure parses it as a real private input and
computes an accumulator membership proof; otherwise, it cre-
ates a dummy zero-value input with by, = 0, V2™ = 0, and T"ote —
PRFskgsvnnd(“dummy” || Toig)- The transfer relation requires accu-
mulator membership exactly when by, =1, so zero-valued real
notes are still checked, while dummy inputs cannot point to an
arbitrary token from a real note. The sender then derives the
nullifier from the ownership secret, samples a fresh account-level
tracing token Te,, computes tagr = PRFy  (“tag”), forms
cMiew = CM.Com(ppcwms Thew: Omew)s derives the direction-spe-
cific forward and backward tokens from Tgq, T and Tpey, and
computes CMyey = CM.Com(ppcy, (Vi , @ddr®®, Toen); Onew)-
To create pcty, the procedure runs KEM.Encap((pka, PK,)) and
obtains ek and epk. The procedure uses ek to form the four
tracing components ct™d, cthd, cto%d, and ctd¥. These compo-
nents correspond to four tracing modes: forward self, forward
external, backward self, and backward external. For each
mode, the corresponding tracing component allows an auditor
with a valid input tracing token to derive the adjacent tracing

token. In the forward self mode, FT, 4 leads to FT ey, While in the
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forward external mode, FT"° leads to FT,. Conversely, in the
backward self mode, BT, leads back to BTy, and in the back-
ward external mode, BT, leads back to BT"®,

To complete pcty, the procedure samples an audit key kp and
computes two wrapped keys, wki" and wk8T. The key wki'
wraps ka using ek and FTe,, while wk8T wraps ka using ek
and BT,e,. The audit-message ciphertext Ct/ng encrypts the pri-
vate output value, receiver address, and output commitment
under Ku; the output commitment lets audit and tracing proce-
dures check consistency with the public output commitment of

the transaction. Thus, pcty = (epk, ct™d, ctWd, ctowd  ctowd,
wkiT, wkBT, cty®9).

The procedure also creates pcty and pcty. pcty encrypts the
private output value, receiver address, fresh tracing token, and
output opening to pk{§®’. pcty encrypts only Tpey to pky. Finally,
the sender updates the encrypted account balance, forms the
public statement and witness, generates the zero-knowledge
proof, and outputs a transfer transaction Txzr containing the
proof, public values, ciphertexts, new output commitment, new
token commitment, public token tag, and epoch index. After
creating Txzr, the sender stores the tentative state Styeng :=
(Trew> Opew)- The confirmed user secret state is updated to
Styeng Only after Txzkr is accepted on-chain.

The right part of Algorithm 3 gives the auditor procedures
Tracegjent and Auditgient, and the user procedure
RetrieveNotegjient. The tracing and audit procedures use the
epoch secret keys authorized by the tracing token manager. For
an authorized interval I, the tracing-token manager discloses the
compact set of PRF tree nodes Sg. The auditor expands each
disclosed node by recursively applying the child-derivation rule
in Section 4.2.3 until reaching its descendant leaves, thereby
obtaining skg[j] for every epoch jeI. It stores these keys in
Tableg , leaving entries outside I undefined. We write
Tableg,, < DeriveEpochKeys(Sg) for this expansion. The
resulting table is given to Tracecjent and Auditgiient.

The procedure Tracegjien: takes as input the ledger L, the current
transaction Txzr, the auditor secret key sky, a direction-specific
tracing token Tinyt, @ tracing mode mode € {“Forward Self,”
“Forward External,” “Backward Self,” “Backward External”},
and the epoch-key table Tableg, . It searches for an adjacent
transaction according to the tracing mode: forward modes con-
sider transactions after Txzkr in ledger order, while backward
modes consider earlier transactions. Candidates are visited in
increasing ledger order in forward modes and in decreasing led-
ger order in backward modes, so the first successful candidate is
the adjacent transaction in the selected mode. The procedure
returns the matching transaction, if any, in this mode-specific
range together with the information needed to continue tracing.
Because the contract records token tags both at registration and
at transfer, each accepted account-level token state uses a fresh
tracing token except through a tag collisions. Therefore, for a
fixed tracing mode, the matching transaction is serialized in
accepted ledgers: same-sender transitions are serialized by the
sender token-commitment update, while note-spending transi-
tions are serialized by the nullifier check on the spent
commitment.

Forward tracing searches for a later transaction whose forward
component matches the current tracing token Tinpt. Thus, it tests
the forward components of candidate transactions and only
requires the epoch keys of those candidates. Backward tracing
proceeds from the current transaction toward the appropriate
predecessor. Thus, it first uses the corresponding backward com-
ponent inside the current transaction, together with the current
transaction’s epoch key, to derive the predecessor token and then
scans earlier candidate transactions using the derived token.

For backward tracing, it reads the epoch of the current transac-
tion and parses its auditor ciphertext pcta to obtain epk, cto¥d,

and ct¥. If Tableg [epoch] is not available, the procedure
returns 1; otherwise, it decapsulates epk using skp and
Tableg, [epoch] to recover the current encapsulated key ek.
For forward tracing, this current-transaction decapsulation step

is not needed.

The procedure then scans candidate transactions Tx. in the
ledger. For each candidate, it parses Tx}, to obtain the candi-
date output commitment ¢mye,, auditor ciphertext pcta, and
epoch epoch®. If Tableg [epoch*] is unavailable, the candidate
is skipped. Otherwise, the procedure parses pcty to obtain epk®,
ctwd ctwd, wkiT, wkBT, and ct}*% and decapsulates epk* to
recover ek*.

In the forward self mode, the candidate token is derived from
ctd using PRF gy (“sfwd”|| Tinput); in the forward external mode,
it is derived from ct% using PRF gy (“efwd”|| Tinput)- In the back-
ward self mode, the candidate token is derived from Ctg;"lf using
PRFg(“sbwd”|| Tinpyt); in the backward external mode, it is
derived from ctd%d using PRFe(“ebwd”|| Tinpy). The derived
token is then used to recover the candidate audit key from the
corresponding wrapped key: wkf" for forward tracing and wk&"
for backward tracing. The procedure decrypts cty - and checks
consistency by testing whether the decrypted output commit-
ment equals the candidate output commitment cmye,. If the
commitment check succeeds, it returns the derived tracing token,

the matching transaction, and the corresponding token type.

The procedure Auditgjieny Opens the audit information of a single
transaction. It first parses the transaction epoch and reads from
pcta the encapsulation value epk, the wrapped audit keys wkf"
and wkBT, and the encrypted audit message cty"°. If the epoch
secret key Tableg [epoch] is not available, the procedure
returns L; otherwise, it decapsulates epk using both the auditor
secret key ska and Tableg, [epoch] to recover ek. The audit
input includes a token type type € {“Forward,” “Backward”},
indicating whether T is a forward or backward tracing token. If
type is “Forward,” the procedure uses Wwki' and
PRFex(“wrap-fwd”||T) to recover ka. If type is “Backward,” it
uses WKET and PRF g (“wrap-bwd”||T). The recovered audit key
ka decrypts ct?sg; the procedure outputs the message only if the
decrypted commitment equals CMyey.

The procedure RetrieveNotecen: scans transfer transactions in
the ledger. For each transaction, it decrypts pcty using sky and
checks whether the decrypted receiver address matches the user’s
address. It also checks that the recovered value is in the valid
range and that the decrypted value, address, tracing token, and
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opening correctly open the public output commitment CMyg,,. If
these checks succeed, it appends the recovered note (v, T, o,
CMpey) to nNotes. After scanning the ledger, it returns the
list notes.

Algorithm 4 defines the registration and transfer relations. Zxgy
includes the registered address as a constrained public input and
binds the initial token commitment and token tag to the same
tracing token. Zzr checks well-formed sender and receiver
addresses, real-note membership and dummy-input handling,
nullifier derivation, encrypted-balance update with range con-
straints, output commitment formation, and public withdrawal-
recipient binding through EOA™®. It checks the token update,
including the old token commitment opening, new token com-
mitment, and token tag, as well as the receiver ciphertext, man-
ager ciphertext, and auditor ciphertext under the active epoch
public key. The auditor-ciphertext checks cover the direction-
specific tracing components, wrapped audit keys, and encrypted
audit messages. Thus, an accepting proof binds the output com-
mitment, old and new token commitments, token tag, receiver
ciphertext, auditor ciphertext, and manager ciphertext to one
consistent transfer witness. The parameters ppcy and pPacc
are fixed when the transfer circuit is generated.

4.4 | Design and Deployment Considerations
441 | Sender-Address Visibility

In our account-based smart contract construction, the sender
address addr®®"® is public because the contract must identify
the encrypted account balance ENA[addr®®"] and the token
commitment CMy[addr®"] to be updated. Consequently, an
observer can identify and link transfers carrying the same sender
address, even though the private transfer value, the private-out-
put receiver, and the relation between a created commitment and
its later spend remain hidden. The present construction therefore
does not provide sender-address anonymity. Accordingly, the
sender address is treated as public information in the ledger
indistinguishability definition.

Within the present construction, this linkage can be reduced,
although not eliminated, by using fresh registered addresses.
Specifically, a user can generate a fresh key pair, register the
resulting address, transfer value to it through a private output
commitment, and later spend the corresponding note under that
address. Because the private receiver and the relation between
the output commitment and its later spend are hidden from
public observers, the ledger provides no direct cryptographic
link between the old and new sender addresses, while an autho-
rized auditor can still follow this transition using external tracing.
This approach does not hide the sender address appearing in an
individual transaction, and repeated use of the same registered
address remains publicly linkable. Public caller metadata, timing,
and other auxiliary information may nevertheless allow correla-
tion across fresh addresses. Providing sender-address anonymity
against the contract state for each individual transaction would
require a commitment-based private account state with zero-
knowledge state updates rather than the address-indexed state
used here. Such a design would constitute a different construc-
tion and require a separate security and performance analysis.

4.4.2 | Trust and Collusion Boundary

The restricted audit guarantee is conditional on separation
between the tracing token manager and the auditor; it does
not provide security against unrestricted collusion between
them. Under the prescribed authorization procedure, the man-
ager recovers T internally and releases only the requested subset
of {FT,BT} together with the tree nodes covering the approved
epoch interval. If the manager instead discloses T, the auditor
can derive both FT and BT, and the direction restriction is lost.
The epoch restriction remains effective only while the auditor
does not obtain secret keys for epochs outside the approved
interval. Under unrestricted collusion, the manager can use
sky to recover the base tokens from pcty and msk, to derive
the epoch secret keys. Combined with skj, this gives the collud-
ing parties audit visibility beyond the authorized scope. Prevent-
ing or detecting unrestricted collusion between the tracing
token manager and the auditor is outside the scope of the pres-
ent construction.

In a practical deployment, the two roles should be assigned to
administratively independent organizations with separate opera-
tors and key custody. For example, an authorization authority
may operate the tracing token manager, while an external regu-
lator or independent audit organization holds sk,. The manager
secret key material can be kept in protected key storage or a
hardware security module that decrypts pcty internally and
releases only the approved direction-specific tokens and the
tree nodes covering the approved epoch interval. Each release
can require approval by multiple operators and be recorded in
a signed, access-controlled append-only log. These measures pro-
vide operational separation and accountability, but they do not
provide cryptographic security against unrestricted collusion or
compromise of both roles. Threshold authorization or secure
multiparty computation could increase the number of parties
that must collude, but such extensions are outside the scope of
the present construction.

4.4.3 | Epoch-Key Transitions

A transaction is constructed with respect to the currently active
epoch public key, so an epoch-key update before on-chain con-
firmation may invalidate a proof generated under the previous
epoch key. A practical deployment can avoid submissions near
epoch transitions or allow a short grace window in which both
the current and immediately previous epoch public keys are
accepted; the latter requires the contract to retain the previous
epoch public key and verify the proof against the key for the
transaction epoch. The epoch-key update mechanism prevents
activation before the eligibility condition is satisfied; with timely
updates, the contract advances one epoch at a time, while
delayed updates may make multiple overdue epoch keys eligible
in rapid succession.

4.4.4 | Epoch-Tree Parameters

The tree depth is a deployment capacity parameter rather than a
cryptographic security parameter. For a planned service lifetime
H and epoch duration 4, a deployment sets
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N= [g—‘ d=[log, NJ,

and may set the eligibility schedule as t; =t + j4, where ; is the
eligibility time of epoch 0. As a concrete example, a deployment
may use 24-h epochs with N =26 and d = 16. This configuration
supports 65,536 epochs, or approximately 179 years, and an arbi-
trary interval requires at most 32 disclosed tree nodes. Reducing
the duration of each epoch allows audit authorization to be lim-
ited to narrower time intervals, but requires more frequent
updates of the active epoch public key.

4.4.5 | Per-Sender Transfer Serialization and Parallel
State Lanes

The present construction serializes transfers from the same
sender because each transfer reads and updates both
ENA[addr] and CMr[addr]. Pending transfers may be chained
using tentative states, but they remain valid only if accepted in
the assumed order; otherwise, later-dependent transactions must
be regenerated.

A configurable multi-lane extension could maintain independent
state pairs ENA[addr, ] and CMy[addr, #] for lanes # € {0,...,
K -1}, where K is a deployment parameter. All lanes would
share the same registered address and ownership key. Each
transaction would include a public lane identifier #, and its proof
would bind and update only the state pair selected by (addr, £).
Since a received private-note commitment is bound to addr
rather than to a lane, the user could spend that note through any
selected lane. The global nullifier set would prevent the same
note from being spent through multiple lanes. Consequently,
up to K otherwise nonconflicting transactions assigned to distinct
lanes could be pending and accepted in any order, while transac-
tions within one lane would remain serialized. This extension
would require O(K) state per address, balance management
across lanes, and corresponding changes to the algorithms; it is
not included in the present implementation or evaluation.

4.4.6 | Tracing-Token State Recovery

The base construction assumes that users securely retain their
secret wallet state. If either T or 0" is lost, the sender cannot open
CMry[addr] and therefore cannot generate another valid transfer.
The state is not recoverable from the ledger because the commit-
ment is hiding and pcty does not contain o'; previously recorded
audit information, however, remains valid. An optional recovery
extension could define

kg :=PRFy_,, (“token-recovery”), sctg < SE.Ency, (Thew. Onew)-

Registration and each transfer would include the corresponding
sctg, with the proof binding it to the token commitment. A user
retaining kgya could decrypt the latest accepted sctg and verify
the recovered pair against the current CMy[addr], thereby recov-
ering the state without breaking tracing continuity. This option
adds one symmetric ciphertext and its consistency check per state
update. If kgna is also lost, recovery remains impossible.

4.4.7 | Unspent Notes and Voluntary Token Disclosure

If a suspicious note has not been spent, there is no later note-
spending successor to reveal. Although the base token alone does
not allow the user to perform tracing, the user may voluntarily
disclose it to an auditor, who may then derive the corresponding
direction-specific tokens and trace the corresponding flow only
for epochs for which it has the required epoch-secret keys. Simi-
larly, if a participant deviates from the prescribed uniform sam-
pling procedure and selects a predictable base token, an observer
may recover it. These are inherent limitations of token-guided
flow tracing and are treated as deployment and policy
considerations.

4.4.8 | Retrieval and Tracing Complexity

Let N_ be the number of accepted transfer transactions in the
ledger. Since the intended receiver is not publicly identifiable,
RetrieveNotecjent must test pcty in every accepted transfer,
and a complete retrieval takes O(N| ) time. After the initial scan,
a client can retain its last processed ledger position and examine
only newly appended transfers; the cumulative work over the
complete ledger remains O(N| ).

Consider one tracing session authorized for a fixed epoch interval
I, and let N; be the number of accepted transfer transactions
whose epochs lie in I. The public epoch value, sender address,
and ledger position permit a local off-chain index. A single pass
over the N accepted transfers builds an array ordered by epoch
and ledger position and, for each transfer position, direct links to
the immediately preceding and following accepted transfers of
the same public sender. The initial construction processes each
accepted transfer once and takes O(N| ) time and O(N, ) storage.
Each newly appended transfer adds one index record and
updates at most two same sender links in O(1) time and O(1)
additional storage. If the index has not already been maintained,
its O(N) construction cost is paid once before the first tracing
session.

Because the index is ordered by epoch and ledger position, two
binary searches locate the lower and upper boundaries of I in
O(logN, ) time. A complete scan of the N; transactions between
these boundaries takes O(N;) time. After preprocessing, a direct
link identifies the preceding or following transaction from the
same sender, and checking this candidate takes O(1) time. Let #
be the number of Tracegjen: calls in the session, and let n, be the
number of epoch-authorized candidates cryptographically tested
by the rth call. Then n, <1 for a self mode call, while n, < N; for
an external-mode call. For a fixed security parameter, each can-
didate test uses a constant number of KEM decapsulations, PRF
evaluations, symmetric key decryptions, and consistency checks;
backward tracing additionally decapsulates the current transac-
tion once. Including the initial interval lookup, the online tracing
cost is

¢
O(logN,_ +7+ Zn,),
r=1

with the conservative bound O(logN| + #(N; + 1)). For a single
tracing path that proceeds only forward or only backward and
uses each returned transaction as the starting point of the next
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call, retaining the current ledger position prevents previously
examined candidate ranges from being scanned again, giving
O(logN, + ¢ + N;) total online work. A tracing path that follows
only successive transactions from the same sender requires O(¢)
online work after preprocessing. The index uses only public
metadata and requires no change to the contract or transaction
format.

External note-spending edges cannot be indexed in the same way
because the creating commitment and the later nullifier are
deliberately not publicly linkable, and pct, contains no stable
public lookup key. An index constructed solely from public trans-
action fields cannot identify such an edge without revealing the
hidden flow relation. Even after epoch filtering, locating a previ-
ously unknown external edge retains O(N;) worst-case work.
Achieving a faster lookup without exposing the hidden flow rela-
tion is beyond the scope of the present construction.

Let |I|=j; —jo + 1 denote the number of epoch indices in the
authorized interval. The disclosed set Sg contains at most 2d =
O(logN) nodes. Constructing Tableg, by expanding these nodes
to obtain sk [j] for every j € I takes O(]I|) time and O(|I|) storage.
This is a one-time authorization preprocessing cost and is sepa-
rate from the online tracing costs reported above.

5 | Security

This section defines the security model and shows that our con-
struction satisfies ledger indistinguishability, transaction non-
malleability, balance, audit correctness, and restricted audit
authorization. Since our construction refines the auditor’s capa-
bility from ledger-wide decryption to flow-restricted and epoch-
scoped authorization, we explicitly model the restricted audit
scope.

5.1 | Security Model and Oracles

Let IT denote our construction. At the beginning of each experi-
ment, the challenger runs the system initialization algorithms
and obtains the public parameters pp, including the public
keys of the tracing-token manager and the auditor. The chal-
lenger keeps the tracing token manager secret key, including
the secret key material used for audit authorization and epoch-
key generation. Unless explicitly stated, the auditor secret key is
not given to the adversary.

The challenger maintains a public ledger L, an account table
Acct, a note table Note, a token table Tok, and the epoch key
public bulletin board BBg. The tables are indexed by public
identifiers: Acct[addr]| stores the user key pairs associated with
address addr, Note[cm] stores the note needed to spend commit-
ment cm, and Tok[addr] stores the private tracing token state
needed to open and update the token commitment of address
addr. The ledger contains accepted registration, epoch update,
and transfer transactions. The adversary can adaptively issue the
following oracle queries.

Oracle Okgy. On a Oggy query, the challenger runs
KeyGenUsersgjient to obtain a user key pair (usk, upk) and a
registration transaction Txkgy. It stores the user state in Acct,

initializes the user’s tracing-token state in Tok, appends Txkgy to
L, initializes the user’s encrypted account balance, and returns
the public output (upk, Txkgy) to the adversary.

Oracle Oygk. On input an epoch index j, the challenger reads the
signed epoch-key tuple from BBg, forms TXgk, and submits it to
the ledger. If it satisfies the smart contract checks, the challenger
appends it to L and returns TXyggk; otherwise, it returns L.

Oracle Ozt. On input an input commitment cmgq or L, a sender
public key, a receiver public key, private output value, public
input and output values, and receiver external account, the chal-
lenger first retrieves the sender secret keys from Acct and the
sender’s tracing-token state from Tok. If cmgyg # L, it also
retrieves the corresponding input note from Note[cm,4]; other-
wise, it uses the dummy zero-value input note. The challenger
computes the accumulator state from the commitments appear-
ing in the accepted transfer transactions in L. The challenger
then runs zkTransfergjen. If the resulting transaction passes
the smart contract checks, the challenger appends the transac-
tion to L, stores the newly generated output note in Note[CMpey ],
updates Tok for the sender to the new tracing-token state, and
returns the public transfer transaction. If any check fails, it
returns L.

Oracle Os. On input a transaction generated by the adversary,
the challenger accepts it only if it satisfies the smart contract
checks with respect to the current ledger state. If the transaction
is accepted, the challenger appends it to L and returns the trans-
action; otherwise, it returns L. This oracle captures adversarially
generated valid transactions. The challenger updates its private
tables only for states that it can recover from the transaction.

Oracle Opyty. This oracle is available only in audit experiments,
does not modify the ledger, and represents explicit audit authori-
zation. Authorization is direction-scoped rather than mode-
scoped: a forward (resp. backward) authorization permits both
self and external tracing steps in that direction. The self and
external cases are invocation modes of Tracegjen, NOt separate
authorization scopes. Accordingly, a forward authorization per-
mits both “Forward Self” and “Forward External,” a backward
authorization permits both “Backward Self” and “Backward
External,” and a bidirectional authorization permits all four
modes. The auditor may invoke any permitted mode as needed
within the authorized epoch interval without requesting separate
authorization for the self and external edges. On input an initial
target transaction TXgat, an audit interval [jg, j; ], and a tracing
scope in {“Forward”, “Backward”, “Bidirectional”}, the chal-
lenger first checks that 0<j, <j; <N and returns L otherwise.
The challenger also checks that Txg,, appears as an accepted
transfer transaction in the current ledger L and returns L other-
wise. It then decrypts the corresponding manager ciphertext pcty
from TXga and internally recovers the base tracing token Ty
associated with the output commitment created by TXgap. It then
derives the direction-specific start tokens FT, = PRFy (“fwd”)
and BT, = PRFy (“bwd”) as needed. It returns an authorization
transcript 0 = (TXgtart» Jo» J1. TOKSet, Sg), where Sg is the com-
pact PRF tree node set needed to derive epoch secret keys for [jo,
j1] and is computed by the recursive procedure described in Sec-
tion 4.2.3, and TokSet is the set of authorized direction-specific
token tuples. For forward authorization, TokSet={(FTg,
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“Forward”)}. For backward authorization, TokSet={(BT,,
“Backward”)}. For bidirectional authorization, TokSet=
{(FTy, “Forward”), (BT,, “Backward”)}. The base tracing token
To is used only internally by the challenger and is not released in
the authorization transcript. The audit and tracing algorithms are
invoked only with direction-specific token types, namely, “For-
ward” or “Backward.”

5.2 | Public Consistency

A pair of oracle query sequences is publicly consistent if the two
sequences contain the same number and order of public opera-
tions, and every corresponding query pair (Q,, Q,) has the same
oracle type and satisfies the public conditions specified below.
For paired Okgy queries, the two oracle instances must use the
same user key pair and tracing-token state and return identical
public user keys and registration transactions. For paired Oygk
queries, the same public epoch-key update transactions are
returned, since epoch-key updates are read from the public bul-
letin board. For paired O)ys queries, the inserted transactions
must have identical public fields and the same acceptance
behavior.

For Ozt queries, write the oracle input as

_ d priv . pub  pub
Qzr = (cmo|d,upkse” L upkreev VB v ,vout,EOAreC"),

where cmg g may be L for the dummy input. The resulting public
transaction is written as

Txzxr = (7, acc, nf, upksend, cmyq,,, SCEENA, VP2 \PU0 et

EOA™® cm/l.,.tagr. pcta. pcty, EPOCH).

The caller account EOAS®" of the submitted contract transaction
is also public ledger metadata. For two corresponding Ozt
queries, the sender public keys upkse"® must be corresponding
public keys generated by matching Oxgy queries, and the caller
accounts EOAS®™ must be identical. The receiver external
account EOA™, the public input and output values vP*° and
Vgﬂf’ , and the epoch index EPOCH must be identical. The
remaining public transaction components need not be identical.
Specifically, 7, acc, nf, CMyey, SCIENA, pcty, cmley, tagr, pcta,
and pcty may differ. The hidden query inputs cmgy, upk™®’, and
vE™ may also differ, subject to the conditions below.

Each query must be individually well formed, including value
conservation and the required range conditions, and the two
queries must either both use a real input commitment or both
use a dummy input. The nullifier and token tag generated in each
query must not already appear in either oracle ledger. If either
receiver public key is not registered in Acct, then the receiver
public keys and the private output values in the two correspond-
ing queries must be identical. If one input commitment refers to a
note generated by an adversarially inserted transaction through
the O\ys oracle, then the other input commitment must also refer
to a note generated by an adversarially inserted transaction, and
the private input values contained in the two notes must be
identical. These requirements rule out trivial distinctions caused
by different rejection behaviors, receiver outputs outside the

challenger-managed account table, or different sources of spent
notes.

5.3 | Ledger Indistinguishability

Ledger indistinguishability is the privacy notion for adversaries
that observe the public ledger. Informally, if two processes for
generating a ledger satisfy the public consistency conditions, then
an adversary should not be able to determine which process
generated the observed ledger. This notion does not provide
sender-address anonymity: upk®®" identifies the registered
sender account and EOASe" identifies the contract caller, and
both are public. An observer can, therefore, link transfers carry-
ing the same sender key and observe their timing and frequency.
Its unlinkability claim is limited to the private commitment flow.
The adversary cannot determine which commitment is spent by a
transfer, except for information fixed by the public consistency
conditions.

In Algorithm 5, the adversary receives the two public ledgers as
an ordered pair whose order is determined by the challenge bit.
When b =0, the pair given to the adversary is (L, L,), and when
b=1, the pair is (L;, Ly). The adversary must distinguish the
ordering (Lo, L;) from the ordering (L, L;). At each iteration,
the adversary either submits a query pair (Qy, Q;) or outputs its
final guess b'. Each query is typed as one of Okgy, Ouyek, Ons, OF
Oz, together with the corresponding input. The challenger
checks public consistency and submits Q, to ®F and Q, to 64,
independently of b. Each oracle returns a public answer ans; and
updates its corresponding ledger L;. The adversary receives the
answers and the updated ledgers. We say that /7 satisfies ledger
indistinguishability if, for every PPT adversary </, the probability
that Algorithm 5 returns 1 is at most 1/2 + negl(2).

Theorem 1. If SNARK is zero-knowledge, CM is hiding, PRF is
pseudorandom, the nullifier PRF and token tag PRF are collision
resistant, PE and SE satisfy IND-CPA and IK-CPA security, and
KEM satisfies key indistinguishability for the two-public-key

ALGORITHM 5 | Ledger indistinguishability experiment.

Run setup algorithms to obtain pp
Initialize 6, 6 with pp
Initialize ledgers L, L; as empty ledgers
b (0,1}
(ansy, ans;) <« (L, 1)
while &/ has not output a bit b’ do
(Qo: Qi) < (pp, Ly, Ly, ansy, ans;_)
if (Qy Q) is not publicly consistent then
return 0
ans, < Queryq(Q)
ans; < Query,n(Q,)

return (b’ =b)
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encapsulation, then II satisfies ledger indistinguishability as
defined in Algorithm 5.

Proof. Let Ly and L; be two publicly consistent ledgers in Algo-
rithm 5. Let q be the total number of oracle queries made by #;
since ¢ is PPT, q is polynomial in A. We use AdVZK sgq, Adviide,
Advpgr, Advpg, Advgg, and Advkgy to denote the standard
advantages against zero-knowledge, commitment hiding, PRF
pseudorandomness, public-key encryption security, symmetric-
key encryption security, and KEM key indistinguishability,
respectively, where Advpg and Advsg denote the combined
advantages for their IND-CPA and IK-CPA security notions.

If a submitted query pair is of type Okgy, then the public answers
are generated by the same key generation and registration pro-
cedures and are independent of the challenge bit. If the query
pair is of type Oygk, then the answers are determined by the
public epoch-key bulletin board and are identical in both ledgers.
If the query pair is of type O\ys, then public consistency requires
the inserted transactions to have identical public fields and the
same acceptance behavior. Therefore, these cases give no distin-
guishing advantage, and it remains to consider query pairs of

type Ozxr-

By public consistency, corresponding Ozxt query pairs use corre-
sponding sender public keys generated by matching Okgy
queries, and have the same receiver external account, public
input and output values, and epoch index. We show that each
component that may differ is indistinguishable.

We define a sequence of hybrids. Let G, be the real experiment in
Algorithm 5. In Gy, the zk-SNARK public parameters are gener-
ated by the simulator, and all zk-SNARK proofs 7 generated by
the challenger in Oz«t queries are replaced by simulated proofs.
By the zero-knowledge property of SNARK,

Pr(Go = 1] - Pr[G; = 1]| < q - Adv§{ark-

After this replacement, the proofs reveal no information about
the witnesses. In all subsequent hybrids, whenever a public state-
ment is modified, the corresponding simulated proof is regener-
ated for the modified statement.

In G, the public-key ciphertexts pcty and pcty are replaced by
encryptions of challenge-independent messages. If either receiver
public key is not registered in Acct, pcty is left unchanged; in this
case, public consistency requires identical receiver public keys
and private output values, while T, and 0., are sampled
independently and uniformly, so the honestly generated receiver
ciphertexts have the same distribution in the two oracle
instances. When it is replaced, the receiver ciphertext pcty hides
the private output value, receiver address, tracing token, and
output opening, while pcty hides the tracing token for the trac-
ing-token manager. Since at most 2q public-key ciphertexts are
replaced, the IND-CPA and IK-CPA security of PE gives

Pr[G, = 1] - Pr[G, = 1]| < 2q - Advpe.

In Gjs, the output commitments cm,, for query pairs in which
both receiver public keys are registered in Acct and token com-
mitments cm/,, are replaced by commitments to challenge-inde-
pendent values. If either receiver public key is not registered
in Acct, cmyg,, is left unchanged; the unchanged tuple

(pcty, CMpew, tagy) has the same joint distribution in the two
oracle instances by public consistency and the fresh independent
randomness. Since at most 2q commitments are replaced, the
hiding property of CM gives

|Pr[G, =1] - Pr[G; =1]| <2q - Advg‘,‘\’ﬂe_

The accumulator state acc is derived from the corresponding
sequence of commitments by public accumulator updates; hence,
the accumulator states remain indistinguishable after the com-
mitment replacement.

In G,, the encapsulated keys ek used in auditor ciphertexts are
replaced by uniformly random keys, while the public encapsula-
tion values epk remain unchanged. Since at most q auditor
ciphertexts are replaced, the key indistinguishability of KEM
gives

[Pr[G; =1] - Pr[G, = 1]| < q - AdVkewm.

In Gs, PRF-derived values that may carry challenge-dependent
information are replaced by fresh pseudorandom values. These
values include the nullifier nf and the tracing components and
wrapped audit keys derived from ek in pcts. By public consis-
tency, the nullifiers in the paired queries are fresh with respect to
both Oracle ledgers. The public token tags tagr are left
unchanged. If either receiver public key is not registered in
Acct, the adversary may recover T, from pcty, but the relation
tagr = PRFy_, (“tag”) and the joint distribution identified in G;
remain unchanged. Otherwise, because the input “tag” is fixed
and public, an observer can test a guessed token T’ by comparing
PRF (“tag”) with tagr. Nevertheless, each fresh T is sampled
independently and uniformly from F, so polynomially many
guesses succeed only with negligible probability. Because the
underlying T values are sampled independently and uniformly,
the tags have a challenge-independent joint distribution. After
replacing nf, the only way this step changes rejection behavior is
an accidental collision with a previously used nullifier, which
occurs with negligible probability by the collision resistance of
the nullifier PRF. Since this hybrid replaces at most 7 public PRF-
derived values per transfer, the pseudorandomness of PRF gives

Pr{G, = 1] - Pr[Gs = 1]| < 7q - AdVppe.

In G, the symmetric ciphertexts are replaced by encryptions of
challenge-independent messages. These ciphertexts include the
encrypted account ciphertext scttN? and the audit message
ciphertext inside pct,. Since at most 2q symmetric ciphertexts

are replaced, the IND-CPA and IK-CPA security of SE gives
|Pr[Gs = 1] - Pr[Gg = 1]| <2q - Advgg.
Combining the above bounds gives

|Pr[Gy = 1] — Pr[Gs = 1]| < q - AdVEK sk + 29 - Adviide
+2q - Advpg + q - Advkem + 7q - AdVpgr + 2q - Advge.

Since q is polynomial and all primitive advantages are negligible,
the right-hand side is negligible. In Gg, every field of the public
view that may differ between the two publicly consistent ledgers
has the same distribution for b=0 and b=1. Thus, the adver-
sary’s public view is independent of b, so Pr[Gs=1]=1/2.
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Hence the probability that Algorithm 5 returns 1 is at most
1/2 + negl(4). |

5.4 | Transaction Nonmalleability

Transaction nonmalleability prevents an adversary from produc-
ing a different valid submitted transaction that spends the same
hidden commitment as an existing transfer. The spent commit-
ment itself is hidden, so the public way to identify the same
hidden spend is equality of nullifiers. For this notion only, let
pub(Tx) denote the submitted transfer transaction with its proof
component removed. This treats proof-only variants as the same
transfer, since they do not change the public transaction fields or
the resulting ledger effect. Thus, Algorithm 6 regards a new
transaction as a successful attack if it has the same nullifier as
an oracle-generated transfer, has different submitted transaction
fields excluding the proof, and would be valid with respect to the
ledger state before that transaction was accepted. A transaction
with a fresh nullifier is treated as an independently valid transfer.

We say that IT satisfies transaction nonmalleability if, for every
PPT adversary &/, Algorithm 6 returns 1 with negligible proba-
bility. Here, LGy is the set of transfer transactions returned by
Oz, L' is the ledger snapshot immediately before Tx was
accepted, and VerifyTx(Tx*, L) denotes smart contract verifica-
tion of Tx* with respect to that snapshot. The adversary is given
both sky; and skp so that the experiment covers adversaries that
act as, or obtain the secret keys of, the tracing-token manager or
the auditor. In this experiment, oracle responses contain only
public outputs. The user secret state maintained by the chal-
lenger, including ownership secrets in Acct, is not returned to /.

Theorem 2. Under the oracle interface specified above, if
SNARK satisfies knowledge soundness and zero-knowledge, the
nullifier PRF is collision resistant and pseudorandom, and CRH
is preimage resistant, then II satisfies transaction nonmalleability
as defined in Algorithm 6.

Proof. Assume that a PPT adversary of wins Algorithm 6 with
non-negligible probability. Then there exist transfer transactions
Tx and Tx* such that Tx was returned by the Ozt oracle,
pub(Tx*) # pub(Tx), Tx* is valid with respect to the ledger snap-
shot L’ before Tx was accepted, and Tx*.nf = Tx.nf. Since
VerifyTx(Tx*, L") =1, the transaction Tx* contains an accepting
zk-SNARK proof. By knowledge soundness, except with negligi-
ble probability, there exists an extractable witness for Tx*. In
particular, the witness contains a spent commitment cmy, and
an ownership secret sk, such that Tx*.nf = PRFg. (cmg,).

ALGORITHM 6 | Transaction nonmalleability experiment.

Run setup algorithms to obtain pp, sky, and ska
Initialize the oracle instance 07 with pp

L <« %M (pp, sky, Ska)

Tx* « (L)

return 3Tx € LG, :pub(Tx*) # pub(Tx) A Tx*.nf
=Tx.nf A VerifyTx(Tx*, L)

The transaction Tx was generated by the Oz« oracle with a valid
witness containing cmgq and sKoypn, so Tx.nf = PRFg  (cmgyg).
Since the two nullifiers are equal, their defining equations give

PRFg. (cmyy) = PRFg (CMgyq).

If (SKgwn, CMZy) # (SKowns CMgig), then two distinct key-input
pairs for the nullifier PRF lead to the same output. This contra-
dicts the collision resistance assumption for the nullifier PRF.

It remains to consider the case (Skiyn. €MZ ) = (SKown. CMoig). In
this case, the extracted witness for Tx* contains the same owner-
ship secret skoy, used in the oracle-generated transaction TX.
However, SKqy, is sampled uniformly by the challenger and is
not returned by the oracle interface. The public values derived
from sKyyn are pkown = CRH(SKqyn) and nullifier values of the
form PRFg (-). The preimage resistance of CRH prevents
recovering skoyn from pKgyn, while the pseudorandomness of the
nullifier PRF prevents its public outputs from revealing the PRF
key Skown- The zero-knowledge property of SNARK ensures that
the oracle-generated proof transcript does not reveal the witness
value skq,, beyond the public statement. Therefore, producing
such a Tx* with non-negligible probability would imply that <f
obtains an unrevealed ownership secret Sko,, from public trans-
action data, contradicting the preimage resistance of CRH
together with the pseudorandomness of the nullifier PRF and the
zero-knowledge property of the proof system.

Thus, a non-negligible winning probability in Algorithm 6 would
imply a violation of zk-SNARK knowledge soundness, a collision
in the nullifier PRF, or recovery of an unrevealed ownership
secret from public values that are assumed not to reveal it. These
events occur only with a negligible probability under the stated
assumptions. Hence, Algorithm 6 returns 1 only with negligible
probability. O

5.5 | Balance

The balance means that an adversary cannot create more value
than it consumes through accepted transactions. The public and
private parts of a transfer are linked by the transfer relation,
while nullifiers prevent the same private note from contributing
value more than once.

Here, List?  is treated as a set of notes indexed by distinct
commitments; it is not the challenger’s internal Note table.
The procedure Compute parses the accepted ledger L and the
sets submitted by the adversary, and computes five totals. Only
unspent notes that validly open distinct output commitments
appearing in L are counted, where a note is considered unspent
if its corresponding nullifier does not appear in the ledger
nullifier set. The value VENA is the total remaining value in
the selected encrypted accounts, vgﬂf is the total value with-
drawn to public accounts, vgﬂ}’ is the total value contained in
the selected private output notes, Viﬁ’;‘b is the total value depos-
ited from public accounts, and vP™ is the total value of private
input notes that were already present before the challenged
ledger computation. We say that /7 satisfies balance if, for
every PPT adversary &, Algorithm 7 returns 1 with negligible
probability.
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ALGORITHM 7 | Balance experiment.

Run setup algorithms to obtain pp
Initialize the oracle instance 6" with pp
L < °"(pp)

(List? ., ENA, EOA) « (L)

note’
(VENA v vPue Py Compute(L, List,., ENA,

EOA)

return (VENA 4 V!

pub
out ’

priv

Vout *

pub

priv pub priv
out + Vout > Vin + Vin )

Theorem 3. If SNARK satisfies knowledge soundness, CM is
binding, CRH is collision resistant and preimage resistant, no
PPT adversary can produce a valid accumulator membership proof
for an element outside the accumulated set, and the nullifier PRF is
collision resistant, then II satisfies balance as defined in Algorithm
7.

Proof. Assume that a PPT adversary o/ wins Algorithm 7 with
non-negligible probability. We consider the accepted ledger L
together with witnesses for its accepted transfer transactions.
For every transfer transaction generated by the oracle, the chal-
lenger knows the corresponding witness because it generated the
transaction by running zkTransfergent.

It remains to account for the accepted transfer transactions
inserted by & through Ops. Let Bade, be the event that the
knowledge extractor fails to produce a witness satisfying %kt
for at least one such transaction. Since & is PPT, the number of
these transactions is polynomially bounded. Knowledge sound-
ness guarantees that extraction fails for each accepting proof only
with a negligible probability. Therefore, by a union bound over
all such transactions, Pr[Badey| is negligible.

Conditioned on —Badg,, every accepted transfer transaction
inserted by ¢/ has a valid extracted witness. Let W consist of these
extracted witnesses together with the witnesses already known to
the challenger for transfers produced by Oz, and consider the
augmented ledger (L, W).

We say that (L, W) is balanced if the following conditions hold for
every accepted transfer transaction.

1. Each output commitment cmye, has a unique opening to
the private output value, receiver address, and tracing
token contained in the corresponding witness.

2. If an input commitment cmgq4 refers to a previously created
output commitment, then the value, receiver address, and
tracing token opened by cmgqy are equal to those of the
corresponding previous output commitment.

3. The transfer witness satisfies the value equation VENA —=
i i b b :
VENA L VBV VB 4+ VP — vED, together with the

required range conditions.

4. Each private input commitment with b;, =1 is contained in
the accumulated commitment set.

5. The same private note cannot be used twice because two
spends of the same note produce the same nullifier.

6. An inserted transfer cannot spend a previous output note
assigned to a registered account unless it uses the corre-
sponding registered user’s spending key.

We now argue that each condition can fail only with a negligible
probability. If either Condition 1 or Condition 2 fails, then the
same commitment admits two different openings, which contra-
dicts the binding property of CM. If Condition 3 fails while the
transaction is accepted, then an accepting zk-SNARK proof exists
for a false transfer statement, contradicting knowledge sound-
ness. If Condition 4 fails, then an accepted proof contains a valid
accumulator membership proof for a commitment not contained
in the accumulated set, contradicting the assumption that no PPT
adversary can produce such a proof. If Condition 5 fails, then
either the smart contract accepted a repeated nullifier or two
distinct nullifier inputs produced the same nullifier. The former
contradicts the nullifier check in the smart contract and the latter
contradicts the collision resistance of the nullifier PRF. If Condi-
tion 6 fails, then an inserted transfer spends an output commit-
ment whose receiver address is registered in Acct. The inserted
transfer must provide a witness that opens this commitment and
also derives the sender address from the spending keys. If the
witness opens the commitment to an address different from the
registered receiver address, then the same commitment has two
different openings, which breaks the binding of CM. If the wit-
ness uses different spending keys but still derives the registered
receiver address, then two different key pairs give the same
address under CRH, which breaks collision resistance of CRH.
If the witness uses the same registered ownership public key,
then producing the corresponding ownership secret amounts to
recovering an unrevealed preimage of pkoyn = CRH(Skown),
which contradicts the preimage resistance of CRH under the
oracle interface.

Conditioned on —Badgy, a union bound over the six failure
events shows that the probability that any of the above conditions
fails is negligible. Since Pr[Badey| is also negligible, the overall
failure probability remains negligible. Thus, the augmented led-
ger (L, W) satisfies the above conditions except with negligible
probability.

Under these conditions, every accepted transfer preserves the
value according to the transfer relation. The binding of commit-
ments makes each private output value fixed, accumulator mem-
bership ensures that every spent private input refers to a
previously created commitment, and the nullifier check ensures
that the same private input is not counted more than once.
Therefore, Compute cannot output values satisfying vENA +
VR PV S VPP VPV except with negligible probability.
Hence, Algorithm 7 cannot return 1 except with negligible prob-

ability, and I7 satisfies balance. O

5.6 | Audit Correctness

Audit correctness requires that an authorized auditor recover the
transaction-level audit information for an accepted transfer. Fol-
lowing the audit correctness goal inherited from Azeroth [14],
the recovered message should match the private output value and
receiver address committed in the accepted transaction. In our
construction, this recovery is not enabled by the auditor secret
key alone. The auditor must additionally hold an epoch-secret
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ALGORITHM 8 | Audit correctness experiment.

Run setup algorithms to obtain pp, ska, sky, and mske
Initialize the oracle instance 6" with pp

L < o%(pp)

(Tx, aux, @) « g/OM-Onumn(L)

parse Tx as (..., cm, ..., pcta, ..., epoch)

parse aux as (v, addr, T, 0)

parse 0 as (TXgtart» jo» j1» TOkSet, Sg)

Tableg,, < DeriveEpochKeys(Sg)

(T1x, typery) « DeriveAuthToken(Tx, 6, L, ska, Tableg )
if (T+y, typery) =L then

return 0

(v, addr’) « Auditgjien(TX, ska, Tableg , Ty, typery)

return VerifyTx(Tx, L)
A Authorized(Tx, 6, L)
A CM.Open(ppcy, €m, (v, addr, T);0) =1
A Oisreturned by Oayth
A (V/, addr’) # (v, addr)

key for the transaction epoch and a valid tracing token for the
target transaction.

In contrast to Azeroth, our auditor ciphertexts do not include
commitment openings in the decrypted audit message. There-
fore, audit correctness is not expressed by checking whether
the decrypted audit message itself opens the on-chain commit-
ment. Instead, the zk-SNARK relation enforces that the auditor
ciphertext and the output commitment are generated from the
same transfer witness. For an accepted transfer whose output
commitment opens to (v, addr, T), authorized audit decryption
recovers the same private output value and receiver address. The
auditor ciphertext also includes the output commitment as a
consistency check against the public commitment in the
transaction.

Algorithm 8 uses an auxiliary value aux to check that the adver-
sary’s claimed output opening is consistent with the output com-
mitment. In our construction, aux consists of (v, addr, T, 0),
while the auditor is required to recover only (v, addr). Addition-
ally, DeriveEpochKeys(Sg) derives epoch secret keys from
the PRF tree nodes returned by Oayty. The function
DeriveAuthToken starts from an authorized direction-specific
token tuple in TokSet and repeatedly applies Tracecgjent along
an authorized path from TXggan to TX; it returns L outside the
authorized epoch range or tracing path.

We say that /7 satisfies audit correctness if, for every PPT adver-
sary &, Algorithm 8 returns 1 with negligible probability. Here,
Authorized(Tx, 6, L) holds if Tx has epoch in [y, j;] and can be
reached from TXg, by zero or more tracing steps using one of the
direction-specific token tuples in TokSet and the epoch-key table
derived from Sg.

Theorem 4. If SNARK satisfies knowledge soundness, CM is
binding, and KEM and SE satisfy correctness, then II satisfies
audit correctness as defined in Algorithm 8.

Proof. Assume that &/ wins Algorithm 8 with non-negligible
probability. Since VerifyTx(Tx, L) = 1, the transaction contains
an accepting zk-SNARK proof. By knowledge soundness, except
with negligible probability, there exists a witness satisfying % «r.

Let the extracted witness contain the output opening (v, addr,,,
Tw> Ow)- The transfer relation enforces that Tx.cm is a commit-
ment to (vy, addry, T,) with opening o,,. It also enforces that
cty®® encrypts (vy, addr,, Tx.cm) under ka, and that the
wrapped audit keys are formed from the same k, using the
epoch-specific encapsulated key and the corresponding direc-
tion-specific token derived from T,,.

The adversary’s auxiliary value aux opens the same commitment
Tx.cm to (v, addr, T). By the binding property of CM, we have (v,
addr, T) = (v, addr,, T,), except with negligible probability.
Since 0 is returned by Oayty and Authorized(Tx, 6, L) holds, the
epoch keys derived from Sg cover the epoch of Tx, and
DeriveAuthToken returns the required direction-specific token
for Ty,. Therefore, by correctness of KEM and SE and by the
commitment check in Auditgjignt, Auditgjient returns (v, addr,,)
= (v, addr).

Thus, if (V/, addr’) # (v, addr), then an accepted proof is incon-
sistent with the transfer relation, the same commitment has two
valid openings, or the authorized decryption procedures fail. The
first two events contradict knowledge soundness or commitment
binding, and the last violates the correctness of the underlying
decryption procedures. Hence, the experiment returns 1 only
with negligible probability. O

5.7 | Restricted Audit Authorization

Restricted audit authorization captures that the auditor secret
key alone does not give ledger-wide audit visibility. Algorithm
9 models an auditor-side adversary that knows sk, and may
adaptively query Opytn, but does not obtain user secret keys,
sky, mske, the epoch signing key, or unauthorized epoch-tree
node secrets. This is an honest authorization model rather than a
model of security against collusion. The authorization oracle
releases tracing tokens and epoch-key material only according
to the specified authorization policy. If a base tracing token
becomes known from another source, the base token and the
direction-specific token states derivable from it are included in
KnownT below. Operations enabled by this disclosed material
are therefore not claimed as violations of restricted audit
authorization.

Let O be the set of authorization transcripts returned by Opayth.
We write @/?UTH for the authorization oracle that records each
returned transcript in . A token state (Tx, T, type) is reachable
from @ if there exists a transcript in ® whose starting transaction
is Tx and whose TokSet contains (T, type), or if the token state is
obtained by repeatedly applying authorized Tracegjient steps from
such a released direction-specific token within the released epoch
intervals.
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ALGORITHM 9 | Restricted audit authorization experiment.

Run setup algorithms to obtain pp, ska, sky, and mske
Set ® « @ and KnownT « @, and initialize 6" with pp

Allow KnownT updates only through explicit token-leakage events

L < @/ %m(pp, ska)
(op*, Tx*, T*, type*, mode*, Sg*) « /- %kum(L)
if op* ¢ {audit,trace} then
return 0
Tableg * < DeriveEpochKeys(Sg*)
if op* = audit then
out* « Auditgjieni(TX*, ska, Tableg, *, T*, type®)
TXout® < TX*
else
out* « Tracecjen(L, TX*, ska, T*, mode*, Tableg *)
if out* = 1 then
return 0

parse out* as (Tou*s TXout™ tyPEout™)

return VerifyTx(Tx*, L)
Aout® # L

A OutScope(op*, Tx*, Txou*, T*, type*, mode*, Sg*, ©, KnownT)

We model token states already known to o/ independently of
manager authorization by an explicit leakage set KnownT. This
set is maintained as part of the experiment state and contains
token states externally disclosed to &/, such as voluntarily dis-
closed base tracing tokens together with the direction-specific
token states derivable from them, or token states of adversarially
generated transactions that &/ explicitly registers as known. The
challenger does not infer hidden token knowledge from arbitrary
adversarial transactions; only token states included in this
explicit leakage set are treated as known for the purpose of
OutScope. The set KnownT also includes token states that of
can derive locally from these tokens, as well as token states
obtained by tracing steps enabled by epoch keys already available
to o/, but it does not itself provide epoch authorization.

Authorization material held by the same auditor is cumulative:
epoch-key material released in one authorization may be com-
bined with any direction-specific tracing token that the auditor
already possesses. This does not provide ledger-wide visibility
because a valid direction-specific token is still required for each
reachable flow.

A tuple (op, TXin, TXout T, type, mode, Sg) is outside the cumu-
lative authorization scope of (@, KnownT) if either the epoch
secret keys needed by the operation cannot be derived from the
epoch-key material in ©, or the token state required for the oper-
ation is neither reachable from © nor contained in KnownT. For
op = audit, we set TXoyy = TX, and check reachability with

(Txin, T, type). For op = trace, the submitted type is ignored and
the required token direction is determined by mode: forward
modes require a forward token, and backward modes require a
backward token. The trace is in scope only if Tracegjent can be
applied from Tx;, with the submitted token T in the requested
mode to obtain TXy through authorized reachable token states.
We write OutScope(op, TXij,, TXou» T, type, mode, Sg, 6,
KnownT) for this condition.

We say that I7 satisfies restricted audit authorization if, for every
PPT adversary &, Algorithm 9 returns 1 with negligible proba-
bility. This experiment is separate from audit correctness: audit
correctness says that authorized material opens the right mes-
sage, while restricted audit authorization says that the auditor
cannot open or trace transactions outside the flow, direction, and
epoch scope authorized by the tracing-token manager.

Theorem 5. Assume that the tracing-token manager follows the
authorization policy and does not collude with the auditor outside
the authorization transcripts recorded in @. Also assume that every
token state treated as externally known to the adversary is included
in the explicit leakage set KnownT, and that neither the manager
secret keys nor unauthorized epoch-key material is disclosed. If
SNARK is knowledge sound and zero-knowledge, CM is binding
and hiding, PRF is pseudorandom and preimage resistant with
respect to its input even when the key is known, the token tag PRF is
collision resistant, PE satisfies IND-CPA security, the two-public-
key KEM satisfies key indistinguishability against adversaries that
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know at most one of the two secret keys, SE satisfies IND-CPA and
IK-CPA security, and SIG satisfies EUF-CMA security, then IT
satisfies restricted audit authorization as defined in Algorithm 9.

Proof. Assume that a PPT adversary wins Algorithm 9 with a
non-negligible probability. Then Auditgjient returns an audit mes-
sage or Tracegjen returns a next tracing token and matching
transaction for Tx*, although the supplied token, direction, and
epoch-key material are outside the cumulative authorization
scope of (©, KnownT). O

5.7.1 | Case 1: Unauthorized Epoch

Suppose that some epoch secret key needed by the audit or trac-
ing operation cannot be derived from the epoch key material
released in @. The epoch-key material in © consists of PRF tree
nodes whose descendant leaves cover only the authorized inter-
vals. Under PRF security, these nodes do not allow the adversary
to derive epoch-secret keys outside those intervals. Moreover,
epoch public keys accepted by the contract are authenticated
by signatures under VKg; activating an unauthorized epoch pub-
lic key would therefore break the EUF-CMA security of SIG.
Hence, except with negligible probability, the adversary does not
know one of the required epoch-secret keys. The corresponding
auditor ciphertext is generated under its epoch public key
through KEM. Without the epoch secret key, the encapsulated
key ek is computationally indistinguishable from a random key
by the key indistinguishability of KEM. Therefore, the masks
used in the wrapped audit keys and tracing components are
pseudorandom, and recovering either the correct audit key ka
or a valid tracing component with non-negligible probability
would break the KEM assumption, PRF pseudorandomness, or
the security of SE.

5.7.2 | Case 2: Unreachable Token or Unauthorized
Direction

It remains to consider the case where the required epochs are
covered but the submitted token is neither reachable from the
tokens released in @ under the requested audit type or tracing
mode nor contained in KnownT. By the definition of OutScope,
token states explicitly included in KnownT are not counted as
manager-authorization breaks; hence, the remaining case con-
cerns tokens outside both the authorized reachable set and the
explicit leakage set. By knowledge soundness of SNARK, every
accepted registration or transfer transaction admits an extract-
able witness satisfying the corresponding relation, except with
negligible probability. For registered and transfer-generated
token states, the corresponding relation binds the recorded tag
to the underlying tracing token, and the contract records each
accepted tag in List,g. Thus, any later registration or transfer
using the same tracing token is rejected by the token-tag fresh-
ness check, and two distinct accepted tokens can share a recorded
tag only through a collision in the token-tag function. The only
tokens released by the tracing-token manager are the direction-
specific token tuples contained in authorization transcripts in 6.
In particular, authorization transcripts do not release base trac-
ing tokens; they release only the authorized subset of the
corresponding forward and backward tokens. Although each
accepted token has a public tag tagr =PRFy(“tag”), PRF

pseudorandomness on domain-separated inputs implies that this
tag does not allow the adversary to compute the corresponding
direction-specific tokens PRF(“fwd”) and PRF+(“bwd”), except
with negligible probability. Apart from this public tag, unreleased
base tracing tokens are hidden in public commitments, receiver
and manager ciphertexts, and registration or transfer proofs by
the hiding property of CM, the IND-CPA security of PE, and the
zero-knowledge property of SNARK, respectively. Moreover, for-
ward and backward tokens are derived from the base token using
domain-separated PRF labels. Hence a token released for one
direction does not reveal the token for the opposite direction,
except with negligible probability under PRF pseudorandom-
ness. Even after recovering Ky, the opposite wrapped key reveals
only a PRF image of the unreleased token, and recovering that
token from the image contradicts the assumed preimage resis-
tance of PRF with respect to its input. The tracing components
and wrapped audit keys in pcty are also masked using PRF
under the epoch-specific key ek with separate labels for each
tracing mode. Thus, an unauthorized token cannot recover the
audit key kp or enable a valid tracing step for an unrelated flow or
for an unauthorized direction, except with negligible probability.

5.7.3 | Case 3: Successful Out-of-Scope Audit or Trace

For op* = audit, a successful output requires recovering the audit
key kp that decrypts cty° and passes the commitment check. For
op* =trace, a successful output requires deriving a next tracing
token and identifying a matching adjacent transaction whose
commitment check succeeds. The preceding cases show that
these values are computationally hidden outside the authorized
epochs and beyond the reachable or externally known token
states. Hence any successful out-of-scope audit or trace would
break the hiding property of CM, the zero-knowledge property
of SNARK, or the security of PE, KEM, PRF, SE, or SIG, and
Algorithm 9 returns 1 only with negligible probability.

6 | Implementation and Experiment
6.1 | Implementation

We implemented both Azeroth [14] and our proposed construc-
tion in the same codebase to measure the incremental cost of
scoped auditability under a consistent experimental setting.'
The transfer circuits are written in Rust using arkworks,” and
the on-chain layer is written in Solidity. We instantiate the proof
system with Groth16 [24] over BN254 [25], relying on a relation-
specific trusted setup whose trapdoor is assumed to be discarded.
All group elements are validated by curve-membership checks,
subgroup checks, and identity-point rejection, and all hash
inputs use fixed-length, domain-separated encodings.

6.1.1 | CM, CRH, and PRF

We instantiate the collision-resistant hash function CRH using
Poseidon [26], a zk-SNARK-friendly hash algorithm over the
scalar field. The commitment scheme has no separate public
parameters and is realized as CM.Com((v, addr, T); o) : =
CRH(v || addr || T || 0). We instantiate PRF by the keyed use of
the same hash function, written as PRF,(x) := CRH(k || x), and
model this keyed use as a PRF.
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6.1.2 | Accumulator

We implement ACC as a Merkle hash tree over commitments.
For a commitment cm, the witness @ consists of the sibling
hashes from the corresponding leaf to the root, and the transfer
circuit checks that this path reconstructs the public root.

6.1.3 | Symmetric-Key Encryption

We instantiate SE as a stream cipher based on a PRF over field
elements. For messages consisting of multiple field elements, the
mask is generated in a counter (CTR) manner. The ith mask
element is PRF(i||r).

SE.Ency(m) — sct SE.Decy(sct) - m

parse m as (my, ..., m,) € F/ (r,ct) « sct

r i F parse ct as (Cy, ..., Cz)

fori = 1,..,2:p; < PRF(illr) fori = 1,..,2:p; « PRF(illr)
fori =1,...,7:¢c; « m; + p; fori=1,....,2:m; <« ¢, — p;

ct < (Cy, .5 Cp) return m < (my, ..., m,)

return sct < (r, ct)

6.1.4 | Public-Key Encapsulation

For auditor ciphertexts, our implementation instantiates the two-
public-key KEM using a Diffie-Hellman style construction. The
implementation derives two Diffie-Hellman shares from the
auditor public key pka and the active epoch public key pke,
and hashes them to obtain the encapsulated key. The resulting
encapsulated key can be recovered only using both the auditor
secret key skp and the corresponding epoch secret key ske. The
KEM key derivation is domain-separated; in the implementation,
the label “audit-kem” is represented by a fixed field constant.

KEM.Encap((pka, pke)) — (ek, epk, aux)

r i F

epk « G’

Ka < pkj

Ke < pke

ek « CRH(“audit-kem” || Kp || K¢)
aux < r

return (ek, epk, aux)

KEM.Decap((ska, ske), epk) — ek
Kp « epkska

Ke < epkske
return ek «— CRH(“audit-kem” || Kp || Ko)

6.1.5 | Public-Key Encryption

For receiver and tracing-token manager ciphertexts, we use an
ElGamal-style public-key encryption scheme [27] with a hash-
derived stream mask. The ciphertext contains an ephemeral
public key ¢y and masked field elements. The encryption

randomness is included in the witness so that the zk-SNARK
relation can check the correct ciphertext generation.

PE.Ency(m) — (pct, aux) PE.Decg(pct) - m

parse m as (my, ..., m,) € F* parse pct as (Co, Cy, ..., C/)

$
rF fori =1, .., ¢k < CRH(illc§¥)
Co— G' fori=1,....,2:m; <c; — k;

fori = 1, ..., ¢ k; < CRH(i||pk") return m « (my, ..., m,)

fori =1,...2:¢c;«<m; + k;
pete (C, Cys -y Cr)
aux<r

return (pct, aux)

6.1.6 | Digital Signatures

We use digital signatures only for epoch-key update authoriza-
tion. In our Solidity implementation, the epoch-key verification
key VKE is represented by an Ethereum address fixed at deploy-
ment, and the contract verifies secp256kl ECDSA signatures
through Ethereum’s ecrecover signature-recovery primitive.
The signed digest is computed as Keccak256(addrgc || chainid
[j 1l pKe Il 1), where addrgc and chainid serve as domain separa-
tors. Signature verification occurs only for UpdateEpochKey
before replacing the active epoch public key. It is not included
in the transfer circuit and therefore does not affect the reported
constraint counts.

6.2 | Experiment

We evaluate the incremental overhead of adding token-guided
flow tracing and epoch-scoped audit authorization to Azeroth
[14]. We report circuit metrics for Merkle tree heights of 16, 32,
and 64, and measure gas costs with Foundry” on an Anvil Ether-
eum mainnet fork at block 25,062,336. The contracts were com-
piled with Solidity 0.8.24 with optimizer enabled and 200 runs.
For transfer gas, both constructions use the same transfer
sequence and report the cost of accepted zkTransfer transactions;
deployment and registration costs are reported separately. The
circuit setup, proof generation, and proof verification times were
measured on a machine running Ubuntu 24.04.4 LTS with an
Intel Core i9-13900K CPU and 16 GB of RAM.

Table 2 reports the number of constraints, key sizes, public input
size, and proof size for the transfer circuit. Our construction adds
16,349 constraints over Azeroth for all tested tree heights. This
increase mainly comes from the additional checks for auditor
and manager ciphertexts. Since the Merkle path cost grows
with the tree height in both constructions, the relative constraint
overhead decreases as the height increases. Our construction
increases the transfer public input size from 832 bytes to 1408
bytes. The registration circuit is independent of the Merkle tree
height; it has 474 constraints, a proving key of 93,008 bytes, a
verification key of 360 bytes, 96 bytes of public inputs, and a
Solidity proof of 256 bytes.

Table 3 reports the deployment gas. Our construction deploys
one additional registration verifier, which is independent of the
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TABLE2 | Transfer circuit constraints and size metrics by Merkle tree
height.

Size (bytes)

Pub.
System Height Constraints PK VK input Proof

Azeroth 16 21,203 4,115,920 1096 832 256
32 25,043 4,732,880
64 32,723 5,966,800

Ours 16 37,552 7,780,176 1672 1408 256
32 41,392 8,397,136
64 49,072 9,631,056

Note: PK, VK, public input, and proof sizes are reported in bytes; PK and
VK denote proving and verification keys, respectively.

Merkle tree height and a larger transfer verifier due to the larger
public input. The total deployment overhead is about 1.91 x 10°
gas across the tested heights.

Table 4 reports the operation gas. Compared with Azeroth, our
RegisterUser operation additionally verifies the registration
proof and records the initial tracing-token commitment and
token tag, while zkTransfer additionally checks and records
the transfer token tag. For zkTransfer, our construction adds
about 1.78 x 10° gas over Azeroth, and this overhead is almost
constant across the tested tree heights. The UpdateEpochKey
operation is specific to our construction, costs 62,305 gas, and
is independent of the Merkle tree height.

To provide a breakdown of the transfer gas cost, we measure
representative internal operations. One on-chain Poseidon hash
evaluation costs 33,254 gas in our Solidity implementation. Since
each insertion of a transfer output commitment into the Merkle
tree performs one leaf hash and one hash per Merkle tree level,
the Merkle update cost grows linearly with the tree height.
Groth16 verification costs 375,428 gas for the Azeroth transfer
proof, 207,921 gas for our registration proof, and 506,618 gas for
our transfer proof; the larger transfer verification cost is caused
by the larger public input.

Table 5 reports the serialized Ethereum transaction sizes. Our

RegisterUser transaction is larger because it includes the regis-
tration proof and token tag. Our zkTransfer transaction is 1622

TABLE 3 | Deployment gas comparison.

TABLE 4 | Operation gas comparison.

System Height RegisterUser zkTransfer
Azeroth 16 47,637 1,282,429
32 47,637 1,931,333
64 47,637 3,229,225
Ours 16 308,940 1,460,233
32 308,940 2,109,113
64 308,940 3,407,005
TABLE 5 | Transaction size comparison.
Operation Azeroth (bytes) Ours (bytes)
RegisterUser 146 566
UpdateEpochKey — 405
zkTransfer 1174 1622

bytes, which is 448 bytes larger than Azeroth’s 1174 bytes. This
increase comes from the additional fields for tracing token
ciphertexts, the token commitment update, the token tag, and
epoch-related data.

Table 6 reports the Rust running time for the transfer setup, proof
generation, and proof verification. Setup and proof generation
are slower than Azeroth because our transfer circuit has addi-
tional constraints, while the absolute running times remain
below 1.9 and 1.5s, respectively. The registration circuit is
much smaller: its setup, proving, and verification times are
0.0295, 0.023 s, and 0.929 ms on average, respectively.

The evaluation covers the zk-SNARK circuits and smart contract
functions. We did not implement or benchmark the off-chain
RetrieveNotegjent and Tracecgjent procedures. As analyzed in
Section 4.4, complete note retrieval takes O(N, ) time. Construct-
ing the index takes O(N| ) time and O(N.) storage, while each
newly appended transfer can be incorporated in O(1) time with
O(1) additional storage. After preprocessing, locating and check-
ing the preceding or following transaction from the same sender
takes O(1) time. An external tracing call takes time linear in the
number of candidates tested, with O(N;) work in the worst case
for a previously unknown external edge. For a single tracing path

System Height Registration verifier Transfer verifier Contract Total
Azeroth 16 — 1,360,804 2,568,490 3,929,294
32 — 1,360,804 3,908,206 5,269,010
64 — 1,361,039 6,587,614 7,948,653
Ours 16 535,992 2,010,435 3,289,837 5,836,264
32 535,992 2,010,651 4,629,541 7,176,184
64 535,992 2,010,903 7,308,949 9,855,844
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TABLE 6 | Running times for transfer circuit setup, proof generation,
and proof verification.

System Height Setup (s) Proving (s) Verification (ms)

Azeroth 16 0.802 0.617 1.982
32 0.910 0.715
64 1.135 0.901

Ours 16 1.484 1.142 2.816
32 1.577 1.224
64 1.805 1.404

Note: Verification time is averaged.

of ¢ calls that proceeds only forward or only backward and uses
each returned transaction as the starting point of the next call, the
total online work is O(logN, + ¢ + N;). These off-chain costs do
not affect the on-chain gas, circuit size, or proof generation time.

7 | Conclusion

We proposed token-guided flow tracing for auditable zero-
knowledge smart contract transfers, with audit authorization
restricted by the transaction flow and epoch scope. By combining
a tracing token manager, direction-specific tracing tokens, and
epoch keys, the construction lets an auditor follow only an autho-
rized transaction flow within authorized epochs. We analyzed
ledger indistinguishability, transaction nonmalleability, balance,
audit correctness, and restricted audit authorization and imple-
mented the circuit and smart-contract layers. The implementa-
tion adds 16,349 transfer-circuit constraints, about 1.78 x 10> gas
per transfer, and 448 bytes to the serialized transfer transaction.
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